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MapuwpyTtmnsaTtop Cisco 2951 (HekoHanums, He paboTaeT
cnot Compact Flash 1)

CISC0O2951/K9 (HekoHONUnA)

OnucaHune

B cTaHpapTHYIO KOMMJIeKTauuio BxoauTt: 512Mb Dram namatu u 256Mb Compact Flash, 1 6510k nutanusa AC

Ha pmaHHbIA TOBap BO3MO>XHa rapaHTua NAG-
NBD (Next Business Day), ycsoBus u ueHy
YTOYHAWTE Yy MeHea>Kepa

Cisco® ISR 2900 — cepusi MapLlpyTM3aTOPOB C MHTErpaunen cepencos, paspaboTaHHas Ha OCHOBaHUK 25-1eTHero
onbiTa Cisco B 06,1aCTV MHHOBALMIA 1 CO34aHNA NepenoBbiX pPelleHnn. ApXUTEKTYpa HOBbIX NiaaTdopM obecnevynsaeTt
noafep XKy crnefnyoLero 3Tana pa3sutus uananos opraHn3aunin, NepeHocs MyabTUMeAniiHblie CpeaCcTBa COBMECTHON
paboTbl 1 cpeacTBa BUpPTYyanM3aunm Ha ypoBeHb uanana u no3Bonsas CyLeCTBEHHO COKPaTUTb OnepauiOHHbIe
nsgepxxku. NMnatgopmbl Ha 6a3ze MmappyTnsaTopos Cisco ISR BTOPOro nokosneHns NO3BONSAIOT pellaTb HE TOIbKO
CerofHsWHMe 3a[4a4u, HO 1 Te 3a4a4u, KOTOpble BO3HUKHYT B ByAyLieM, MOCKOJIbKY B HUX NCMOJIb3YOTCA MHOrosiAepHble
rnpoueccopbl, MOAAEP>KNBAIOTCA BbICOKONMPON3BOAUTESNbHbIE CUIHabHbIE Mpoueccopbl (DSP) ana pacwmnpeHuns
MepCrneKTUBHbIX BO3MOXXHOCTEN nepefayun BMOEO, NCMOJIb3YTCA MOLHbIE CEPBUCHBIE MOAYJIN C MOBbLILLEHHON
OOCTYMHOCTbIO, CpencTBa KoMMyTauum Gigabit Ethernet ¢ nogoep>xkon pacwmpeHHon cneundpukaunm POE, a Takxe
HOBblE€ BO3MO>XHOCTU YNpPaBAE€HNSA N MOHUTOPUHra noTpebneHns sHeprun. Kpome Toro, HOBbIN YHMBEpPCabHbIN 06pas3
onepaumoHHomn cnctembl Cisco IOS® n moaynb Services Ready Engine no3BonaoT pa3gennTb pa3BepTbiBaHUE
obopynoBaHMa N NporpaMmMHoro obecnevyeHus, TeM cambiM obecneynBas HageXXHY0 TEXHOJIOMMYECKY0 OCHOBY,
CNocobHyto H6bICTPO afanNTUPOBATLCA K MOCTOAHHO U3MeHsALWMMCS TpeboBaHNAM K ceTu. B uenom MmapLupyTumsaTopsl
Cisco cepun 2900 obecneymBatoT becnpeueseHTHOE CHMXXEHNE COBOKYMHOM CTOMMOCTU BnageHus (TCO) v BbiCOYaMLLINA
ypOBeHb rMBKOCTU CeTU, KOTOPbIe MOAAEPKMNBATCA NUHTEIEKTYasIbHbIMU CPeACTBaMU UHTErpaumm ay4wnx B 0Tpacav
cpenctB obecnevyeHns 6e30MacHOCTU, CUCTEMbI YHUPULMPOBAHHBIX KOMMYHUKALNA, TEXHOJIOMNIA CO3AaHNA
6ecnpoBOAHbIX CETEN U NPUKNaAHbIX CEPBUCOB.

MapuwpyTunsaTtopsbl Cisco ISR cepun
0O630p NpoaykTa

Cepus Cisco 2900 sBnsieTcs pasBUTUEM JlydLleln B CBOEM KjlacCe cepum MapLlupyTusaTopoB Cisco ¢ mHTerpauumen
cepBucoB 2800 1 cocTouT 13 YeTbipex moaenein: Cisco ISR 2901, 2911, 2921 n 2951 (cm. puc. 1).

Bce mapwpyTtusaTopsbl Cisco ISR cepumn 2900 noanep >X1MBatoT BCTPOEHHbIE CPeACTBa annapaTHOro YCKOPEHUs

WM pPoBaHMSA, CNOTbI LMGPPOBLIX CUrHasIbHbBIX NMpoueccopoB (DSP) ons o6paboTku ronoca v BUAEO, AOMNOJHUTENbHbIN
MeXXCeTEeBOM 3KpaH, CUCTEMY MPeaoTBPaLLEHNS BTOPXKEHUI, cucTemy 06paboTKy BbI3OBOB, CpeACTBa FOJI0COBOV MOYThLI 1
CEepPBUCHI MPUIOXKEHNN. KpoMe TOoro, naaTgopMbl NOAAEPXKUBAIOT LWNPOYANLLMA CNEeKTP NPOBOAHbLIX 1 6€CNPOBOAHbIX
MHTepgencoB, Takmx Kak T1/EL, T3/E3, xDSL, MefHbI 1 ONTOBOJIOKOHHbIN GE.

OcHOBHble Bu3Hec-npeumyLLEecTBa

MapwpyTunsaTopbl Cisco C MHTerpaumen cepesncoB BTOporo nokoneHus (ISR G2) obecneynBaioT NpeBOCXOAHYIO
afanTUBHOCTb N MHTErpauuo cepncoB. PaspaboTaHHas ¢ y4eToM TpeboBaHMM K MacluTabupyemMocTun, Moy IbHas
apXxXuTeKkTypa 3TUX NaaTgopM MNo3BoJSISET HapalwmBaTb N afanTUPOBaTbh UX BO3MOXXHOCTU B COOTBETCTBUM C pa3BUTUEM
Ballen opraHusauunn. busHec-npenmyLiecTBa MapwpyTtunsatopos Cisco ISR cepum 2900 nepeyncneHsl B Tabnvue 1.

Tabnuua 1. OcHoBHble 6u3Hec-NpenmMyLLecTBa MapLpyTusaTopos Cisco ISR cepum 2900

MpenmyLecTso Onucanne
NHTerpauns MapwpyTunsaTtopskl Cisco ISR cepum 2900 obecneymBatoT NOBLILLIEHHYO MHTErpaLunto
CcepBuUCOB CepBUCOB Mepefaym roaoca, Buaeo, aHHbIX, obecrneyveHnsa 6eszonacHoCcTH,

6ecnpoBoAHON CBA3M N MOBMbHBLIX CEPBMNCOB, MO3BOASA CYLLLECTBEHHO CHU3UTb
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onepaunoHHbIE U3OEPXKKN.

CepBuchbl No 3anpocy B kaxgom ISR G2 ncnonb3yeTcs egnHbIN yHMBEPCabHbIA 06pa3 onepaunoHHON CUCTEMBI
Cisco IOS®. EguHbI NporpaMMHbIZ 06pa3 cogep>xnT Bce Habopbl dyHkuui Cisco 10S,
KOTOpble aKTUBMPYIOTCA NPY NOMOLLN MPOrpaMMHON JINLLEH3MN. DTO NO3BONAET BaLLeNn
opraHu3aunm 6bICTPO pa3BepThiBaTb paclUMPeEHHble YHKLUK, He 3arpy>kas HoBbI obpas
10S. Ona noafepXKu HOBbIX (DYHKLIMOHaIbHbIX BO3MOXHOCTEN yBeInYeH 06beM namaTtun
B KOH(MIypaLum rno yMmoa4aHuio.
Moaynb Cisco Services Ready Engine (SRE) peann3syeT HOBYIO 3KCMJlyaTaLMOHHYIO
Mofesib, MO3BOJIAOLLYI0 CHU3UTb KanuTabHble pacxofbl (CapEX) v BbIMOJHUTL
pa3BepTbiBaHME BCeX HEOOXOANMbIX CEPBUCOB MPUJIOXKEHUI Ha OAHOM MHTErpUPOBaHHOM
BbIYNCINTENIBHOM MOAYE.

Bbicokas MapwpyTunsaTtopsbl Cisco ISR cepum 2900 MoryT pa3BepTbiBaTbCS B BbICOKOCKOPOCTHbIX
NpPOn3BOANTENIbHOCTb cpenax WAN 1 obecrneymBatoT COBOKYMHYO MPOMYCKHYIO CNOCOBHOCTb OAHOBPEMEHHO
WHTEr pupoBaHHbIX paboTatowmx cepsmcos o 75 MéuT/c.

CcepBuncoB MynbTurnrabntHas KOMMyTauMoHHas CTPyKTypa (MGF) obecnednBaeT BbICOKYHO

MPOMYCKHY CNOCOBHOCTb MEXMOAYJbHbIX KaHanoB 6e3 yuwepba ons
NPON3BOANTENBHOCTU CUCTEMbI MapLLUPYTU3aLLUN.

ADanTUBHOCTL CeTun Pa3spaboTaHHas o5 yooBneTBOpPeHUs 6usHec-noTpebHoCTeN 3aKa34ymMKoB, MOAYJIbHas
apxutekTypa MapwpyTunsaTtopos Cisco ISR cepun 2900 nooaep>KmBaeT LWNPOKUNA CAEKTP
NPON3BOANTENBHOCTUN MOLYJbHbLIX MHTEP(ENCOB 1 CEPBMCOB, KOTOPbIE MOIYT
yCTaHaB/IMBaTbCS MO Mepe N3MeHeHns noTpebHoCTel Ballen ceTu.
MopynbHble MHTepdenchl 061afatoT NOBbILLEHHOW NPOMYCKHON CNOCOBHOCTLIO,
NnoALepXNBAOT pa3/iMyHble BapuaHThl Nogkao4YeHns n obecnevymsatot
0TKa30YyCTOMNYMBOCTb CETU.

JHepreTuyeckas

3pde oc .
(cpekTnBHOCTE B apxutekTypy MapwpyTunsatopoB Cisco ISR cepun 2900 3an0)XeHbI cnenytoume

yHKUMN 3HeprocbepexxeHus:

MapwpyTmnsaTopsl Cisco ISR cepum 2900 obecrneymBaloT MHTENNEKTYalIbHOE ynpaBieHne
3/1IeKTPONUTaHMEM 1 NO3BONAET 3aKa34ynKy perynmpoBaTb SHepronoTpebneHne moaynemn
B 3aBUCMMOCTM OT BPEMEHM CYTOK. B fanbHelweM niaHupyeTCcs peaan3oBaTb
nopnepxky TexHonoruu Cisco EnergyWise.
MoAyNbHOCTb U NHTErpauunsa CepB1UCOB B paMKax e4uHON naaTdopmbl,
BbIMOJIHAKOLEN MHOXXECTBO (PYHKUNI, ONTUMN3NPYET pacxol MaTepuasos nNpu
N3roToBNEHUN N NOTpebrieHne sHeprum B NpoLecce sKcnayaTauumu.
FMbKoCTb MNaTOpPMbl U HEMPEPLIBHOE Pa3BUTUE KaK MPOrpaMMHbIX, Tak 1
annapaTHbIX BO3MOXXHOCTEN, NpoAJsieBaeT XXU3HEHHbIN LUK MPOAYKTOB U
COKpallaeT BCe acneKTbl COBOKYMHON CTOMMOCTU BNafeHUs, BKIOYas
NCMNosb30BaHe MaTepuasioB 1 aHepronoTpebneHue.
Kaxxpgas nnatopMa cHabxeHa NCTOYHMKaMU NMUTaHna ¢ BbicCOKM KT,

3almTa NHBECTL NI MapwpyTunsaTtopsl Cisco cepun 2900 obecrneymBatoT MaKCUMabHYO 3almnTy
WHBECTULMIA, NOAOEPKNBAS:



sales@nag.kz

Cnenyw 30 9KCNepTomM

O
TOO «NAG KAZAKHSTAN»
+7 (727) 344-344-4

BO3MO>XHOCTb MOBTOPHOIO NCMO/Ib30BaHNSA 0BLLIMPHOro CNeKTpa CyLeCTBYOLWMX
Moaynen, nogaepxmneaemblx MappyTtmnsatopamum Cisco ISR npeabigyLuiero nokoneHus,
obecne4ymnsaeT cHMXKeHue TCO.

LLnpokuin Habop nporpammHbix dyHkumn Cisco 10S, nepeHeceHHbIX ¢ nnaTgopmbl Cisco
ISR npepblayLLero NOKoOsIEHNA N BHEAPEHHbIX B e AUHbIN NporpaMMHbI obpas.
'mbkocTb, obecneymBatoLlyo pa3BNTUE BO3SMOXKHOCTEN NaaTdopMbl MO Mepe pocTa
noTpebHocTen KoMNaHnn

ApXUTEeKTypa U MOAYJIbLHOCTb

MapwpyTunsaTtopsbl Cisco ISR cepumn 2900 CKOHCTPYMpPOBaHbI 4NA yOoBAeTBoOpeHns TpeboBaHNn COBPEMEHHbIX
MPUNOXKEHU ANa puananos, a TMOBKOCTb UX apXUTEKTYpPbl No3BoasAeT obecnednTb NOAAEPKKY MPUSIOXKEHUN, KOTOpPbIE
nosBaTCA B byayuwiem. MoaynbHaa apxXuTekTypa co3faHa o1 nogaepXKu pactywmx TpeboBaHnn K NponyCcKHOM
cnocobHocTun, TDM-coeAUHEHUIA N MOJSIHOCTbIO MHTErPUPOBAHHOIO pacnpenesneHns CUCTEM NUTaHUa Moayen,
NoALEPXKMBAOLWMNX 3NIEKTPONUTAHNE BHELLIHNX YCTPOMCTB Nno cTaHgapTam 802.3af Power over Ethernet (PoE) n Cisco
Enhanced PoE (ePoE). B Tabnunue 2 nepevyncneHsl NpenMyLecTBa U BOSMOXXHOCTU apXUTEKTYpbl MappyTmnlaTtopos Cisco
ISR cepum 2900.

Tabnuua 2. OyHKUNOHAJIbHbIE BO3MOXXHOCTU U NMPENMYLLECTBA apXUTEKTYpbI

DYHKLUMOHa/IbHblEe BO3MOXHOCTMN  [peumMyliecTBa
ApXUTEKTYpbl

MoaynbHas niaTdopma MapupyTmnsaTopsl Cisco ISR cepuun 2900 aBAs0TCA NIaTHOPMON C BbICOKOMN
CTeneHbio MOAYJIbHOCTH, B KOTOPOW NpefycCMOTPEHO MHOXXECTBO CJIOTOB A4
YCTaHOBKMW MHTEPMENCHBIX MOAYyJIel 1N CpelcTBa pa3BepThiBaHUS CEPBUCOB,
yA0BeTBOPSAOLWME Pa3iMiHbIM TpeboBaHMAM K ceTaM drManos.
MapLipyTusaTopsl ISR XxapakTepu3yloTca CaMbIM LUNPOKUM B OTpacv
CMEeKTPOM UHTepMEencHbIX Moaynen A8 NOAKIOYEHUSA K JIOKaJIbHbIM U
rnobanbHbIM CETAM, 4TO MO3BOJIAET BbINOJHATL ONEPaTUBHYO
MoZepHM3aLumio NnaTPopMbl A8 NCMOb30BaHUSA NePCneKTUBHbIX
TexHonorunn 6e3 3ameHbl BCel MAaThopPMbI.

Mpoueccopbl MapuwpyTunsaTtopsbl Cisco ISR cepum 2900 ocHaLLEHbI
BbICOKOMPON3BOAUNTENbHBIMU MHOMOAAEPHbLIMIU MpoLieccopamu,
MO3BOJISIOLLUMUN BbINOJHUTL pacTywme TpeboBaHUA K ceTAM (UINaNos,
BKJ1I0Yas BbICOKYIO MPOMYCKHY cnocobHOoCTb noakatoveHns kK WAN un
BO3MO>XHOCTb OJHOBPEMEHHOW paboTbl MHOXXECTBa CEPBUCOB.

BcTpoeHHble cpeacTBa BcTpoeHHble cpeacTBa annapaTHOrO YCKoOpeHus windgposaHnsa 6bian

annapaTHOro yckopeHus yCOBEPLUEHCTBOBAHbI AJ15 NOBbILLEHUS MacwTabupyemocTun. B coveTaHum c

wundgposaHmna gna IPSec/SSL VPN pgononHuTenbHom nuueHsnen Cisco I0S Security oHn nossonsatoT obecneynTb
6e30MacHOCTb NOAKAOYEHNS K rNobanbHOM CeTU 1 pa3BepHyTb cepBuckl VPN
(yckopeHune wnpoBaHmnsa peanmsoBaHo Kak ans IPSec, Tak n SSL).
BcTpoeHHoe obopynoBaHme WNPOBaHNSA 3aMeHSAET U NPEBOCXOANT Mo
npon3BoAUTENIbHOCTU MoAy M AIM npeablioyLero NoKoAeHus.

MynbTurmrabutHas B mapuwpyTtunsatopax Cisco ISR cepumn 2900 Briepsble peasin3oBaHa

KOMMYyTaLMOHHasa CTPYKTypa WHHOBALMOHHasA MyJIbTUrMrabntHas KoMMyTaLnoHHasa cTpykTypa (MGF),

(MGF) obecneynsatoas 3hheKTUBHBIA OOMEH AaHHBIMY MeXAYy MOAYNAMU 1
HernocpeACcTBEHHOE B3aUMOLENCTBME CEPBUCOB MeXAYy MOLYIAMM Npn
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CTpyKTypa KoMmmyTaumum TDM-
KaHasoB

BcTpoeHHble nopThl Gigabit
Ethernet

MHHOBaLMOHHbIE CpeacTBa
KOHCOJIbHOro goctyna no USB

LNonoNHUTENbHbIN
WHTErpmpoBaHHbIA NCTOYHUK
NUTaHNA 31eKTPONUTaHWS No
cTaHgapTy PoE, a Takxe
yHVBepcasbHbI 610K NnTaHNS
NOCTOAHHOIO TOKa

LonoNHUTENbHbIA BHELLIHUNA
pe3epBHbI 610K NuTaHusa (RPS)

YcuneHue PoE

FmbkocTb Pa3BepPTbiBaHNA
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0QHOBPEMEHHOM CHUXXEHUMN HArpy3Ky Ha NpoLLeccop MapLupyTr3aTopa.

CepBucChl CMCTEMbI YHUDULNPOBAHHbLIX KOMMYHUKaUWIA B hunnane moryT
ObITb CyLLECTBEHHO pacLUMpPeHbl MPU UCMOb30BaHNUN B apXUTEKTYype
CUCTEMbI CTPYKTYpPbl KOMMyTauum TDM-KaHasnoB, 4TO NO3BOAAET YBEANYUTb
eMKOCTb KaHasnos DS-0.

Bce BcTpoeHHble nopTel WAN ABAAIOTCA MapLUpyTU3MPYEMbIMU NOPTamMum
10/100/1000 Gigabit Ethernet WAN.

OavH 13 Tpex noptos 10/100/1000 Ethernet WAN B mogensx Cisco 2921 un
2951 obopynoBaH nopToM SFP BMecTo nopTa RJ-45 oNns NoaktoYeHns K
nuHuUM BOJIC.

MNHHOBALMOHHbIN KOHCOJbHbIN USB-nopT o6ecneyrBaeT BO3MOXKHOCTb
NMoOKJ/tOYeHNs ONs ynpaBaeHnUs C YCTPOWUCTB, B KOHCTPYKLUMN KOTOPbIX HET
rnocsiefoBaTesibHbIX MOPTOB, HaNpuMep, COBPEMEHHbIX HOYTOYKOB.

Tak>Xe [OCTYMHbl 06bIYHbLIA KOHCOJIbHbIV MOPT 1 NopT AUX.

B0O3MO>XHOCTb MOAEPHM3ALNN BHYTPEHHEr 0 UCTOYHMKA NUTAHNS n
obecnevyeHns NMTaHUA LOMOJIHUTESIbHbIX BCTPOEHHbLIX MOAYJIEA KOMMYyTaLun
(B cooTBeTCTBUM CO CO cTaHAapTom 802.3af POE n ctaHmapTHbIMUK
cneunpurkaunamm BHyTpeHHero nutanusa Cisco).

B 6ynywem gns mogenen Cisco 2911, 2921 n 2951 6yneTt poctyneH
[OMNONHUTENbHbIA BT NOCTOAHHOrO TOKa, YTO PacLUMPUT BO3MOXXHOCTU
pa3BepTbiBaHUS B LLeHTPasbHbIX 0hrcax 1 NPOMbILLNEHHbIX Cpefax.

Ona mapwpyTtumsaTtopos Cisco 2911, 2921 n 2951 npenycMoTpeHa
BO3MO>XHOCTb Pe3epBUPOBAHNSA CUCTEMbI MUTAHUS C MOMOLLbIO BHELIHEro
ycTponcTBa RPS, 4TO MoO3BONISIET COKPATUTb BPEMS MPOCTOS CETU N 3alLUTUTb
ceTb OT c60eB, BbI3BaHHbIX NMepebosiMu B 31eKTPONUTaHUN.

Pe3zepBupoBaHmne nutaHua mapwpyTtmnsaTopos Cisco cepum 2900 peannsyeTtcs
npu NOMOLLK CUCTEMbI pe3epBupoBaHus NuTaHus Cisco RPS 2300. PeweHune
Cisco RPS 2300 MOXXHO MCMNONb30BaTh A/ PE3epPBUPOBAHNS MUTAHUSA KakK
MapLupyTusaTopos Cisco ISR cepum 2900, Tak n kommyTaTopoB Cisco
Catalyst®.

Ons ncnonb3oBaHusa Cisco RPS 2300 Heobxoaum BHelwwHUA agantep RPS
(AONONMHNTENbHBIN 31eMEHT KOHMUIrypaLuum) 48 NoAKIOYEHUS NAaTHOopPMbI
K BHellHeMy ycTponctsy RPS.

Mpwn NoaKAYeHNN K BHELWHEMY yCTponcTBy RPS MapupyTusaTopsbl Cisco
2911, 2921 »n 2951 moryT BMeCTO pexxuMa pe3epBnpoBaHns
(OYHKLUMOHNPOBATbL B pexume ycuneHus PoE. Mpn 3TOM MOLWHOCTb NMUTaHUSA
nnaTgopmbl yaBanBaeTCs, 4TO No3BosiseT obecnevynTb sHeprocHab>xeHne
LOMOJIHUTEsIbHbIX NopToB POE.

Mopenn Cisco 2911 n 2951 pa3paboTaHbl ans cpen NEBS.

FnvAmHAa manenin 2011 cacrtarnasT 12 nniaMaR AMeATCa ROMOANKHNACTR
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CHabANTb YCTPOMCTBO BEHTUAALNOHHBIM (DUILTPOM, YTO MO3BONAET
pa3BepThbiBaTh €ro B pa3nyHbix cpenax. Coopka ¢ PpoHTaIbHbIM 3a60pom
BO34yXa 1 BbIBPOCOM Yyepes ThiIbHYI0 YacTb OOCTYMHA Takxe v aas 23-
[IOMMOBbIX CTOEK.

BO3MO>XXHOCTU M npevMmyuiectBa MOAYJIbHOCTHU

MopaynbHas apxuTekTypa MaplipyTusaTopoB Cisco cepumn 2900 (cm. Tabnnyy 3) obecneymBaeT HafeXHY0 3alnUTy
VHBECTULNI 3aKa34nKoB. BONbLWMHCTBO Moaysien, Co3aHHbIX AN8 MapwpyTum3aTopos Cisco npeablayLmnx nokKoaeHun,
Takmx Kak cepua 2800, nogaep>xmsatoTca MmapipyTtusatopamum Cisco cepum 2900. Kpome Toro, aTm Mogyam mMoryTt
MCMOJIb30BaTbCA B APYrux MapwpyTusatopax Cisco, 4To obecrneymBaeT MakCUMasbHY0 3alUTy MHBeCTULUN. K
rnpenmyLLecTsamM TUMOBbIX NHTEPMENCHBLIX KAapT MO BCEN CETUM OTHOCATCS 3HAYUTENIbHOE CHUXKEHME CJI0XKHOCTU
ynpaBJieHna pecypcamu, yrnpoLleHne 3anycka KpynHbIX CeTen N yHUpuKaumm KoHpurypaummnm uimanos pasHbix
pa3mepos.

[MoNHbIN CNMCOK MoAynen, Nnoaaep)xmeaemMblx MapLlipyTusatopamm Cisco cepun 2900, Bkatodas moaynum SFP, npuseneH
Ha web-cTpaHunue //www.cisco.com/go/2900.

Tabnuua 3. MoLyIbHOCTb — (DYHKLMOHaIbHblE BO3MOXXHOCTMW 1 MpenuMyLLecTBa

Moaynm ISR MpenmywecTsa

CepBucHble monynm Cisco Ka)kablln C/ioT o8 CEPBUCHBLIX Moayen obnagaeT BbICOKOW NPOMYCKHOMN
CNocobHOCTbIO Nepefayn AaHHbIX

CyMMapHO o 4 FéuT/c B HanpaBaeHUM NpoLeccopa MapLipyTusaTopa
CyMMapHoO fo 2 éuT/c B HanpaBaeHUn Apyrux moaynen B pamkax MGF

CnoTbl CEPBUCHBLIX Moaynen (SM) BecbMa afanTUBHbI 1 NOALEP)KMBAIOT
CABOEHHble Moy (SM-D), KoTopble ABAAITCSA CEPBUCHBIMU MOAYISIMUA,
paccyMmTaHHbIMKU Ha ABa cnoTa. Mooynu SM-D obecneynBaoT Mogensam
Cisco 2921 n 2951 rubkocTb B MCNOMb30BaHUN Moaynen 6onbLuen
MPON3BOANTENBLHOCTMU.

CnoTbl CEPBUCHBLIX MOAYNEN NPULLIA Ha 3aMeHy CJI0TaM A8 CeTeBbIX
Moaynen n caoTaM MoAyen paclumpeHns Ans rosoCcoBov u
hakcuMmunbHom ceA3n (EVM). 3Tu cnoTel NpUCYTCTBYIOT B
MapuwpyTunsatopax Cisco ISR 2911, 2921 n 2951.

ApanTep 0515 yCTaHOBKM Moayfen obecnevnBaeT obpaTHYO
COBMECTUMOCTb C CYLLEeCTBYIOLWMMUN CETEBLIMU MOLYNAMMU,
pacwuvpeHHbIMKU ceTeBbiMn Mmoaynamu (NME) n EVM.

CnoTbl CEPBUCHBLIX MOAYNeN NoAOEPKMBAOT BABOE 60JbLUYIO MOLWHOCTb
MATaHUA B CPaBHEHMN CO CJIOTaMU CeTEeBbIX MOAYJeN, MO3BONASA
yCTaHaBAMBaTb 60Jsiee coBpeMeHHble MOAY NN C BoJiee BbICOKON
MPON3BOANTENBHOCTbIO.

MuTaHMeM CNOTOB CEPBUCHBIX MOAYJIEN MOXXHO YNPaBAATb NPU MOMOLLM
pacwmpeHnn, cxogHelx ¢ Cisco EnergyWise, 4To nossonseTr
OpraHn3aumsaMm COKpaTUTb U3OEPXKKU Ha 3N1eKTponoTpebneHne ceTeBon
MHMPaCTPYKTypbl. MonHoueHHas noaaepxxka EnergyWise 6ypet
nocTynHa B 6yayuimx 06HOBNEHUSIX MPOrpaMMHOro obecneyeHuns.

NHTepdencHas kapTa Cisco Cnot ana EHWIC ncnonb3yeTcs BMECTO C/10Ta BbICOKOCKOPOCTHOM
Enhanced High Speed WAN (EHWIC) nHTepgencHon kapTel HWIC n MoXxeT nogaepXnBaTb MCXOOHbLIA PEXUM
HWIC, nntepdencHbie kapTbl WAN (WIC), nHTephencHble KapTbl A4
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nepepayun ronoca (VIC) n KOMBMHUpPOBaHHbIE MHTEP(ENCHbIE KapThl
(VWIC).

YeTblpe nHTerpmpoBaHHbIx cnota EHWIC B mapwpyTusaTopax Monensax
Cisco 2901, 2911, 2921 n 2951 obecneynBatoT 60JibLUYIO FTMOKOCTb
(HopMUPOBaHUSA KOHUTYpaLUN.

Kaxkabin cnot gna HWIC obnagaeTt BbICOKOWM NPOMYCKHOM CNOCOBHOCTLIO
rnepenayun OaHHbIX:

CyMMapHO o 1,6 NbuT/c B HanpaBseHMn nNpoLeccopa MapLlpyTm3aTopa
CyMMapHO go 2 Féut/c B HanpaBaeHun apyrmux mogynen B pamkax MGF

Mpun NCNONb30BaHMN CABOEHHbIX MOAY1IeN 3aHUMalOTCS ABa C/oTa ANns
EHWIC. lonyckaeTcs oqHOBpPEMEHHOE NCMOJIb30BaHMe 00 ABYX
CABOeHHbIX mogynen HWIC (HWIC-D).

OauH cnoT ansa ISM obecneymBaeT BO3MOXKHOCTb YCTAaHOBKM
VHTEeNNEeKTyaslbHbIX MOAYJIEN BO BHYTPEHHUIA COT LWaCCW.
Kaxxgbin cnoT ISM obnagaeT BbICOKOW MPOMYCKHOM CNOCOBHOCThLIO
rnepenayn gaHHbIX:

CyMmMapHo fo 4 FénT/c B Hanpas/ieHn npoueccopa MapLupyTmsaTopa
CyMMapHO fo 2 FéuT/c B HanpaBneHun apyrux moaynen B pamkax MGF

ISM 3ameHseT cnoT AIM, cywecTsytowme moaynum AlIM cnotom ISM He
noafaep>XnBarmTcs.

MuTaHne Ha cnoTax ISM ynpasnseTca paclumpeHnamm, cxogHbimu ¢ Cisco
EnergyWise, 4To No3BoOISeT OpraHm3aumsaMm COKpaTUTb U3LEPXKKU Ha
anekTponoTpebneHne ceTeBON NHPPACTPYKTYpbl. MoNHOLEeHHasn
nopaep>xka EnergyWise 6ynet noctynHa B 6yayLimx obHOBNEHNAX
nporpaMmmMHoro obecrneyeHus.

CnoTtbl onsa monynen PVDM3 nopgaep>xueatoT moaynu PVDM3,
obecrneynBas NOBbILEHHYIO MJOTHOCTbL Nepeaayn ayamno- n
BuAeoTpadurKa.

Kaxxabin cnot ans PVDM3 coeanHeH C CUCTEMHOW apXUTEKTYpPOn 2-
rmrabuTHbIM COeAMHEHNEM, peasn30BaHHbIM B paMkax MGF.

3awunTa uHBecTnuMin B Mmoaynm PVDM2 ocyuiecTBASETCSA Npy MOMOLLN
ajanTepa O/ yCTaHOBKW MOy J1en.

MuTaHne Ha cnotax ana PVDM ynpaBnaeTcs pacluMpeHnsamMmm, CXo4HbIMA C
Cisco EnergyWise, 4TO NO3BOJISIET OpraHn3aunaM COKPaTUTb NU3LEPXKKN
Ha 3nekTponoTpebneHve ceTeBO NHPPACTPYKTYpPbI. [TosHOLLEeHHas
nopnnep>xka EnergyWise 6ynet noctynHa B OyayLmx o6bHOBIEHUAX
nporpaMmMHoro obecrieyeHus.

B KOHCTPYKLMM MapLUpyTU3aToOPOB C UHTerpaumen cepsumcos Cisco cepun
2900 npepycMoTpeHbl ABa BHewHMX cnoTa Compact Flash. Kaxxgbin cnot
NoLAAEP>KUBAET BbICOKOCKOPOCTHbLIE HOCUTENN EMKOCThLIO A0 4 I6anT.

Ml ~ s stciamm A i i lmm it e s o —— 1ICP A" A Flav—. . 1ICDH
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1HOpPIbl UDD £.VU roguepmvsbdel LA 4Bd BbILOKOCKUPUCLIHDIX 1IUP1d UDD £.VU. 11IUPIbl UDSD
obecrneynBaloT BO3MOXXHOCTb UCMOJIb30BaHNA albTEPHATUBHLIX TOKEHOB
6€30MaCcHOCTU N YCTPOWCTB XPaHEHUS OaHHbIX.

MporpammHoe obecneueHue Cisco 10S

MHHOBaLMOHHbIE BO3MOXHOCTM MapLlpyTM3aTOPOB C MHTerpauunen cepsuncos Cisco cepum 2900 ocHoBaHbl Ha Jly4llen B
oTpac/aun cneunannm3npoBaHHoM onepaunoHHon cucteme Cisco 10S. Pa3paboTaHHble 415 LUMPOKOrO pa3BepThbiBaHUA B
CaMbIX OTBETCTBEHHbIX CErMEHTaX KOPNopaTUBHbIX CeTel, ceTel obLLero nosib30BaHNsA N ceTell onepaTopoB CBA3MN,
MapLipyTusaTopsl ISR G2 paboTatoT nog ynpasneHueM MO Cisco I0S Bepcun 15M n 15T. B HacToAwee BpeMs AOCTyrnHa
Bepcus 15.0(1)M, obecneymBatoLlasn NoAAEPXKKY LLUMPOKOro cnekTpa TexHonorun Cisco, B TOM YMCJIe HOBbIX (PYHKLUUIA 1
CBOWCTB, NOABUBLLUNXCA B Bepcusax 12.4 n 12.4T. MNoasuslinecs s sepcumn 15.0(1)M nHHoBaL MM 0XBaTbIBAlOT MHOXECTBO
TexXHoJIorn4yeckmnx obnacrem Takux, kak MHhMopMaLuoHHas 6e30MacHOCTb, roJl0coBas CBA3b, obecrneyeHne BbICOKON
[OCTynHocCTK, IP- MapwpyTmn3aums, rpynnosas agpecauns, obecrneyeHme kavyecTsa obcnyxueaHusa (QoS), MobunbHOCTb
IP-agpecos, nogaep»xka TexHosornm MPLS, VPN 1 BCTpoeHHble CpefcTBa yrnpasBieHus.

JinuensuposaHue u komnoHoska MO Cisco 10S

EnnHbIn nporpamMmMHbin 06pa3 Cisco 10S conepxuT Bce hyHKLUM 10S, peann3oBaHHble Ha AaHHbIX nNaaTtdopmax. s
paclmpeHns MYHKLNOHaIbHOCTU MapLUpyTM3aTopa A4OCTAaTOYHO aKTMBMPOBaThL MPOrpamMMHY0 JIMLEH3UIO 015
yHuBepcasbHoro obpasa. B npeabiayLieM NoKoSIEHUN MapLIPyTM3aTOPOB AOCTyrMa U3MeHeHne Habopa yHKL NI
TpeboBasio 3arpy3km HOBOro NporpaMMHoro obpasa. TeXHONOrn4eckmne KOMMOHOBKU 1N PyHKLIMOHAIbHbIE JINLLEH3MN,
noanep>XXnBaemMble MHMOPACTPYKTYPON NNLLEH3NPOBAHUSA UCMOJIb30BaHNA NporpamMmmHoro obecnevyerHns Cisco, ynpoiiatoT
nocTasky MO 1 CHUXXalOT ornepauyoHHbIe pacXodbl Ha pa3BepTbiBaHWE HOBbIX (DYHKLUN.

Ons mapwpyTtusaTtopos Cisco ISR cepumn 2900 JOCTYyMNHbI YeTblpe OCHOBHbIE TEXHOJIOrM4Yeckne nuueHsnn. Mpouenypa
aKTMBaLMKU nporpaMMHbix nueH3un Cisco onncaHa Ha web-cTpaHuue //www.cisco.com/go/sa. K ynoMsAHYTbIM BbiLLe
4yeTbIpeM JINLLEH3UAM OTHOCATCSA:

IP Base (ba30Bble MexaHW3Mbl (hyHKLMOHUPOBaHNS IP-ceTW): AaHHbIA TEXHOIOTMYECKUIA MaKeT yCTaHaBMBaETCA Mo
YMO4aHMIO.

Data (nepefaya paHHbIX)

Unified Communications (cuctema yHUMOULNPOBaHHbLIX KOMMYHUKaLLNIN)

CpencTtBa obecnevyeHus nHhopmaumoHHom 6e3sonacHocTur (SEC) nnm cpenctea obecrneyeHns MHMOOPMaLMOHHOM
6e3onacHocTy 6e3 WwindpoBaHMs NnepenaBaemMbiXx AaHHbIX (SEC-NPE)

Ons noay4YeHnsa 4ONOAHUTENbHOM Nan No4pobHOM nHhopMaumm 0 AMueH3npoBaHum n komnnekTaumm MO Cisco I10S ans
MapLpyTunsaTopos Cisco ISR cepuun 2900 noceTnuTe web-canT //www.cisco.com/go/2900

OCHOBHble cepBUCbI ansa punmanos

MapupyTusatopsbl Cisco ISR sBASIOTCA Ny4YWMMY B OTPAC/ MapLlupyTh3aTopamm, obecrnednBatowmnmm becnpeLeneHTHbIN
YPOBEHb MHTErpauuny cepemcos. PaspaboTaHHble 419 yA0BAeTBOPEHMs NoTpebHocTen hunranos, AaHHbIe NaaThopMbl
Mo3BOJIAOT CO34aTb MOJIHOLIEHHOE peLleHre, NoaAePXKBatOLLEE CEPBUCHI TOJIOCOBOI CBA3W, Nepenayn BUAEO,
6e30MacHOCTW, MOBUIBLHOCTM N CEPBUCOB MPUIOXKeHWA. OpraHM3aumnmn MoryT pa3BepHyTb 04HO YCTPONCTBO A4Jis pelueHuns
BCEX KOMMYHVKALMOHHbIX 3a[@a4 X COKOHOMUTb KaK Ha KanuTaslbHbIX, Tak U Ha OmnepaLoHHbIX pacxodax.

CepBUCblI CUCTEMbI YHU(PULMPOBAHHbIX KOMMYHUKAL M, COBMECTHOW paboThbl M LWJIl03a roJioCOBOM CBA3MU

MapLpyTunsaTopbl C nHTerpaumnen cepsuncos Cisco cepum 2900 npeactasnsatoT cobon 0CHOBY A1 CO34aHNA CUCTEMDbI
CoBMeCTHOM paboThbl B MasioM Uan cpefHem cuninane, BbiIMOIHAS POJib KPUTUYECKM Ba)KHOMO KOMMOHEHTa apXnUTeKTypbl
Cisco ons nepefayv Bnaeo (MegmaceTb) M KOPNOPATUBHOW CUCTEMbI YHUDULMPOBAHHbLIX KOMMYHUKaUNA. BCTpoeHHbIe
CepBUCbl Nepefayn rosoca n LWNPOKNIA CNekKTp NHTepdencos TenedoHmnn MmappyTtmnsatTopos Cisco ISR cepun 2900
obecneynBaloT MaKCMMasibHYO TMOBKOCTb MpY pa3BepTbiBaHUM B pacrnpenesieHHblX cpegax. PyHKLUMOHMPOBaHNE CUCTEMBI
YHUPULMPOBAHHBIX KOMMYHUKaLUN obecneymnBaeTcs 3a CHET NOAAEPXKKN NHPPACTPYKTYpbl 06paboTku MynbTuMeana n
CpenCTB CUrHaAn3aumm, BKJOYaOLWMX MHOXXECTBO NPOTOKO/OB, CPeACTBa Nepefayn MynbTumMenma, cpeacTsa 3aWmThbl
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CUrHanM3aunm 1 nepefaBaeMbiX AaHHbIX, CPeACTBa TPAHCKOANPOBaHUS, KOH(epeHL-CBA3M 1 obecneyeHns KavyecTBa
obcnyxunaHus (QoS). Kpome Toro, MapLupyTtusaTopsl Cisco ¢ MHTerpaumein cepBncoB NoaLepKMBaOT MHOXKECTBO
MHTepdENCcoB LWJ030B FOJIOCOBOM CBSA3M, @ Tak>XXe LUMPOKUIA CNEKTP NMPOTOKOJIOB CUMHaIM3aLmnm 1 U3NYEeCKUX CETEBbIX
MHTepgencos.

MapwpyTunsaTtopbl Cisco cepum 2900 nogaepxXmBatoT NPaKTUYECKM BCe CYLLEeCTBYOLWME N pa3BMBaloLWLNECs CepBUCHI
rnepegayun BUAEO, a TakKXXe cpeAcTBa MaclwTabupoBaHus AN noaaepxku coselaHnin Cisco TelePresence®, obecneyeHuns
MHgopMaLMoHHON 6e3onacHOCTN 1 ynpasieHns ceaHcamm. PeweHune Cisco Unified Border Element pacwmnpsert
BO3MO>XHOCTU CBA3M TelePresence aonsa npoBefeHns COBELLAHUI C y4acTMeM COTPYAHMKOB Pa3/iInyHbIX opraHu3aunin. B
MapuwpyTmsaTopax Cisco cepum 2900 peannsoBaHa NogAep>KKa HOBOro MOAY S LMGPOBOro CMrHalIbHOro npoLeccopa
(DSP) Cisco pona 06paboTkm rosocoBbIX MaKeTOB BbICOKOW MAOTHOCTU (PVDM3), KoTopbln 6bia cneunanbHo co3gaH ons
NnoALEeP>KKW FOJI0COBOM U BUAeocBsA3n. Hoeble moaynm PVDM3 nopaepxusatoT BCe OYHKLMN LLKO3a FOJIOCOBON CBA3M,
npucyTcTBoBaBWwMe B PVDM npeablayLLmnx NOKoseHnn, n 061afatoT MOBbILLEHHON MAOTHOCTLIO 1 BbIYUCIUTENbHON
MOLLHOCTbIO ANS yA0BAeTBOpeHns TpeboBaHU NOABAAOLWMNXCSA MyAbTUMEAUNHbBIX NPUIOXKEHUI. B 3aBnCMMOCTH OT
nnatgopmbl MappyTusaTopsl Cisco cepum 2900 noaaep>xmBatoT 2 UAK 3 BCTPOEHHbIX CloTa Ass moaynen PVDM3.

Mpuno>xeHue Cisco Unified Communications Manager Express u cpencrtBa obecneyeHmsa oTKasoyCTOM4YUBOCTHU
Cisco SRST

MapwpyTusaTopbl C uHTerpaumen cepsmcos Cisco NpefoCcTaBAAOT AOMNOJIHUTE/IbHbIE CEPBUCHI CUCTEMBbI
YHUPDULMPOBAHHbLIX KOMMYHUKaLWUIA, peann3oBaHHbIe B onepaunoHHon cncteme Cisco I0S, 4To No3BONASAET YMEHbLLINTb
KonmyecTBo NT-060pynoBaHNS U CHU3NTbL COBOKYMHYIO CTOMMOCTb BlageHus punmnanom (TCO). MpunoxxerHune Cisco
Unified Communications Manager Express (CME) npenocTtaBnsieT wupokun Habop dyHKumn odomucHom IP-ATC,
VHTErpmpoBaHHbIX B MapLUpyTM3aTop A5 MasblX U cpeaHunx dunmanos. Cpeacrsa obecneyeHnss 0TKa30yCTONYMBOCTH
Cisco Survivable Remote Site Telephony (SRST) Takxxe BcTpoeHbl B 10 Cisco I0S 1 ABna0TCA AOMOJAHUTESNbHbIM
KOMMOHEHTOM A5 MapLipyTusaTopos Cisco cepum 2900, KoTophbin nmo3BonseT obecnedynTb BecnpepbiBHOE
rnpenocTaBsieHne COTPYAHMKaM huanana CepBUCOB N PYHKLUI TenedoHUN faxke B Tex C/lydasx, Korga CBs3b C
ueHTpanbHon ATC Cisco Unified Communications Manager HapyLlleHa. /IHTerpnpoBaHHOe peLleHne A8 peaansaumnm
CUCTEMbI F0JIOCOBOW MOYThI, PYHKLINIA aBTOMaTUYECKOro CeKkpeTapsa U CUCTEMbl MIHTEPAKTUBHOIO FOJIOCOBOr0 MEHIO Ha
6a3e Cisco Unity® Express B paMkax MapwpyTumnsatopoB Cisco cepum 2900 no3BoSsSET NpefoCcTaBUTb MOJIHbIA CNEKTP
CEepBUCOB CUCTEMbI YHUDULMPOBAHHBLIX KOMMYHMKaLMWA B paMKax puavana, 0O4HOBPEMEHHO MOAAEPKUBASA NyYLLYIO B
oTpacau cuctemy 6€30MNacHOCTM B paMKax eANHON naaTdopMbl.

CepBuchl npusio>xeHun VoiceXML

Tak>xe MmapwpyTusaTtopsl Cisco cepun 2900 nonnepxmneatoT cepBuckl Ha 6ase VoiceXML. VoiceXML siBnsieTcs S3bIKoM
pa3MeTKN C OTKPbITbIM CTaHAAPTOM, UCMOJIb3YIOLWNMCS OS5 CO34aHMsa web-6pay3epoB C ro/10COBbIM yrpaB/ieHNEM U
npunoxxeHun IVR. Tak xe, kak HTML no3BonseT BaMm noJjlydyaTb AaHHble ¢ nomoubto MK, Tak n VoiceXML no3sonseTr
rnoJly4yaTb AaHHbIe MPU MOMOLLM FOJIOCOBOrO YNpPaB/eHNA NN TOHabHOro Habopa (DTMF). MapwpyTusaTtopsbl Cisco
cepun 2900 nogaep>xmBatoT 60/bLLIOE YMCII0 OAHOBPEMEHHO paboTatoWmMX CEPBUCOB LLUJIO3a FOJI0COBOW CBA3N,
COBMelLLeHHbIX ¢ cepBucamm VoiceXML: no 200 ceaHcoB Ha Cisco 2951.

PeweHue Cisco Unified Border Element

Mopaep>xmBaemble MapLipyTusaTopamm Cisco cepum 2900 Bo3MoxxHOCTU peweHus Cisco Unified Border Element
HarmpaBJ/ieHbl Ha yA0BJIeTBOPeHNE (hOPMUPYIOLLUXCA TPebBoBaHNM K Y31y NOAKIIOYEHNSA KOPMOPaTUBHOWN CETU K CETU
orepaTopa CBA3W Npu pasBepTbiBaHUN CEPBUCOB YHUMDULIMPOBAHHbBIX KOMMYHUKaLWi B hunnanax. Pewenune Cisco Unified
Border Element npenoctasnseT nHTeNNIeKTyabHble (PYHKLUU NOrPaHNYHOro 3/1IeMeHTa, Takne Kak usndeckue n
JNlornyeckne pasrpaHnyYnTesbHble TOYKN U BbiIXO4a, yrpaBJieHe CUrHanamsaumen u nepefaBaemMbiMy JaHHBIMUY, @ TakxKe
cpenctBa obecnevyeHns 6esonacHoOCTU 1 ynpasneHusa. MapwpyTusaTtopsl Cisco cepun 2900 noanepxuBatoT BTpoe
6osblLIEee KOINYECTBO CEAHCOB, YEM MO/ NoAAepXKMUBaTb MapLupyTusaTopsl Cisco cepun 2800.

I/IHTerpuponaHHaa 3aliuTa CceTu nNpuv nepepavye naHHbIX, BUgeo, rosioca m obecneyeHUn MOOUNIBHOCTHU

CpencTBa 6e30macHOCT HeobX0ANMbI AJ15 3aLLNThl MHTEJIJIEKTYaslbHOW COBCTBEHHOCTM KOMMNaHun 1 obecrneyeHuns
HernpepbIBHOCTY B3Heca. OHM Tak>ke MO3BOJIAIOT paclMpnTb pabovee NPOCTPaHCTBO KOMMAHUN 1 BKJIIOYUTbL B paboyni
npoLLecc Tex COTPYAHMKOB, KOTOPbIM TpebyeTca AOCTYN K KOpnopaTUBHbLIM pecypcaM B sitoboe BpemMs 1 13 ntobon ToYKn
Mupa. MapLipyTusaTtopsl ¢ uHTerpaumen cepsmcos Cisco cepumn 2900 PyHKLMOHUPYIOT B COOTBETCTBUN C KOHLIeNLUnen
Cisco SAFE, nossonsoLlen opraHmsaumsiMm CBOEBPEMEHHO UAEHTUMULMPOBaTL U SPPEKTUBHO NpefoTBpaLlaTbh CeTEBbIE
yrpo3bl 6e30nacHoOCTH, a TakXXe afanTupoBaTbCs K HUM. MapwwpyTusaTtopsl Cisco cepun 2900 No3BoNSAT peasnv3oBaTb
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3almileHHoe 6U3Hec-B3anMoaencTere n obecneyrBatoT 6e3omnacHyo MNIaTopMy A1 COBMECTHON paboThl.

JInueH3nsa Ha KOMNJIEKT cpeacTB obecnevyeHmsa nHgpopmauymoHHom 6esonacHocTn Cisco 10S gna mapwpyTmsaTopos Cisco
cepumn 2900 No3BoNAET UCMOb30BaTh LUMPOKNI CNEKTP 6a30BbIX MYHKLNN NHPOPMaLIMOHHON 6e30MacHOCTN, TakKnX Kak
pacLUMpPEeHHbIN KOHTPOJIb U yrpaBieHne paboTon Npuao>KeHnin, 3allmTa oT Yyrpo3 U apXUTEKTYpbl WNHPOBaHUSA, KOTopble
Mo3BOJIAIOT hopMMpoBaTb MaclwTabupyemblie n yrnpasnsemble ceT VPN B paMkax 0gHOro pelueHus. MapLpyTmnsaTopsl
Cisco cepuun 2900 noaaep>xMBatoT BCTPOEHHbIE CpeACTBa annapaTHOr0 yCKOpeHns WndpoBaHWs, 4To No3BosseT
MOBbICMTb MPOMYCKHYO CMOCOBHOCTL IPSec npn 0AHOBPEMEHHOM CHUXXKEHUN 3arpy3Ku npoLeccopa MapLupyTmusaTopa no
CPaBHEHUIO C peLleHnsaMN, UCMOJIb3YIOLWLMMIK TOJIbKO NPOrpaMMHble CpeacTBa WwudposaHmsa. MapwpyTusaTtopsl Cisco
MO3BOJIAIOT CO34aTb KOMMeKcHoe n rubkoe peweHne ansa obecnedveHnsa 6e3onacHoOCTM GUaNanos, BKOYawoLee
cnepyrlowme QyHKLUN:

3alMLLEeHHbIe KaHasbl CBA3W. 3alMUeHHbIe CpeacTBa COBMECTHOM paboThl ¢ ncnonb3osaHmem GETVPN, DMVPN
nnn Enhanced Easy VPN.

NHTerpupoBaHHbie cpeacTBa ynpasaeHns yrpo3amu. OTparKeHne KOMMIeKCHbIX CeTEeBbIX aTakK 1 yrpo3 npu
rnomoLun MmexxceTteBoro 3kpaHa Cisco I0S Firewall, 3oHMpoBaHHOro mexxcetesoro skpaHa Cisco I0S Zone-Based
Firewall, I0S IPS, cpeacts chunbTpaunm cogepxxumoro |I0S Content Filtering n cpencts rubkoro aHann3sa nakeTos
(FPM).

YnpasneHne nageHtudnkaunen. IHTennekTyaabHble MeXaHN3Mbl 3aLLUTbl OKOHEYHOro obopyanoBaHus
MCMOJ/Ib30BaHNEM TEXHOMOMNI ayTEHTUHMKaLNK, aBTopm3aumnm 1 ydyeTa (AAA), a TakXKe MHPPaCTPYKTypbI
WMpPoBaHMA C OTKPbITHIM Kato4oMm (PKI).

Bonee nogpobHasa nHpopmMaumsa o pyHKLMAX 6e30MacHOCTN 1 peLleHmnsaX, NoALEPKMBaeMbIX MapLlupyTmnsaTopamm Cisco
ISR cepun 2900, npencrtaBneHa Ha web-cTpaHuue//www.cisco.com/go/routersecurity.

CepBuchbl opraHusauum 6ecnpoBoaHON CETU U CEPBUCHI MOOBUNBHOCTH
OpraHusauusa 6ecnpoBogHON ceTu

Mopaep>xnBas apxmTekTypy YHUdbnUmnposaHHom 6ecnposoaHon ceTu Cisco, MapwpyTusaTtopsl Cisco ISR obecnevynsatoT
BO3MO>XHOCTb pa3BepTbiBaHMSA 3alUULLEHHbIX ynpaBaseMbix WLAN, oNTUMU3NPOBaHHbLIX AN YAaJl€HHbIX MJOWanoK r
Gurnnanos 1 NogaepxmBatLLMX cpeactsa ans obecnedyeHnsa 6eicTport 6e3onacHom MOBUIBHOCTN, MeXaHU3MbI
0TKa30yCTONYMBOM ayTEHTUDUKALNN 1 YNPOLLEHHbIe CpeacTBa ynpasseHus. Moaynb koHTponnepa WLAN B cocTaBe
MapupyTusaTopa Cisco cepum 2900 No3BosSET MasibiM U CPEAHUM NPEANPUATUAM 1 dunanaMm Kopnopauumn
OCYLLEeCTBUTb 3KOHOMUYECKUN 3(pheKTUBHOE pa3BepTbiBaHUE U yrnpasBseHune 3awmuieHHbIMn WLAN. KoHTponnepbl WLAN
Cisco paboTatloT COBMECTHO C yrnpassisieMbiMn TodkaMun goctyna Cisco n ¢ cuctemon ynpasnenus Cisco Wireless Control
System (WCS) pna Toro, 4tobbl 06ecneynTsb pyHKUnm WLAN no Bcel cucteme 1 ynpasasaTb 6, 12 uam 25 Toukamum
focTyna.

BecnpoBoHbie rnobanbHble ceTu

Pa3zpaboTaHHble Cisco moaynum nogkntoyeHus kK 6ecnposogHeiMm WAN (WWAN) TpeTbero nokosneHus (3G) obbeanHsaoT
PYHKLUMN TPaANLIMOHHBIX KOPNOPAaTUBHBLIX MapLLUPyTU3aToOPOB (yAasleHHoe yrpaBiieHne, paclumpeHHble |P-cepsuchl,
HanpuMmep, VolP n cpencTtea obecneyeHns 6e30nacHOCTUN) C BOSMOXKHOCTSAMU MoBuabHOro goctyna k cetsm 3G WAN.
Mcnonb3y$s BbICOKOCKOPOCTHbIE 6ecnpoBoHble ceTu 3G, MapLIPyTU3aTopbl MOryT 3aMEHUTb WU SOMOHUTb
CYLLECTBYIOLLYIO MHMPACTPYKTYPY NOAKIIOHYEHU, HanpuMep, TenedoHHble anHUK, Frame Relay u ISDN. PewweHus Cisco B
obnactn 3G nopgaepxxuBatoT cTaHAapTbl 3G HSPA n EVDO, Tem cambiM, obecrieynBas pe3epBupoBaHne NoaKJIYeHns
WAN ¢ ncnosb3oBaHuem OeNCTBMTENbHO Pa3IMYHbIX KaHal0B M BO3MOXHOCTb BbICTPOro pa3sBepTbiBaHNS OCHOBHOIO
rnogknodeHna kK WAN. [nsa nonyveHus [ononHUTeNIbHon nHpopMaumm o peweHnax 3G ansa Cisco ISR nocetute web-
CanT www.Cisco.com/go/3g.

MNHTerpnpoBaHHble cpeacTsa kKommyTauum LAN

MapuwpyTunsaTtopsbl Cisco cepun 2900 (Mogenm c Cisco 2911 no Cisco 2951) nognep>X1BatoT HOBblE CEPBUCHbIE MOLY N
EtherSwitch®, KoTopble CyLleCcTBEHHO pacLLUMPSAOT BO3IMOXHOCTN MHTErpaunmn ay4llen B oTpacan KOMMyTaL M BTOPOro
1 TPeTbero ypoBHeN ¢ HAbopPOM hyHKLMA, MOEHTUYHbLIX TEM, YTO NMpencTaBsieHbl B KOMMyTaTopax cepuit Cisco Catalyst
2960 un Catalyst 3650-E, 1 BO3MOXHOCTbIO OCYLLECTB/IATE KOMMYTaLMIO U MapLUPYyTU3aLMI0 CO CKOPOCTbLIO JIOKabHOM
ceTu.

HoBble cepBucHble monynu Cisco Enhanced EtherSwitch ncnonb3yoT npenMyLecTBa pacllMpeHHbIX BO3MOXKHOCTEN


http://www.cisco.com/go/routersecurity
http://www.cisco.com/go/3g
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nuTaHmna MmapwpyTumsatopos Cisco cepum 2900. Kpome Toro, moaynm Cisco Enhanced EtherSwitch nognep>xxnsatoT
HoBelwmne nHnumnaTmesl Cisco B obnactu sHeprocbepexxerus: Cisco EnergyWise, Cisco Enhanced Power over Ethernet
(ePoE), MOHUTOPUHI NuTaHna POE Ha ypoBHe nopTa 1 ycuneHne nutaHmsa PoE ¢ nomowubio RPS. [laHHble TeXHON0rnm
MO3BOJIAT YAOBJIETBOPUTbL BO3pocCLUne TpeboBaHUA K SHeprocHab>KeHno okoHe4Horo obopynoBaHuMs, He rnoBbiwas obliee
s3HepronoTpebnenve dunnana.

CepBuCbI MPUIOXKEHWT

[To Mepe TOro, Kak opraHusauum NPoaoJIKAT LEeHTpain3oBaTb N KOHCONMAMpoBaTb NT-MHMPaCTPYKTYypy CBOUX
dnnnanos ANS CHUXEHUA CTOMMOCTU U CJIOXKHOCTU CoAep)XaHns puanaaos, OHN HAYMHAKOT CTasIKMBaTbCA CO
CcnoXKHocTaMK obecrneveHna afekBaTHOroO Ka4yecTBa 06CyXKMBaHUA MoJib30oBaTesiel, NoaaepKaHnsa NOCTOAHHON
OOCTYMHOCTW MPUIOXKEHNIN 1 NpefoCcTaBAeHNsa 4OCTyNa K UCMOob3yeMbiM B paboTe KOMAaHUM MPUN0XKEHUSAM U3 TON
TOYKN MUpa 1 B TO BpeMS, OTKya U Korga 317o Heobxogumo. [nsa peweHns aTux npobnem mapupyTtmsaTtopsl Cisco cepun
2900 nogaep>xmBatoT BO3SMOXXHOCTbL 3arnycka Ha MoJHOCTbIO MHTErprMpyeMom B MapLupyTusaTop mogyne Cisco Services
Ready Engine (SRE) npuknagHoro MO Cisco n CTOPOHHUX NPOM3BOAUTENEN, @ TaKXKe N0JIb30BaTENbCKUX MPUNIOXKEHWUIA.
[aHHbIN MOAYSIb UMeeT COBCTBEHHbLIN MPOLLEeCcCop, CETEBON MHTepPdENC 1 onepaTUBHYO NaMsATb, PYHKLNOHUPYOLWME
HEe3aBMCMMO OT pecypCcoB MapLUupyTM3aTopa, 4To No3BoaseT obecneynTb MaKCUMasbHYO NPOU3BOAUTENBHOCTb
MapLUpyTuU3aunum 1 NpUIOKEHU NP OAHOBPEMEHHOM CHVDKEHUN TPebBOoBaHM K 3aHMMaeMbIM MAOLWAASAM, CHUXKEHUN
SHepronoTpebneHns n KOHCONMAaLNN yripaBaeHns.

YckopeHune paboTbl NpUAOXKeHNN

MapuwpyTunsaTtopsbl Cisco cepun 2900 opraHM4YHO COYETAIOT NyyLllMe B OTPAC/IN CPeacTBa NMHGOOPMaLLMOHHOWN
6e30MacHOCTK, yrpaBAeHUs N KOHTPONSA Tpaduka Ha ocHoBe |0S ¢ peweHusamm Cisco no yckopeHuto paboThl
npunoxxeHunn. Takmne dyHkumm MO Cisco 10S, kak NBAR, IP SLA n Netflow obecne4ynBatoT KOHTPOJIb U MOHUTOPUHI
MOBTOPSAOLWNXCSA WabnoHOB TpadurKa, a TakKe MPonU3BOANTENILHOCTU NPUAoXKeHUn. O4HOBPEMEHHO C 3TUM yHKLUK I0S
QoS, ACLs n PfR nHTennekTyasbHO ynpaBasatoT TpahuKoM C Lefibio oNnTUMmn3saumm kayectsa obcnyxmeaHums
rnosib3oBaTeNen 1 NoBbIlWeHNA 3PPEKTUBHOCTM paboThl COTPYOAHUKOB. B fanbHenweM KavyecTBO 06CyKMBaHUS
rnoJsib3oBaTener MoXeT ObITb yy4LleHO NOCPeACTBOM pa3BepThiBaHUA ceTeBoro moaynsa Cisco WAAS, KOTOpbIN MOXeT
6bITb MCNoNb30BaH Ansa 6e3onacHon peanvsaunm 6onee NnepefoBbiX METOAUK ONTUMM3aALMN PaboThl MPUIOXKEHWUI B
rnobanbHOM ceTu, Takmx Kak ontTummnsaumsa TCP-Tpadurka, KIWMpoBaHMe, CKaTue 1 yckopeHune paboTbl NpuioxxeHnn. B
covyeTaHum c ceteBbiMn Mmogynamm Cisco WAAS mapupyTmsaTopbl Cisco ¢ uHTerpaumen cepsmnco obecneymatoT
ONTUMaJIbHYIO NPON3BOANTESNIbHOCTb MPUJIOXKEHUIN, KOTOPbLIMY MOJIb30BaTeNN hurana nosb3yTcs A58 [OCTyMna K
nHpopMauumm n3 yeHTpanbHoro LIOM. PewleHne no3sonseT 06beAnHNTbL AOPOroCTOALLYI0 MHPPACTPYKTYPy CEPBEPOB,
CUCTEM XPaHEHUS AaHHbIX N CUCTEMbI Pe3epBHOro konvpoBaHusa B LIOMl, 0fIHOBPEMEHHO NOAAEPKMBAS Ka4eCTBO
06cny>XKMBaHNA yaaneHHbIX NO/b30BaTesIeN Ha YPOBHE JIOKaJIbHbIX CETEN.

Cisco Services Ready Engine

PeweHue Cisco Services Ready Engine nocTynHo B hopM-hakTope BHYTPEHHEro cepsmncHoro moayns (ISM) n cepsmucHoro
Moayna (SM). AnnapaTHoe obecneyeHre BHYTPEHHEro CepBUCHOr0 MOy MO3BosIsSeT 06ecneynTb CEMUKPATHbLIN POCT
NMPON3BOANTENLHOCTM MO CPaBHEHMIO C Moagynamu AlM npeablayLero noKoJeHus; NoMMMo 3TOro, Moaysib 06opynosaH
npoueccopoM x86-64. Takxe moaynn SRE noanepxmBakT CUCTEMY XPaHEHUS OaHHbIX eMKOCTbIo Ao 1 ThanT,
KoHurypaumm RAID, annapaTHble CpeAcTBa NOAAEPXKKM BUPTYyaan3aLum 1N pa3iniyHblie BapuaHTbl KpUNTOrpadurieckom
3awmTbl. Monyne Cisco SRE obecneunBaeT Ha nnatdopmax Cisco cepum 2900 npenocTaBsieHne AOCTYMNa K NPUSTIOXKEHUAM
Ona hunvManoB No 3anpocy, YTO NO3BOAET Pa3BepPThiBaTb HEOOXOANMbBIE MPUIIOXKEHNS B HYXKHOE BPEMS N B HY>XKHOM
To4yke ceTu. PazpeneHne obopynoBaHUA 1 MPOrpaMMHoro obecneyeHuns, peanm3oBaHHOE B paMKax MoLenmn
pa3BepTbiBaHUA "MOA K/t0Y", MO3BOMAET BbIAEATL PECYPChl 4151 PYHKLMOHMPOBAHUSA MPUTIOXKEHNA Ha MoAye Kak
HernocpeacTBEHHO B MOMEHT €ro YCTaHOBKMW, TaK 1 BNOCAeACTBMM — YAaJIeHHO 1 B Ntloboe Bpems. MNoaaepxnBaemble
pelwwenuns skao4vatoT Cisco Wide Area Application Services (WAAS), Cisco Application Extension Platform (AXP),
koHTposiniep WLAN Cisco (WLC) cuctemy BunaeoHabnoaeHusa Cisco n gpyrue npuioxxeHus, Haxoaawmecs Ha cTagnum
pa3paboTku. Monynb Service Ready Engine no3sonseT opraH13aunsam pa3inyHbiX pa3MepoB obecnevynTb rOTOBHOCTb
CBOUMX CeTel K 3aBTPaLUHEMY OHIO, MO3B0JISIS ObICTPO pa3BepThiBaTb HOBbIE MPUNIOXKEHUSA AN hunnanos 6e3
HeobXxoAMMOCTUN YCTaHOBKU HOBOrO 060pyA0BaHUSA, YTO CHMXXAET CTOMMOCTb PacnpoCTPaHEeHWS CEPBUCOB A5 (hNINaNOB.

YnpaBsieHe MapLupyTu3aTopaMu C MHTerpaumnein cepsmcos

anIJ'IO)KeHI/Iﬂ ONna CeTeBOoro ynpasieHna AaBnarTCA MHCTPYMEHTapUeEM CHUXXEHUA onepaulOHHbIX N3O0EPXKEK (OPEX),
OAHOBPEMEHHO NoBblIWAWMM AOCTYMNMHOCTb CETU MNMpn NOMOLLN ynpoweHa N aBToOMaTu3aun MHOXKECTBa eXeHEBHbIX
3ada4, CBA3aHHbIX C ynpaBieHneM KOMMJIEKCHbIMU CETAMWN. I'Iop,p,ep>KKa C MOMeHTa BBOa yCTpOVICTBa B 3KCnayaTauunto
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obecneymBaeT HeMeaJ IeHHY0 MOMOLLb B aAMVHUCTPUPOBAHNM MapLUPyTU3aTopa C UHTErpaLmein CepBMCOB, a TakxXe
ObICTPOE M NPOCTOE pa3BepPTbiBaHNE, MOHUTOPUHT 1 YCTPaHEeHNe HemnoJslafgok npuaoXkeHuin Cisco u CTOPOHHUX
npon3BoauTenei.

[Ona [ocTuXKeHns LeneBblX nokKasaTesen Npou3BoOAUTEIbHOCTI 1 ONepaLnoHHbIX N34epXKeK opraHM3aLmMmn noaararTcs
Ha NPUJIOXKEHNA CeTeBOoro ynpassieHus, paspaboTaHHblie Cisco, CTOPOHHMMU NOCTaBLUMKaAMU UK CaMOCTOATENbHO.
Mopaep>xka TaknX MPUAOXKEHUN ABNAETCSA BCTPOEHHON (hYHKLMEN yrnpaBaeHns, LOCTYNHON Ha KaxaoMm ISR. Hosble ISR
MpoAoJIKaT TPAaAULMIO MHTErpaLum LWNPOKOro 1 BCECTOPOHHero Habopa yHKLUNM agMUHNCTPUPOBaHUS
HenocpenCcTBEHHO B YCTPONCTBO. Takme pyHKLMK, Kak IPSLA, EEM n Netflow, no3BonsatoT KOHTposmMpoBaTb paboTy
cuctembl B Ntoboe Bpems. [laHHble YHKLMN COBMECTHO ¢ nogaep>xkon SNMP n SYSLOG obecnedmBatoT pelleHmne 3agay
AaAMUHUCTPUPOBaHNSA B OpraHm3aumu.

Bonee nogpobHasa nHhpopmauymsa o6 onepaumoHHom cncteme Cisco I0S, cpencTBax CeTEBOro yrnpaBaeHUs N No4Aep)KKe

ynpaBaseMocTu B MmapipyTtusaTtopax Cisco ISR cepumn 2900 npuBegeHa B Tabnuvuyax 4 n 5.

Tabnunua 4. dyHkumm n npotokobl MO Cisco 10S, nogaep>xmBaemble MmapLupyTusatopamm Cisco ISR G2 cepum 2900
[MpoToKobI IPv4, IPv6, cTaTnyeckasa mapwpyTtmsaumns, OSPF, EIGRP, BGP, BGP Router Reflector, IS-IS, IGMPv3, PIM

SM, PIM SSM, DVMRP, IPSec, GRE, BVD, mexaHun3Mbl FpynnoBon agpecaunn IPv4-IPve, MPLS, L2TPv3,
802.1ag, 802.3ah, L2 n L3 VPN

NHkancynsaumn  Ethernet, 802.1g VLAN, coeanHeHune "To4yka-Tto4ka" (PPP), MLPPP, Frame Relay, MLFR (FR.15 n FR.16),
HDLC, nocnepoBaTenbHble MHTepdencsl (RS-232, RS-449, X.21, V.35, n EIA-530), PPPOE n ATM

YnpasneHue QoS, CBWFQ, WRED, cpencTtBa nepapxunyeckoro obecnedyeHuns kadyectsa obcnyxmpanus, PBR, PR n
Tpadunkom NBAR

Tabnunua 5. BCTpoeHHble PyHKLMM CETEBOr0 yrnpassieHus, goctynHble B N0 Cisco 10S.
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OyHKUMA

WSMA

EEM

IPSLA

SNMP,
RMON,
Syslog,
NetFlow,
TR-069

OnuncaHne

Web Services Management Agent (WSMA) onpegensieT MexaHU3M, Npu NMOMOLLN KOTOPOro OCYLLEeCTBAAETCH
yrnpaB/ieHne ceTeBbiM YCTPONCTBOM, N3BNEKAIOTCA AaHHbIE O ero KOHUrypaummn, a TakxKe 3arpy>atTcsa v
yMNpaBAsAOTCA HOBble AaHHble 0 KOHUrypauun. na nepefayn gaHHbIX 0 KOHpUrypaumum n coobLieHunin
npoToKosa ncnonb3lytTca XML-gaHHble, nepefaBaeMble o npoTokoy SOAP.

Cisco 10S Embedded Event Manager (EEM) — pacnpeneneHHasa n afganTuBHas cucteMa obHapy>XeHus
cobbITnin n 06paboTkn cboeB, hyHKLMOHMPYOLWAA HENOCPeACTBEHHO Ha YCTPONCTBE MoJ ynpaBJ/ieHNeM
Cisco I0S. laHHoe MO npefocTaBsseT BO3MOXKHOCTb OTCAEXNBaTb COObITUS 1 NpeanpuHMMaTh
MH(OPMaLNOHHbIE, KOppeKTupyoLwmne nav nobble apyrve EEM-nencTBma npy HacTynJaeHnn
OTCNEXNBAEMbIX COOBITUA UM [OCTUXKEHUN MOPOrOBbIX 3HAYEHWNIA.

Cornawenus Cisco 10S 06 yposHe obcnyxumnsaHua (SLA) ons npotokona IP No3BoAsAOT rapaHTUpoOBaTb
paboTy HOBLIX Ba)KHbIX Ana 6usHeca IP-npnno)xxeHuin, a Takxe IP-cepBncoB, NCNOJIb3YIOLWNX OAHHbIE,
roJ10COBYIO CBA3b U BUAEO B IP-ceTn.

B pononHeHue K ynoMsAHYTbIM Bbllle PyHKUMAM ynpaBieHna mappyTusaTtopbl Cisco ISR cepum 2900
Takxxe nogaep>xxusatoT SNMP, RMON, syslog, NetFlow n TR-069.

[Mepe4vncneHHble B Tabnnue 6 NPUNOXXeHNA ABNAKTCA aBTOHOMHbBIMU MPOAYKTaMWU, KOTOPbIE Bbl MOXeETe r|p|/|06peCT|/| nnn
3arpy3nTb 419 yrnpaBseHnsa ceTeBbiMU ycTponcTBaMu Cisco. MpunoXKeHns npegHasHayeHbl 418 pas3inyHbiX 3Tanos
SKCnNyaTaunn, Tak 4To0 MO>XXHO Bbl6paTb 0HO U3 HUX, Hanbonee COoOTBETCTBYOLLEE BallM I'IOTp66HOCTFIM.

1. Tabnuua 6. PelueHns s ceTeBOro yrpaBJsieHUs

oTan MpunoxeHune OnucaHune

3KCrlyaTauum

YcTaHoBKa 1 Cisco Configuration Professional Cisco Configuration

HacTpolka Professional - cuctema ynpaBneHus c

yCTPOWCTBa rpacuyecknm rnoJsib30BaTesIbCKUM
nHTepgericom (GUI) gna
MapLIpyTMU3aTOpPOB AOCTynMa,
paboTatowmx noa ynpasneHunem Mo
Cisco 10S. aHHbI NHCTPYMEHT
yrpoLwaeT HaCTPOMKY MapLupyTu3aLuuu,
Me)KCceTeBoro skpaHa, IPS, VPN, cpencts
CUCTEMBI YHUDULIMPOBAHHbIX
KOMMYHWKaLNN, a TakK)Ke HaCTPOnKy
WAN v LAN npu nomMoLLu NpocCTbIX B
NCMOJIb30BaHUN MacTEepPOB.

Pa3zsepTbiBaHne CiscoWorks LMS Cuctema ynpasneHus LAN CiscoWorks

ceTtu, (LMS) npepctasnsaeTt cobonn Habop

HacTpoliKa, VHTEr pupoBaHHbIX MPUIOXKEHUIA,

MOHUTOPUHF " npefgHa3sHa4YeHHbIX /15 YMNPOLeHUs

yCTpaHeHune eXXe[HEeBHbIX npoueanyp ynpasiaeHus

HenoJsiaLoK KomnekcHon ceTbto Cisco, CHMKeHUs


http://www.cisco.com/en/US/docs/ios/netmgmt/configuration/guide/nm_cfg_wsma_ps6441_TSD_Products_Configuration_Guide_Chapter.html
http://www.cisco.com/go/eem
http://www.cisco.com/go/ipsla
http://www.cisco.com/en/US/tech/tk648/tk362/tk560/tsd_technology_support_sub-protocol_home.html
http://www.cisco.com/go/ciscocp/
http://www.cisco.com/go/lms/
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onepaumoHHbIX pacxogos (OpEx) n
MOBbILEHNS JOCTYMHOCTU CETU.
CiscoWorks LMS npegnaraeT ceTeBbiM
afAMUHMCTpaTopaM NpocTon B
MCMonb3oBaHUN web-nHTepdenc,
rnpegHa3sHayYeHHbIN 418 HAaCTPOWKN,
AOMUHUCTPUPOBAHNSA N YCTPaHEHUA
Henonagok MapwpyTmsatopos Cisco ISR
C UCMO/Ib30BaHMEM TaKnX
MHCTPYMeHTOB, Kak Cisco 10S EEM.

Kpome Toro, ons NnoanepXKu OCHOBHbIX
CepBMCOB MaaThopMbl MapLLupyTMu3aTopa
C nHTerpaumen cepsucos CiscoWorks
Tak>Xe obecrneymBaeT OOMONHUTENbHYIO
noanep»xky Cisco Service Ready Engine,
Mo3BOJISIS aAMUHUCTPUPOBATL U
pacnpenenaTb NporpaMMHble 06pasbl
Ha SRE, cokpalwasa npooo/mKnTenbHoOCTb
N CNOXKHOCTb ynpaBsieHus obpasamu.

Cpenctso CiscoWorks Network
Compliance Manager (NCM)
OTC/IEXXMBAET U pPeryampyeT nameHeHus
KoHurypaunm n MO Bo BCen ceTeBOn
MHPaCTPYKType, COCToALLEN N3
YCTPONCTB pa3/inyHbIX
npounssoguTenen. OHo obecneymBaeT
MPEeBOCXOAHbIN KOHTPOJIb U3MEHEHUN B
CeTU N MOXET OTC/IeXnBaTh
COOTBETCTBME HOPMATUBHbIM, UT- 1
KOpnopaTUBHLIM MpaBuiaM, a Takxe
TexHoJIornyeckum TpeboBaHUaM.

Cisco Security Manager asnseTcs
JlyHLWNM B OTPacC/IM NPUIOXKEHNEM ANs
yrnpaBaeHna cucteMamm obecneveHuns
6e3onacHocTn. OHO NO3BONSET
yMpaBAATb CEPBNUCAMMN MEXCETEBOIO
3KpaHa, VPN n cuctemsl
npenoTBpalleHnsa BTopxxeHun (IPS) Ha
MapLipyTusaTopax Cisco, ycTponcTeax
6€30MacHOCTN 1 CEPBUCHBIX MOAYAX
KOMMYTaTOpOB. B cocTaB nakeTa Takxe
BXOAUT CUCTEMA MOHUTOPWHIra, aHaan3a
n pearnposaHusa Cisco Security MARS,
npefHa3Ha4yeHHas 419 MOHUTOPUHIa 1
OTpa)KeHus yrpos.

Cpegnctso Cisco Unified Provisioning
Manager npeactasnseT cobon
HageXxHoe n macwTabupyemoe web-
peLueHune No yrnpaBJsIEHNIO KPUTUHECKN
Ba>XHbIMN KOMMYHUKaLMOHHbLIMU
pecypcamu cliefyoLLero NoKoeHns.


http://www.cisco.com/go/cwncm/
http://www.cisco.com/en/US/products/ps6498/index.html
http://www.cisco.com/go/cupm/
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OHO ynpaB/iseT cepBMCaMn CUCTEMbI
YHUPULNPOBAHHBIX KOMMYHUKaLUA B
obnactun IP-TtenedoHnKn, ros0CcoBomn

noYTbl 1 cpefl, obMeHa coobLLeHnsIMN.

3alnLeHHoe KIIMeHT-CepBeEpHoe
npunoxeHune Cisco License Manager
obecrneynBaeT NPoCcToe yrnpaBneHue
akTuBaumen n nuueHsmamm MO Cisco
I0S ons WNpoKoro cnekTpa naaTgopm
Cisco, paboTatownx noa ynpaBrieHnemM
MO Cisco 10S, a TakXXe opyrux
OrMepaLMOHHbIX CUCTEM.

Cisco Configuration Engine siBnsieTcs
3aLMLLEHHbIM PELUEHMEM A1 CETEBOr0
yrnpaBneHus, koTopoe obecneynBaeT
aBTOMaTU4YeCKOE pacrnpocTpaHeHne
KOHUrypaumi n nporpamMmmMHbIX
obpa3oB nocpencTBoOM
LLeHTPaIM30BaHHOI O yrpaBsieHns Ha
ocHoBe WabnoHoB.

MoCcKoNbKY KOMNaHUN CTPEMATCHA CHMXKaTb COBOKYMHYK CTOMMOCTb BrageHus (TCO) cBOMMK CeTAMU 1 NOBbILLAaTh 06LLyto
MPON3BOANTENIbHOCTb PaboThbl COTPYAHUKOB NMPY NOMOLLN BCe Bosiee LeHTPan30BaHHbIX 1 OPUEHTUPOBAHHbLIX Ha
COBMECTHY0 paboTy npuno>xeHuin, BO3HNKaeT NOTPeBbHOCTb B MHTEIEKTYasIbHbIX PeLleHnax NS Guananos.
MapuwpyTusaTtopsl Cisco ISR cepun 2900 No3BoNAIOT CO3[4aBaTh Takue pelleHuns, obecrneymBas BO3POCLLYIO
MPON3BOANTENILHOCTb U MOAYJIbHOCTb U, TakuM 06pa3om, noaaep XKy MHOXeCTBa cepBmncoB. MapupyTusaTtopsl Cisco
cepumn 2900 pa3paboTaHbl Ang obbeanHeHna PyHKLMA OTAENbHbBIX YCTPOUCTB B paMKaxX e4MHON KOMMAaKTHOW CUCTEMBI.

1. Tabnnua 7. TexHNYeCcKne xapakTepucTukn mapwpyTtmsatopos Cisco ISR cepum 2900

Cisco 2901 Cisco 2911
CepBUCbI U CNOThI
BcTpoeHHbIe cpencTBa Oa Oa
annapaTHOro yCKOpPeHus
wndposaHua (IPSec +
SSL)
Yucno ceaHcos Cisco 35 50
Unified SRST
Yucno ceaHcos Cisco 35 50
Unified CCME
Bcero BCTpoOEHHbIX 2 3
rnoptos WAN

10/100/1000

Cisco 2921 Cisco 2951
La Oa

100 250

100 150

3 3
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MopThkl RJ-45

MopTbl SFP (npwu
ncrnosib3oBaHMe nopTa
SFP 6yneT oTK/t04EH
COOTBETCTBYIOLLWA MNOPT
RJ-45)

CnoThl ANA CEPBUCHBIX
monynen

CLBOEHHbIe CNOThI AN
CEepBUCHbIX Moayen
(Npw ncnonb3oBaHNn
CABOEHHOro cnoTa byayT
3aHATHLl BCE OAMHAPHble
C/I0Tbl AJ151 CEPBUCHbIX
MoAyfen Ha nnaTgopme
2900)

CnoTbl gns EHWIC

CLBOEHHbIe CNOThI ANs
EHWIC (npwn
NCMNO/Ib30BaHMN
CABOEHHOrO CJIoTa Ang
EHWIC 6yayT 3aHaThI
nBa cnota ans EHWIC)

CnoTtbl ang ISM

CnoTbl Ans BCTPOEHHOI 0
DSP (PVDM)

Mamate DDR2 ECC
DRAM — no ymon4aHuio

MamsaTe (DDR2 ECC
DRAM) —MakCcuManbHO

Compact Flash (BHeLUH.)
— MO0 YMOJ4aHuIo

Compact Flash (BHeLUH.)
— MaKCUMalbHO

BHewHWe cnoTbl onsa
Flash-namatn USB 2.0
(Tun A)

512 M6anT

2 FéanTt

cnot 0: 256 MbanT

cnot 1: H/A

cnot 0: 4 TbanT

cnot 1: 4 T'éanT

512 M6ant

2 M6anTt

cnot 0: 256 MbanT

cnot 1: H/A

cnot 0: 4 T'banT

cnot 1: 4 I'éanT

TOO «NAG KAZAKHSTAN>»
+7 (727) 344-344-4
sales@nag.kz

512 M6ant

2 M6anTt

cnot 0: 256 MbanT

cnot 1: H/A

cnot 0: 4 T'banT

cnot 1: 4 I'éanT

512 M6ant

2 M6anTt

cnot 0: 256 MbanTt

cnot 1: H/A

cnot 0: 4 T'6anT

cnot 1: 4 I'banT
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KoHconbHbI nopT USB
(Tvn B) (no 115,2 k6buT/c)

MocnenoBaTeNbHbIN
KOHCOJIbHbIN NMopT

BHelwwHun
rnocsiefoBaTeNbHbIA MOPT

BapuaHThbl
3NeKTponuMTaHns

Mopnnep>xka RPS
(BHeLwHen)

TexHn4yeckune XapPaKTEPUCTUKN CUCTEMbI MUTaHUA

BxonHoe HanpsaxeHune
nepemMeHHOro Toka

YacToTa BXOOHOro
rnepeMeHHOro Toka

Ounana3oH pabo4nx
TOKOB Ans Bl
nepemMeHHoOro Toka
(makc.)

BxoaHoOW nepemMeHHbIN
TOK Mneperpysku

HomMunHanbHas
notpebnsemas
MOLLHOCTb (6e3
mopynen) (BT)

lMpenenbHas MOWHOCTb
Bl nepemeHHoOro Toka
(BT)

MpepenbHas MOWHOCTb
nnTaHnsa Yyepes PoE
(Tonbko nnaTgopma)
(BT)

I'Ipep,eanaﬂ MOLLHOCTb
PoE, nepenasaemas Ha
OKOHe4YHble yCTpOIZCTBa
(BT)

CeTb NepeMeHHOro
TOKa 1 PoE

HeT

oT 100 po 240 B ~
(aBTOHacCTpoMKa)

oT 47 npo 63y

oTr1,5000,6A

50 A

40

150

175

130

CeTb NepeMeHHOoro
Toka, PoE, ceTb
NOCTOSAHHOI0 ToKa*

Cisco RPS 2300

oT 100 no 240 B ~
(aBTOHacCTpoMKa)

oT 47 po 63y,

oT2,2p0010A

50 A

50

210

250

200

TOO «NAG KAZAKHSTAN>»
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CeTb NepeMeHHOro
Toka, PoE, ceTb
NOCTOSAHHOI0 ToKa*

Cisco RPS 2300

oT 100 no 240 B ~
(aBTOHacCTpoOMKa)

oT 47 npo 63 'y

or3,4p001,4A

50 A

60

320

370

280

CeTb NepeMeHHOorc
ToKa, POE, ceTb
NOCTOAHHOIO TOKa’

Cisco RPS 2300

o7 100 o 240 B ~
(aBToHacTpoMKa)

oT 47 po 63Ty

or3,4p001,4A

50 A

70

340

405

370
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MpegenbHaa MOWHOCTb
PoE, nepepnasaemas Ha
OKOHEeYHble YCTPONCTBa
npw NCNosb30BaHNN
ycunenuns PoE (BT)

o

H/L

dunsnyeckune XapaKTeEPUCTUKU

Fabaputbl, B x LW x

BbicoTa cTOMKM

Macca c bl
rnepeMeHHoro Toka (6e3
moaynen)

Macca c nuTaHuem oT
POE (6e3 monynei)

HomMunHanbHasa mMacca B
MOJIHOW KOHurypaumm

[MoTok BO3ayxa

LOoNoNHNUTENbHbIN
KOMMJIEKT BEHTUNALNN

44,5 x 438,2 x 439,4
MM

1RU

6,1 kr

6,5 Kr

7,3 Kr

OT nepepHen naHenn

K 6OKOBbIM

H/O

XapaKTepucTuKy oKpy KatoLLern cpensbi

Paboune ycnosus

TemnepaTypa — Ha
BblCOTax A0 1800 m

TeMmnepaTypa — Ha
BbiCOTax 4o 3000 m

TemnepaTypa — Ha
BblCcOTax A0 4000 m

TemnepaTypa — Ha
BblcOTax o 1800 m,
KpaTKOBPEMEHHO (Mo
NEBS)

BbicoTa

OTHOCUTENbHAA

oT 0 go 40 °C

o1 0 go 25 °C

H/L

H/O

3000 M

oT 10% po 85%

750

44,5 x 438,2 x 304,9
MM

2RU

8,2 Kr

8,6 KI

9,5 kr

OT oaHow 6okoBoI

rnaHenu K gpyrom

OT nepepgHen naHenn
K 3agHen

oT 0 go 40 °C

o1 0 go 40 °C

oT 0 go 30 °C

oT -5 po +50 °C

4 000 m

oT 5% no 85%

TOO «NAG KAZAKHSTAN>»
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750

88,9 x 438,2 x 469,9
MM

2RU

13,2 kr

13,6 kr

15,5 kr

OT nepegHen naHenn

K 3agHen

H/O

oT 0 go 40 °C

o1 0 go 40 °C

oT 0 go 30 °C

H/O

3 000 ™

oT 10% no 85%

750

88,9 x 438,2 x 469,
MM

2RU

13,2 kr

13,6 kr

15,5 kr

OT nepegHen naHe

K 3aaHen

H/O

oT 0 go 40 °C

o1 0 go 40 °C

o1 0 go 30 °C

oT -5 po +50 °C

4 000 m

oT 5% no 85%
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BJIdKHOUC I b

Brna>xHOCTb,
KpaTKOBpeMeHHO (no
NEBS)

AKyCTUKa: 3ByKOBOE
nasneHmne (HoM./Makc.)

AKyCTUKa: 3ByKOBas
MOLLHOCTb (HOM./MakKc.)

Ycnosus XpaHeHnA

TeMmnepaTypHbIn
AunanasoH

OTHOCUTENbHAA
BJTaXKHOCTb

BbicoTa

H/L

41/53 pBA

49/61 nBA

oT -40 po +70 ¢C

oT 5% 0o 95%

4570 m

CooTBETCTBME HOPMATUBHbLIM TDE6OBaHVIﬂM

be3sonacHocTb

SNeKTpoMarHuTHas
COBMeCTUMOCTb

TenAakNMMVHUKAITAOHHKIA

UL 60950-1

CAN/CSA C22.2 No.
60950-1

EN 60950-1
AS/NZS 60950-1
IEC 60950-1

47 CFR, vyacTtb 15
ICES-003 Knacc A
EN55022 Knacc A
CISPR22 Knacc A
AS/NZS 3548 Knacc A
VCCI V-3

CNS 13438

EN 300-386

EN 61000
(HeBOCMPUNMYMBOCTD)

EN 55024, CISPR 24
EN50082-1

TIA/FIA/IS-QRR

oT 5% 0o 90%, HO He
6onee 0,024 kr
BOAbI/KI CyX0ro
BO34yXa

51,8/62,9 nBA

58,5/70,3 nbA

oT -40 pgo +80 ¢C

oT 5% 00 95%

4570 m

UL 60950-1

CAN/CSA C22.2 No.
60950-1

EN 60950-1
AS/NZS 60950-1
IEC 60950-1

47 CFR, vyacTb 15
ICES-003 Knacc A
EN55022 Knacc A
CISPR22 Knacc A
AS/NZS 3548 Knacc A
VCCI V-3

CNS 13438

EN 300-386

EN 61000
(HeBOCMPUUMYMBOCTD)

EN 55024, CISPR 24
EN50082-1

TIA/FIA/IS-QRR

TOO «NAG KAZAKHSTAN>»
+7 (727) 344-344-4
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H/L

54,4/67,4 nBbA

62,6/74,5 nbA

oT -40 po +70 °C

oT 5% 0o 95%

4570 ™M

UL 60950-1

CAN/CSA C22.2 No.
60950-1

EN 60950-1
AS/NZS 60950-1
IEC 60950-1

47 CFR, vacTtb 15
ICES-003 Knacc A
EN55022 Knacc A
CISPR22 Knacc A
AS/NZS 3548 Knacc A
VCCI V-3

CNS 13438

EN 300-386

EN 61000
(HeBOCMPUNUMYNBOCTb)

EN 55024, CISPR 24
EN50082-1

TIA/FIA/IS-QRR

H/L

54,4/67,4 nbA

62,6/74,5 nbA

oT -40 po +70 °C

oT 5% 0o 95%

4570 ™M

UL 60950-1

CAN/CSA C22.2 No.
60950-1

EN 60950-1
AS/NZS 60950-1
IEC 60950-1

47 CFR, vyacTb 15
ICES-003 Knacc A
EN55022 Knacc A
CISPR22 Knacc A
AS/NZS 3548 Knact
VCCI V-3

CNS 13438

EN 300-386

EN 61000
(HeBOCMPUNMHNBOC

EN 55024, CISPR 2:
EN50082-1

TIA/FIA/IS-QRR
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XapakKTepucTnkn

o
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CS-03

ANSI T1.101

ITU-T G.823, G.824
IEEE 802.3

OvpektuBa RTTE

Ve e — o

CS-03

ANSI T1.101

ITU-T G.823, G.824
IEEE 802.3

Ovpektusa RTTE
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CS-03

ANSIT1.101
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CS-03
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ITU-T G.823, G.824
IEEE 802.3

OvpekTtua RTTE
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MpoussoanTens: Cisco

Obwume
MoaynbHble 610KM NMUTaHMA MapLlpyTM3aTopa

Twn ycTponcTea

Mopnep>XnBaembli TUM NMHTePhENCOB MapLUpyTM3aTopa

NunHenka Cisco

Ilon. onncaHwne

Tabnvua COBMeCTUMOCTU C MooynamMu

INa
MapLwpyTunsaTtop

NHTepdencel 1000Base-X SFP
NHTepdencel 10/100/1000Base-T

ISR 1900, 2900, 3900
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