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Moaynb Cisco ASA-SSP-20-K8
ASA-SSP-20-K8

OnucaHune

B KOMMNJIeKT BXOAOUT:

Mogaynb SSP-20 - 1wt

HenpeB30MaeHHbIN YPOBEHb 3alLMThl MO3BOASET
oTpakaTb KnbepaTaky NOBbLILUEHHOW CJI0XKHOCTMU.
[MepBbI B OTpac/n MEXXCETEBOW 3KpPaH HOBOIrO
rnokoneHust (NGFW) c akTUBHOW 3alNTOM OT yrpos.
CaMblIll pacnpoCTPaHEHHbIN MEXXCEeTEeBOW 3KPaH C
KOHTPOJIEM COCTOAHNSA B COYeTaHUM CO CpeacTBamMu
KOHTPOJIS MPUJIOXKEHUIN, CUCTEMON NMpefoTBpaLLeHNs
BTOP>XEHU HOBOIO MOKOJIEHUSA U 3aLLNTON OT CJI0XKHOIroO
BpenoHocHoro MO (AMP) obecneyaT BaM abCOMOTHYIO
YBEPEHHOCTb B 3aliuMTe.

Obecne4ymBatoT aHanM3 Tpanvka Ha 3 1 4 ypoBHe,
BKJIOYas KOHTPOJIb AocTtyna n NAT-

TPaHCNALMIO, MO3BOJIAET OPraHmn3aLmnaM COXpPaHATb
CyLLeCTBYOLLME MOJINTUKN NPOBEPKUN COCTOAHMS,
KOTOpble HeobxoanMbl Ana cOBNOAEHNSA TOKaNbHbIX
TpeboBaHum 1 obecnevyeHns 6€30MNaCHOCTU KPUTUHECKN
Ba>XHbIX PeCypcoB.

B nonosHeHne K BCECTOPOHHUM BO3MOXXHOCTAM
rnposepku coctosaHus, Cisco ASA 5585-X aHannsupyeTt
Tak>Xe Tpaduk Ha 7 yposHe. TexHonorusa Cisco
AnyConnect® npepgocTasnseT nHpopMaLmnio o TUNe u
MEeCTOMOJI0XKEHNN NMOAKJIYaoLEerocs MobuabHOro
YCTPOMCTBa A0 NOAKJII0YEHUS [OCTYyMNa K ceTu. Takum
06pa3oM afMUHNCTPATOPblI MOTYT NOALEPXKNBATb
BbICOKWNI YPOBEHb BUAMMOCTU CETU, ee 3aLlunTbl U
KOHTPOJIS.

Cisco ASA 5585-X nopaep>xusaeT [0 ABYX annapaTHbIX
6nenpa B ogHoM waccy 2RU. HuxHun cnoT (cnoT 0)
COLEPXXUT MOAYJIb MEXCEeTEeBOro aKpaHa C NPoBepKomn
cocTosiHMS ASA, B TO BpeEMSA KakK BEPXHUM CioT (cnoT 1)
MO>XET NCMOoJb30BaTbCs AN 4ob6aBIeHNs BTOPOro
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MoAayJsia C uenblo yBenn4eHmnsa Koamn4ectsa NopToB U
pe3epBnpoBaHnd, 4HTO aKTyaJlbHO OJ1A KPUTUYECKU

BaX>XHbIX LLEHTPOB O6pa6OTKI/I OaHHbIX N y3/10B CBA3WU.

Cisco ASA Software nosponsieT 06beguHUTL 00

16 Cisco ASA 5585-X B eaVHbIN KNaTep C NPOMyCKHO

cnocobHocTblo 0o 640 6uT/C, 2 MUNNNOHA COEANHEHNI B
cekyHay v 6onee 100 MUAMOHOB OHOBPEMEHHbIX

NoAKIOYEHUN.

HoBble ycTpoincTBa B inHenke ASA 5500

MultiScale™ Mpou3sBoauTenbHOCTL

= O6ecneunBaet oo 35 GUT/C NPOMYCKHON CNOCOBHOCTU B
pexume MexceTteBoro SkpaHa (M3)

= Pacwwupsier M3 1 IPS nponyckHyto cnocobHocTb
po 10 réut/c

= Macwrabupyetcsa ao 10,000 nogknioYeHuii yaaneHHoro
poctyna VPN

3awmra MHBeCTULIMIA

= Macwutabupyemoe Laccu, pacTyliee BMecTe ¢ 61usHecom

Nuavpytowwas B MHAYCTPUM MynbTUCEPBUCHARA
3awmTa

= 3awuTa oT aTTaK ¢ nomoLbio Botnet Traffic Filtering n
annapaTHo-ycKopeHHbIM IPS ¢ dyHKuUyel MMo6nbHoii
Koppensuum

= YpaneHHsblit goctyn Cisco AnyConnect™

[MogHMMasa nnaHKy BO3MOXHOCTEN
MexceTteBoro OkpaHa, IPS n VPN

MecTo B cetu

[Mpon3BOAUTENBLHOCTL

Makc Firewall (Bonblue naketbi)

Makc Firewall(IMIX)

Makc IPS (Media-Rich)

Makc IPSec VPN

Make IPSec/SSL VPN ceccui

Kamnyc

ASA 5585 SSP-10

4 Gbps
2 Gbps
2 Gbps
1 Gbps
5000

BoamoxxHocTu nnatdopmel

Makc Firewall ceccuia

Max ceccuid B cekyHay
[NaketoB B cekyHay (64 byte)
Ba3zoeel HTEpdECHI
MakcumManesHo HTepdeiicos
Kon-so VLANoB
OTKa30ycTOWUMBOCTL

1,000,000
50,000
1,500,000

8GE +210GE
16 GE + 4 10 GE
1024

A/A and A/S

WuTepHeT-nepumetp/ WHTepHeT-nepumeTp/

Kamnyc

ASA 5585 SSP-20

10 Gbps
5 Gbps
3 Gbps
2 Gbps
10,000

2,000,000
125,000
3,000,000

8GE + 210 GE
16 GE + 4 10 GE
1024

A/Aand A/S
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Kamnyc/

Loa

ASA 5585 SSP-40

20 Gbps
10 Gbps
5 Gbps
3 Gbps
10,000

4,000,000
200,000
5,000,000

6 GE + 4 10GE
12 GE + 8 10GE
1024

A/A and A/S

uoa
ASA 5585 SSP-60

35 Gbps
20 Gbps
10 Gbps
5 Gbps
10,000

10,000,000
350,000
9,00,000

6 GE + 4 10GE
12 GE + 8 10GE
1024

A/A and A/S
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Bbicokonpou3BoanTenbHble MYyJbTU-
cepBucHble Cisco ASA 5585-X

UTo noa KpblLUKOW

2 RU waccu
= 2 NONHOpPa3MepHbIX
Moayna

= 1 nonHbIA + 2
NONOBUHYATEIX MOAYNen

= [opauas 3aMeHa
KOMMOHEHT

GE MNMopTol

= 1o 8 x 10G SFP+
C ropsiueit 3ameHoi
= 1o 16 x 1GbE mepHbIX

= SFP/SFP+ pa3sbembl Ha Bcex
MOAynsx

Security Service Processors

= MynsTMCEpPBUCHLIE BO3MOXHOCTH

= BolgeneHHole 64-GUTHbIE MHOrOSIAEPHBIE
npoLeccophl

Obwme

MpounssoantensHocTb (512byte UDP), Gbps
KonnyecTBo noaaep>xnMBaeMbIx CECCUN
Konmn4ecTBO HOBbIX CECCUN B CEKYHLY

MpounssogutensHocTb IPsec VPN, Mbps

MopnepXXnBaemblin TUM NMHTEPHENCOB MEXCETEBOI0 IKPaHa

Ilon. onncaHwne

PesepBupyemble 6rioku
NUTaHWA C
BO3MOMHOCTbIO ropadyeil
3aMeHbl

= Front to back obaye

MHorormrabutHas
®abpuka
= [laccuBHaA WWHA

= [pamoe
B3aMMO/IefiCTBME
mopynen

= [MpuopuTesaLns U
LUeHNWHr NakeToB

eUSB

= 2 GB BHyTpeHHWI
= Security credentials

10
2000000
125000
2000

NHTepdencol 10G BaseX SFP+
NHTepdeinckl 10/100/1000 Base-T
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Product Description

Number of Ports

Product Part
Number

SFP/SFP+ SFP 10/100/1000BASE-
Ports Ports T Ports

Configuration Options
Cisco ASA 5585-X 8-port 10 Gigabit Ethernet 8 - - ASA5585-NM-8-
module 10GE
Cisco ASA 5585-X 4-port 10 Gigabit Ethernet 4 - - ASA5585-NM-4-
module 10GE
Cisco ASA 5585-X 20-port 1 Gigabit Ethernet - 12 8 ASA5585-NM-20-

module

1GE

Cisco ASA 5585-X slot divider

ASA5585-SEPTUM

Cisco ASA 5585-X half-slot cover

ASA5585-BLANK-H
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Supported SFP and SFP+ Modules

Product Description
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Product Part Number

10G BASE-CU SFP+ cable 1 meter, passive

Supported SFP modules Cisco 1000 Base-SX SFP module, MMF, 850nm, DOM GLC-SX-MMD
Cisco 1000 Base-LX/LH SFP module, MMF/SMF, 1310nm, DOM GLC-LH-SMD
Cisco 1000BASE-T copper SFP GLC-T
Cisco 1000BASE-EX SFP module, SMF, 1550nm, DOM GLC-ZX-SMD
Cisco 1000BASE-ZX SFP module, SMF, 1310nm, DOM GLC-EX-SMD

Supported SFP+ modules 10G SR SFP+ modules SFP-10G-SR
10G LRM SFP+ module SFP-10G-LRM
10G LR SFP+ module SFP-10G-LR
10G ER SFP+ module SFP-10G-ER

SFP-H10GB-CU1M
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10G BASE-CU SFP+ cable 3 meter, passive SFP-H10GB-CU3M
10G BASE-CU SFP+ cable 5 meter, passive SFP-H10GB-CU5M
10G BASE-CU SFP+ cable 7 meter, active SFP-H10GB-ACU7M

10G BASE-CU SFP+ cable 10 meter, active SFP-H10GB-ACU10M
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