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OnucaHune

YcTponcTea 6e3onacHocTn cepum Cisco ASA 5500 nogaep>xmBatoT pasandHole VPN-CeEpBUCHI 1 HOBYIO apXUTEKTYPY
Adaptive ldentification and Mitigation (AIM). fsnstowmecs knoveBbiM komnoHeHToM Cisco Self-Defending Network, Cisco
ASA 5500 obecneymBaeT NPOaKTUBHYIO 3alLMTy OT aTak, T.e. MO3BOJIAIOLLY0 NpeaoTBpaLlaTh aTaku, nepes TeM Kak OHU
pacnpoCTpaHATCA NO CeTU, KOHTPOIMPOBaTb CETEBY aKTUBHOCTb 1 obecnevynBaTb rmbkoe NoAKIOYEHNE NMPU MOMOLLN
TEeXHOJIOrnM BUPTYyasibHbIX YaCTHbIX ceTeln. B pe3ynbTaTe, yCTPONCTBA 3TOM CEPUN ABAAIOTCA MHOMOYHKLMOHaIbHOM
nnatgopmon, obecnedmBatowen raybokyo 3alWmMTy MasblX, CPeaHnX U 6oNbLLMX CeTeN, yMeHbLuatowme obLLyto
CTOMMOCTb BHEAPEHUSA N MOAAEPKKUN, @ TaKXKe CJIOXKHOCTb pelleHuit B 061actu nHpopmaLnoHHon 6e3onacHoCcTu.

Pacwunpsiemas apxutekTypa Cisco AIM n rubkuin MHoronpoueccopHbin ansanH cepum Cisco ASA 5500 obecneynBaeT
BbICOKYIO MPON3BOANTENIbHOCTb AJ19 MHOXXECTBa OJAHOBPEMEHHbIX C/y>kKb 6e3onacHocTn. Kaxkgoe yCTpoONCTBO cepun
Cisco ASA 5500 koMbuHupyeT B cebe HECKOJIbKO BbICOKOMPOMN3BOAUTESbHbLIX MPOLECCOPOB, KOTOopble obecneymBatoT
LWIMPOKKin Habop cpencTs 6€30MacHOCTY, TaKMX Kak 3alwunTy anti-x, MacwTabrupyemble ciy>KObl BUPTYasibHbIX YaCTHbIX
ceTeln IPSec n SSL, npenoTBpaLLleHns aTak U APYrux NpuaoXKeHuin. MMBbKoCTb apXUTeKTypbl MO3BOISAET yCTPONCTBAM
cepum Cisco ASA 5500 afanTuMpoBaThbCA K HOBbIM yrpo3aM.

TexHu4yeckue xapakrtepuctukm Cisco ASA5550

DU3nYeckmne XxapakTepPUCTUKN

Pa3smepsbl (lWmMpuHa x rnybuHa x BbiCOTa), CM: 20.04 x 36.20 x 4.45
Bec, kr: 10
Tun yCTaHOBKM, 0COBEHHOCTN KOHCTPYKLMN: dopm-pakTop: 1 RU, ycTaHoBKa B 19" cTONKy

YCTaHOBKa B CTOMKY: eCTb
HacTeHHbIN MOHTaX: HEeT

CnoTt gna 3amka 6esonacHocTun (ana pusnyeckon
6e3onacHoOCTK): HET

MapameTpbl NUTaHUA: BxonHoe Hanps»xeHue: 100 - 240 B AC, 3.0 A, 43 /671
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XapakTepucTuky namMmsaTun

MNamMaTb:

MuHUManbHbIN 06beM cuCTeMHON deww-naMaTun:

NHTepdencHble NopThl

CeTeBble nHTepenchoi:

CnoTbl pacwmpeHna:

[JoCTynHbIN NONb30BaTENO C/IOT ANA haew-namMmaTu:

MopTel USB 2.0:

[MocnepnoBaTenbHble NOPThI:

CeTeBble ocobeHHOCTHU

Tun nnueH3nn:

LncppoBaHune:

Monb3oBaTenn/y3nbl:

MponyckHas crnocobHOCTbL MEXCETEBOIr0 3KpaHa:

MponyckHas cnocobHocTb 3DES/AES VPN:

Monb3oBaTtenu IPsec VPN:
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Bbix0Haa MOLLHOCTb: B YCTONYMBOM COCTOSAHMN - 150
MakcumasbHas - 190 BT

no4rb

64 Mb

8 x 10/100/1000 Gigabit Ethernet
4 SFP

1 x 10/100 Fast Ethernet

1 x RJ-45 KOHCOJbHbI NOPT

1 x RJ-45 AUX-nopT

Nunuen3nsa Data Encryption Standard (DES)

Data Encryption Standard (DES)

HeorpaHVHeHHoe KOJINn4ecCTBO

No 1,2 réut/c

0o 425 M6uT/c

5000
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Monb3oBaTenn SSL VPN:

OpHOBpEeMeHHble ceccum:

Konn4yecTBO HOBbIX MOAKJ/IIOYEHW B CeKyHAay:

BupTyanbHblie nHtepdencol (VLANS):

KOoHTeKcTHas 6e30nacHOCTb:

BbicoKass AOCTYMHOCTb:
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BkntoyeHo: 2

Makcumym: 5000

650000

36000

250

2/50

AKTUBHOCTb/aKTUBHOCTb U aKTUBHOCTb/PEXUM
oXXunaaHus

CTeknpoBaHue BUPTYasibHbIX ceTen n banaHCMpPOBK
Harpysku

Obuwme

MpounsBognTensHocTb (512byte UDP), Gbps
KonnyecTBo nopaep XxMBaeMbIx CeCCUM
KonmyecTBO HOBbIX CECCU B CEKYHAY

MpounsBoguTensHocTb IPsec VPN, Mbps

NopnoepXnBaemblini TUM NHTEPENCOB MEXCETEBOIO
3KpaHa

1.2
650000
36000
425

<O6BbEeKT He HangeH>
(234:bb99005056b2dbabllea8469b3f37b6d)
NHTepdencel 1000 BaseX SFP

a
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