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Me>xceTeBom 3kpaH Cisco
ASA5540

ASA5540-K8

OnucaHune

Ha paHHbIA TOBap BOo3MO>KHa rapaHTua NAG-
NBD (Next Business Day), ycsnoBus u ueHy
YyTOYHANUTE Y MeHea Kepa

YcTponcTea 6e3onacHocTn cepum Cisco ASA 5500 nogaep>xmBatoT pasndHbole VPN-CepBUCHI 1 HOBYIO apXUTEKTYPY
Adaptive ldentification and Mitigation (AIM). fsnstowmecs kno4eBblM komnoHeHToM Cisco Self-Defending Network, Cisco
ASA 5500 obecneymBaeT NPOaKTUBHYIO 3aLUMTy OT aTak, T.€. MO3BOJIAIOLLYI0 NpeaoTBpaLlaTh aTaku, nepes TeM Kak OHU
pacnpoCcTpaHATCA MO CeTU, KOHTPOIMPOBaTb CETEBY aKTUBHOCTb 1 obecnevynBaTb rmbkoe NoAkKI0YEHNE NMPU MOMOLLN
TEeXHOJIOrnM BUPTYyaJsibHbIX YaCTHbIX ceTeln. B pe3ynbTaTe, yCTPONCTBA 3TOM CEPUN ABAAIOTCA MHOMOMYHKLMOHAIbHON
nnatdopmon, obecreymBatoLLen rayboKyo 3alnTy MasbiX, CpegHUX 1 60bLINX CeTel, yMeHbLuaLwme obulyo
CTOMMOCTb BHEAPEHUSA N MOAAEPKKMN, @ TaKXKe CJIOXKHOCTb pelleHui B 061actu nHpopMaLmnoHHon 6e3onacHoCcTu.

Cisco ASA 5540, nogpep>XuBaeT NocsiefHNE TEXHOIONMN MexceTeBbiXx 3kpaHoB Cisco PIX, cnctem npenoTBpalleHns aTak
Cisco IPS 4200 n VPN-koHueHTpaTopoB cepum Cisco 3000. Pacwumpsaemasn apxutekTypa Cisco AIM u rnbkun
MHOronpoueccopHbin ansanH cepum Cisco ASA 5500 obecneymBaeT BbICOKYH MPOU3BOAUTENIbHOCTb OJ19 MHOXKECTBA
0OHOBPEMEHHbIX CNy>X6 6e3onacHocTu. Kaxgoe yctponcteo cepun Cisco ASA 5500 koMbuHupyeT B cebe HECKOJIbKO
BbICOKOMPOM3BOANTEbHbBIX MPOLLECCOPOB, KOTOpble obecneyvmBatoT WNPOKUIA Habop cpencTB 6e30MacHOCTU, TaKMX KakK
3awmTy anti-x, MacwTabupyemblie cnyxbbl BUPpTyasibHbIX YacTHbIX ceTel IPSec n SSL, npenoTepalleHns aTak U Apyrmx
npuno>xeHui. B Cisco ASA 5540 MO>XXHO [06aBNATb AOMONHUTENbHbIE PYHKLMN 3aLLNThl, TaKUe Kak Cy>X0bl
npenoTBpalleHns aTak, paclumpeHHbix cny»x6 3awmnTel anti-x, ycTtaHaBnmas Cisco ASA 5500 Series advanced inspection
and prevention SSM (AIP-SSM). T'MBKOCTb apXMTeKTypbl N03BONAET ycTponcTBam cepumn Cisco ASA 5500 afganTumpoBaThCA
K HOBbIM Yyrpo3am.

KntoyeBble ocobeHHOCTH

4 nutepdenca Gigabit Ethernet

PaclumpeHne BO3MOXXHOCTEN ME)XCEeTEBOro 3KpaHa Npu NOMOLLM YCTaHOBKM OOHOBNEHUI JINLLEH3NN
BupTyanusaumna me)xxcetesBbiX 3KpaHOB

YcnnenHas 3awmTta VPN-goctyna

YHnduumnpoBaHHas nnatdopma pacumpseT hyHKLNOHalbHbIE BO3MOXKHOCTM 1 obecneyrBaeT oWy TUMYIO
3KOHOMUIO

TexHu4yeckue xapaktepuctukm Cisco ASA 5540-K8

dusunyeckne XapakKTepucTukun

Pasmepsbl (WnpnHa x ranybuHa x 20.04 x 36.20 x 4.45
BbICOTA), CM:
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Bec, kr:

Tun ycTaHoBKKU, 0coBeHHOoCTH
KOHCTPYKLMK:

MapameTpbl NMUTAHUS:

XapakTepucTuky namMmsaTun

MNamMaTb:

MuHUManbHbIN 06bEM CUCTEMHON
Grew-namaTn:

NHTepdencHble NopThl

CeTeBble NHTepdenChbI:

CnoTbl paclumpeHus:

LOCTynHbIN NoNb30BaTENO CNOT
nona gpnew-namaTu:

MopTel USB 2.0:

[MocnepnoBaTenbHble NOPThI:

CeTeBble ocobeHHOCTHU

Tun nnueH3nn:
LncppoBaHune:
Monb3oBaTenun/ysnbl:

MponyckHasa cnocobHOCTb
MEe)XCeTeBOro akpaHa:

MakcuManbHas NponyckHas
CNOCOBHOCTb MEXXCEeTEBOr0 3KpaHa
n IPS:

TOO «NAG KAZAKHSTAN>»
+7 (727) 344-344-4
sales@nag.kz

10
dopMm-pakTop: 1 RU, ycTaHoBKa B 19" cTOMKy
YcTaHOBKa B CTOWKY: eCcTb
HacTeHHbIN MOHTa)X: HEeT
CnoT gna 3amka 6esonacHocTun (ana pusnyeckor 6e3o0nacHOCTN): HET
BxonHoe Hanps»xkeHue: 100 - 240 B AC, 3.0 A, 43 /67Ty
BbIXOAHas MOLLHOCTb: B YCTOMYMBOM COCTOAHUM - 150 BT, MakcumanibHas
-190 BT
no 2 Gb
64 Mb
4 x 10/100/1000 Gigabit Ethernet
1 x 10/100 Fast Ethernet
1 x SSM
1
2

1 x RJ-45 KOHCOJIbHbIA MOPT
1 x RJ-45 AUX-nopT

Nnuensunsa Data Encryption Standard (DES)
Data Encryption Standard (DES)
HeorpaHu4yeHHOe KOIN4eCTBO
Oo 650 MbuT/c
o 325 M6uT/c npn ncnonb3osaHum AIP SSM-10

o 500 M6uT/c npun ncnonb3oaHum AIP SSM-20
0o 650 M6uT/c npun ncnonb3oaHum AIP SSM-40
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MponyckHas cnocobHocTb 3DES/AES
VPN:

Monb3oBaTenu IPsec VPN:

Monb3oBaTenm SSL VPN:

OfHOBpEMeHHble ceccum:

KonmM4ecTBO HOBbIX MOOK/IOYEHU B
CeKyHay:

BupTyanbHble HTEPMhENChI
(VLANS):

KOoHTeKkCcTHast 6e30nacHOCThb:

Bbicokas OOCTYNMHOCTb:

Mopnep>xka DMZ:
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0o 225 M6éuT/c

5000

Bknto4yeHo: 2
MakcnmyMm: 2500 (BO3MOXKHOCTb 0BHOBAEHUS NPY MOMOLLN JINLLEH3UN
Cisco ASA 5540 Security Plus)

400000

25000

200

2/50

AKTUBHOCTb/aKTUBHOCTb Y aKTUBHOCTb/PEXXUM OXUAAHWS (BO3MOXHOCTb
obHoBNeHnsa npu nomowy nuueHsnn Cisco ASA 5540 Security Plus)
CTeknpoBaHue BUPTYaJibHbIX ceTel U 6aflaHCMPOBKa Harpy3Ku
(BO3MOXXHOCTb 06HOBIEHUA MpK oMol nuueH3snm Cisco ASA 5540
Security Plus)

He noppep>xmsaeTcs

Obuwme

MpounsBoguTensHocTb (512byte UDP), Gbps 0.65
KonnyecTBo noaaep>XnBaemMbix CeCCui 400000
KonnyecTBO HOBbIX CECCUI B CEKYHOY 25000
MpounsBoagnTensHocTb IPsec VPN, Mbps 650
MpounsBoguTensHocTb SSL VPN, Mbps 225

Mopaep>XXmnBaeMbIn TUM MHTEPHENCOB MEXXCETEBOr0O

3KpaHa

<0Ob6beKkT He HanpeH>
(234:bb99005056b2dbabl1ea8469b3f37b6d)
NHTepdencel 100 Base-T
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