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WiFi koHTponnep Cisco AIR-
CT2504-5-K9

AIR-CT2504-5-K9

OnucaHune

KoHTponnep 6ecnpoBofHon ceTn HOBOro nokoneHus AlR-
CT2504-5-K9 obecneymBaeT MakKCUMasibHYO
MacwTabnpyemocTb, TMBKOCTb M NMPON3BOANTENLHOCTb
6ecnpoBOAHbIX CepBUCOB. MNoaxoanT Ans
LLleHTPa/IM30BaHHOI 0 YNpaB/eHNs KPUTUYECKUN BarKHbIMU
6ecnpoBoAHbLIMYM CETAMW MaJsiOro U CpefHero MmacwTabos.
Pa3paboTaH aona obecneyeHns ypoBHS
NpPOn3BOANTENIbHOCTU CTaHfapTa 802.11n, no3sonseTr
nobutbca yBennyeHns aphekTUBHOCTU A0 9 pas no
CpaBHEHUIo C ycTponcTBamMu paspabotaHHbiMy ansa WiFi
ceTen ctaHgapTos 802.11a/g.

KoHTponnepbl 4aHHOro cemMencTBa NO3BOJAIOT OA4HOBPEMEHHO KOHTPOIMPOBaTb A0 75 To4yek AOCTyna U NoAKA4YaTb A0
1000 knuneHTOoa. Buicovanilaa Npon3BOANTENbLHOCTb MO3BOJISIET JIEFKO TPAHC/IMPOBaTb MOTOKOBOE BUAEO U
BbICOKOK@4eCTBEHHbI 3BYK. COOTBETCTBYET BbICOYANLIMM CTaHAApPTaM HaAeXXHOCTU 1 NO3BOJSET 3a A0JIN CEKYHAbI
obecneynTb B C/ly4ae BO3SHMKHOBEHUSA BHELUTATHOM CUTyauun rMepeksiloyeHe BCexX ToYeK A0CTYyMNa U KJIMEHTOB C
OCHOBHOIO Ha pe3epBHbI KOHTPOJIIED.

KoHTponnep AIR-CT2504-5-K9 obecrne4ynBaeT B3aUMOAENCTBMNE B peasibHOM BPEMEHU MexxAy TOYKaMu AoCTyrna ceMencTa
Cisco Aironet n cuctemamun Cisco Wireless Control System (WCS), Cisco Network Control System (NCS) n Cisco Mobility
Services Engine 4To no3BonseT obecrneynTb LLeHTPaIM30BaHHOE yrpaB/ieHe NonmMTMKamMmmu 6e30nacHoCTr, CUCTOMOM
rnpenoTBpaLleHNs HeperiaMmeHTUPOBaHHbIX BTOpXXeHun (wireless intrusion prevention system (wlIPS)), apdekTnBHenLLIER
CUCTEMOI pPagmnoyacTOTHOr0O ynpaB/ieHns 1 CUCTEMON ynpaB/ieHNs Ka4yecTBOM cepBucoB (QoS).

KoHTponnep AIR-CT2504-5-K9 noppep>xxnsaeT TexHonoruto Cisco Application Visibility and Control (AVC) Bk/t0o4atoLLyto B
cebsa dpyHkumoHan Network-Based Application Recognition 2 (NBAR-2), TexHOI0OrMM aHaan3a CoOAep>XXUMoro Tpaduka
Cisco's deep packet inspection (DPI) n ynpasneHus ka4ectsoM cepsucos (QoS) ansa npuopeTmnsaumnm B CeTn Tpadurka
Hanbonee Ba)kHbIX NpunoxeHuin. Cisco AVC nogaep>xxusaeT NetFlow Bepcun 9. Kpome Toro WiFi KOHTposnnepbl cepun
2500 nopnep>kuBatoT TexHonorno Bonjour Services Directory KkoTopas no3sosisieT cepsucam Bonjour (Apple)
obpabaTbiBaTbCs B 060CcobneHHon Layer 3 ceTn. Wireless Policy engine no3sBonseT co3gaBaTb NpPoduan 1 NOANTUKN A1
6ecrnpoBOAHbIX YCTPOWCTB, Takme Kak npuHaanexHocTb k VLAN, QoS, ACL n [ocTyn no BpeMeHu CyTOK.

KnioueBble ocobeHHocTu cepum Cisco Aironet

O6LwWMpHas 30Ha NOKPbLITUA. PaanoTexHrka 1 aHTeHHbl Cisco cneunanbHo paspaboTaHsl ans obecnevyeHus
MaKCUMaJIbHO HaLEXHOro MOKPbITUS.

MpousBoAUTENbHOCTb. [BYX/AMana3oHHas PaaNoCBA3b BbICOKON MOLLHOCTU 06ecrnedYnBaeT rmbKoCTb, MOLLHOCTb U
MPOV3BOANTENILHOCTb AJ151 06C/Y>KUBAHUS LLIVPOKOrO CMEKTPa MOBUIIbHBIX MPUIIOXKEHWIA, B TOM Ync/ie as
roCTeBOro AOCTyMa v nepeaadn rosioca no 6ecrpoBoAHON JIOKAbHON CeTu.
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Be3onacHocTb. Touyku gocTtyna Cisco N3BeCTHbl CBOUMU TUTYJIOBAaHHbLIMU peann3aumnsiMmm CTaHAapPTU3NPOBAHHbLIX U
paclwmMpeHHbIX pelleHnn B obnactn obecneyeHns 6e3onacHoOCTu.

MacwTabupyemMocTb. TOYKM JOCTyrna MoryT paboTaTb camocTosTeNbHO, obecrneynBasi 6a30Boe NOKPbITUE U
OCHOBHble MOBWIbHbIE CepPBUCHI, MO0 C KOHTpolepamu 6eCcnpoBOAHbIX NOKanbHbIX ceTen Cisco ans 6bonee
CJI0>KHbIX MPUJIOXKEHUI U LLeHTPasIM30BaHHOr0 yrnpaBiieHns Fpynrnon To4eK AoCTyna.

MMBKoCTb. Pa3nnyHble MoAenn To4eK AOoCTyrna MOryT O6biTb NMpeHa3Ha4YeHbl He TOIbKO A1 0(hNCOB C KOBPOBbIM
MOKPbLITUEM, HO 1 SBNSIKOTCSA ONTUMasbHbIM BbIOOPOM A1 3aBOAOB, CKJAA0B U TOProBbIX MJoLaaei.

TexHuyeckue XapaKTepuctuku

Mopnep>xka 6ecnpoBofHbIX MPOTOKOJIOB: IEEE 802.11a, 802.11b, 802.11g, 802.11d, WMM/802.11e,
802.11h, 802.11k, 802.11n, 802.11r, 802.11u, 802.11w,
802.11ac

Mopnep>xKa NMpPoOBOAHbBIX CTaH4APTOB: IEEE 802.3 10BASE-T, IEEE 802.3u 100BASE-TX

specification, 1000BASE-T. 1000BASE-SX, 1000-BASE-LH,
IEEE 802.1Q Vtagging, and IEEE 802.1AX Link
Aggregation

Monfaep>xka NPoToKo0B 06paboTKN AaHHbIX: * RFC 768 UDP

« RFC 791 IP

RFC 2460 IPv6 (pass through Bridging mode only)
RFC 792 ICMP

RFC 793 TCP

RFC 826 ARP

RFC 1122 Requirements for Internet Hosts
RFC 1519 CIDR

RFC 1542 BOOTP

RFC 2131 DHCP

RFC 5415 CAPWAP Protocol Specification

Mopnep>xka cTtaHOoapToB 6e3onacHOCTU: * WPA

e |[EEE 802.11i (WPA2, RSN)

e RFC 1321 MD5 Message-Digest Algorithm

e RFC 1851 The ESP Triple DES Transform

¢ RFC 2104 HMAC: Keyed Hashing for Message
Authentication

e RFC 2246 TLS Protocol Version 1.0

RFC 2401 Security Architecture for the Internet Protocol
RFC 2403 HMAC-MD5-96 within ESP and AH

RFC 2404 HMAC-SHA-1-96 within ESP and AH

RFC 2405 ESP DES-CBC Cipher Algorithm with Explicit IV
RFC 2406 IPsec

RFC 2407 Interpretation for ISAKMP

RFC 2408 ISAKMP

RFC 2409 IKE

- RFC 2451 ESP CBC-Mode Cipher Algorithms

* RFC 3280 Internet X.509 PKI Certificate and CRL Profile
* RFC 3602 The AES-CBC Cipher Algorithm and Its Use
with IPsec

* RFC 3686 Using AES Counter Mode with IPsec ESP

* RFC 4347 Datagram Transport Layer Security

* RFC 4346 TLS Protocol Version 1.1

* WEP and Temporal Key Integrity Protocol-Message
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Mopnep>XkKa NMpPoOTOKOJIOB ayTEHTUPUKALNN:

Mopfep)kka CTaHAAPTOB yrNpaBAeHUs:

Nonnep>xka nHTepdencod ynpasneHns:

Pasbembl n NHONKaTOPbI:
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Integrity Check (TKIP-MIC): RC4 40, 104 and 128 bits (both
static and shared keys)

* Advanced Encryption Standard (AES): CBC, CCM,
Counter Mode with Cipher Block Chaining Message
Authentication Code Protocol (CCMP)

* DES: DES-CBC, 3DES

e Secure Sockets Layer (SSL) and Transport Layer
Security (TLS): RC4 128-bit and RSA 1024- and 2048-bit

e DTLS: AES-CBC

* |[EEE 802.1X

e RFC 2548 Microsoft Vendor-Specific RADIUS Attributes
e RFC 2716 PPP EAP-TLS

* RFC 2865 RADIUS Authentication

e RFC 2866 RADIUS Accounting

e RFC 2867 RADIUS Tunnel Accounting

¢ RFC 3576 Dynamic Authorization Extensions to RADIUS
e RFC 3579 RADIUS Support for EAP

e RFC 3580 IEEE 802.1X RADIUS Guidelines

e RFC 3748 Extensible Authentication Protocol

* Web-based authentication

e TACACS support for management users

¢ SNMP v1, v2c, v3

* RFC 854 Telnet

e RFC 1155 Management Information for TCP/IP-Based
Internets

* RFC 1156 MIB

* RFC 1157 SNMP

* RFC 1213 SNMP MIB I

* RFC 1350 TFTP

* RFC 1643 Ethernet MIB

* RFC 2030 SNTP

* RFC 2616 HTTP

¢ RFC 2665 Ethernet-Like Interface types MIB

¢ RFC 2674 Definitions of Managed Objects for Bridges
with Traffic Classes, Multicast Filtering, and Virtual
Extensions

* RFC 2819 RMON MIB

¢ RFC 2863 Interfaces Group MIB

¢ RFC 3164 Syslog

¢ RFC 3414 User-Based Security Model (USM) for SNMPv3
* RFC 3418 MIB for SNMP

* RFC 3636 Definitions of Managed Objects for IEEE 802.3
MAUs

e Cisco private MIBs

* Web-based: HTTP/HTTPS individual device manager
* Command-line interface: Telnet, Secure Shell (SSH)
Protocol, serial port

* Designed for use with Cisco Wireless Control System
(WCS)

e Console port: RJ-45 connector
e Network: Four 1 Gbps Ethernet (RJ-45)
¢ | FN indicators: | ink Activitv (each 1 Giaabit Fthernet
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port), Power, Status, Alarm

e Dimensions: 1.73 x 8.00 x 6.75 in. (43.9 x 203.2 x
271.5mm)

* Weight: 3.5 Ibs (with power supply)

* Temperature:

* Operating: 32 to 104 °F (0 to 40°C)

e Storage: -13 to 158°F (-25 to 70°C)

Humidity:

e Operating humidity: 10 to 95 percent, noncondensing
» Storage humidity: Up to 95 percent

* Power adapter: Input power: 100 to 240 VAC; 50/60 Hz
» Heat dissipation: 72 BTU/hour

Safety:

¢ UL 60950-1, 2 nd Edition

* EN 60950:2005

EMI and susceptibility (Class B):

e U.S.: FCC Part 15.107 and 15.109
e Canada: ICES-003

* Japan: VCCI

e Europe: EN 55022, EN 55024

OpraHu3sauusa oTkasoyctonuuBon WiFi ceTu c ucnosnb3oBaHueM pesepBupoBaHusa n+1 Ha 6a3e KOHTposnepos

cepum Cisco 2500

MHoroypoBHeBas cucteMa 3awwutbl B 6ecnpoBoaHomn cetu Cisco Aironet

Undopmauus gns 3akasa
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Part Number

AIR-CT2504-5-K9

AIR-CT2504-15-K9

AIR-CT2504-25-K9

AIR-CT2504-50-K9

AIR-CT2504-HA-K9

AIR-CT2504-RMNT=

PWR-2504-AC=

L-LIC-CT2504-UPG

L-LIC-CT2504-1A

L-LIC-CT2504-5A

L-LIC-CT2504-25A

Obwne
PoE

[MopTos LAN
PoymunHr

YAN4HbI KOpNyC

Description

2500 Series Wireless Controller for up
to 5 Cisco access points

2500 Series Wireless Controller for up
to 15 Cisco access points

2500 Series Wireless Controller for up
to 25 Cisco access points

2500 Series Wireless Controller for up
to 50 Cisco access points

Cisco 2500 Series Wireless Controller
for High Availability

Cisco 2504 Wireless Controller Rack
Mount Bracket

Cisco 2504 Wireless Controller Spare
Power Supply (not necessary with
original order as 1 power supply is
included)

Primary upgrade SKU: Pick any number
or combination of the following options
under this SKU to upgrade one or many
controllers under one product
authorization key

1 Access Point Adder License for Cisco
2504 Wireless Controller (e-Delivery)

5 Access Point Adder License for Cisco
2504 Wireless Controller (e-Delivery)

25 Access Point Adder License for Cisco
2504 Wireless Controller (e-Delivery)

TemnepaTypa oKpyxatoLlen cpenbl paboyas, °C
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Cisco SMARTnet® Service 8x5xNBD Part Number

CON-SNT-CT255

CON-SNT-CT2515

CON-SNT-CT2525

CON-SNT-CT2550

CON-SNT-CT2504HA

CON-SNT-LCT25UP

CON-SNT-LICCT2504

CON-SNT-LCT255A

CON-SNT-LCT2525A

802.3af

4
802.11k/v/r
HeTt

ot 0 po 40
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