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CeTeBas KapTa 2 nopTa
10GBase-T Bypass (RJ45, Intel
x540), Silicom PE210G2BPi40-T-
SD

PE210G2BPi40-T-SD

OnucaHune

CeTeBas kapTa PE210G2BPi40-T-SD npefgHasHayYyeHa A1 UCNoJsib3oBaHMA B inline-ceTeBbix cuctemax (DPI, IDP, Firewall
M T.4.), Tpebyowmx obecnevyeHns CETEBON CBA3aHHOCTM AaXKe NPM 0TKa3e CUCTEMbI.

CeTteBow agantep PE210G2BPi40-T-SD moxeT paboTaTh B Tpex pexumax: Normal, Disconnect n Bypass.
B pexxume Normal Bce nopTbl NpeacTaBnsatoT U3 cebs He3aBUCKUMbIE MHTEPGENCHI.

B pexxnMe Bypass, Bce nakeTbl Nojly4aemMble 0T O4HOM0 NopTa nepefarTcs B COCEAHNA. B 3TOM pexxume coeiuHeHNs
Ethernet-nopToB OTKJOYEHbI OT CUCTEMbI 1 KOMMYTUPYIOTCS MeXAy nopTaMu Ana co3faHusa loop-back kpocc-
coeanHeHnn mexnay Ethernet noptamu. Taknm ob6pa3om B pexxume Bypass BCe nakeTbl NOJyYeHHbIe HaK OAUNH NOpT
rnepenarwTCsa Ha cocefHUI N HaobopoT. 3Ta BO3MOXXHOCTb MN03BOAET 06X0AMUTb CUCTEMY, AaBLUyto c6on, yBennimnBas
0TKa30yCTOMYNBOCTb CETU.

B pexxnme Disconnect agantep uMnTpupyeT oTKItoYeHUs Kabens. B pexxume Disconnect koMMyTaTop/MapLipyTmM3aTop
He onpegenseT nuHK oT Ethernet Adapter'a. CepBepHble aganTepsl Silicom ¢ dhyHKUmen Bypass coaep>xaT KOHTposiiep
WDT (Watch Dog Timer). OpaBep KapTbl UK NPOrpaMMHOE NPUJIOXKEHNE MOrYyT OTMPaB/IsATb KOMMaHAbl B KOHTOJ/1Ep
WDT. [panBepa Ha KapTy, koHTposnep WDT n cxema Bypass No3BONSAIOT KOHTPOAMPOBATb U YMPaBASATb PEXXMMOM
paboTbl aganTepa.

CeTteBow aganTep Silicom PE210G2BPi40-T-SD npefHa3HavyeH A8 UCMOJIb30BaHUA B CeEpBepax 1
BbICOKOMPOM3BOANTESIbHbIX CETEBbIX MaadpTOPMax.

CeTeBas KapTa Silicom PE210G2BPi40-T-SD nocTpoeHa Ha kKoHTposnepe Intel X540. Intel X540 cocTouT 13 ABYX YPOBHEN
Ethernet MAC n aByx BCTpoeHHbix 10G-BASE-T PHY.

KoHTponnep Intel X540 nogaoep>x1mBaeT anapaTHOE YKOPEeHUEe, CHUMatoLLee C XOCTOB Takue 3a[a4vyn Kak NpoBepKy
KOHTpPOJIbHbIX cyMmM TCP/UDP/IP nakeToB n TCP cermeHTauuto. CeTeBble KapTbl Silicom ngeanbHo nogxogsaT ons
CO3[aHNa CerMeHTMPOBaHHbIX ceTeln, obecnedyeHns becrnepebonHom paboTbl KPUTUYECKM BaXKHbIX CETEBLIX MPUJIOXKEHUN,
MCMOIb3YIOTCS B BbICOKOMPOU3BOANTESIbHBIX CEPBEPHbIX Cpefax.

OCHOBHbIE Xa PAaKTEepPUCTUKu:

PCI Express X8 lanes

NMopnepxka cneundukaunm PCl Express Base 2.1 (5GT/s)

Mononepxka ctanpgaptoB 10GBASE-T, 1000 BASE-T and 100BASE-TX
Huskum npodunb (167.65MM X 68.91Mm)

MNoTpebnsemasn MOLWHOCTL - 7.56BT (Npu OTCYTCTBUM JIMHKa Ha NopTax)

XapaKTepucwl KM NMPOU3BOOAUTEJIbHOCTMU:

Mopnaep>xka jumbo-frame no 15.5Kb
Monaep>xka Flow control
YnpasneHue ctatuctukom n RMON
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Monnep>xka 802.1q VLAN

AnnapaTHasa pa3rpy3ka TCP cermeHTauun: go 256KB

AnnapaTHas pa3rpy3ka NpoBepKu KOHTPOJbHbIX cyMMm IPV6 IP/ TCP n IP/UDP

AnnapaTHas pa3rpy3Ka MPoBepPKN KOHTPOJIbHbIX CyMM (hparMeHTUpoBaHHbIx UDP ans cbopku nakeTos
MpepbiBaHWS, nHULMMPYeMble cooblleHnamm (MSI, MSI-X)

PerynuposaHue npepbiBaHU 4J15 OFPaHNYEHNA UHTEHCUBHOCTW MpepbiBaHUN 1 oNTUMMU3aLmMm ncrnoss3sosaHus CPU
Heckonbko ovyepenen npvema (RSs) 8x8 n 16x4

32 oyepepnu nepenayn

NMopnep>xka 16 BMpTyasibHbIX odepenen ycTponcTs (VMDQ) Ha nopT

Monnepkxa Direct Cache Access (DCA)

Bonblwon Bxoaawmin nakeTHbIn 6ydep (384 Kb)

BonbLion ncxopawmin nakeTHoIn 6ydep (160KE)

Moppep>xka onepauUoOHHbIX CUCTEM (CcTaHpapTHbIe Intel-ppanBepa):
Linux

MpownssoanTens: Silicom

QyH KULMWOHaJIbHOe onucaHue

CeTeBow apantep PE210G2BPi40-T-SD moxeT paboTaTb B Tpex pexxMmax: Normal, Disconnect n Bypass. B pexume
Normal Bce nopTbl NpefncTaBnsAoT U3 cebst He3aBUCUMbIE MHTEPdENChI.

PucyHok 1: ®dyHKuMoNbHanA guarpamma pe>xuma Normal

B pexxume Bypass, BCe NakeTbl Nojy4aeMble OT O4HOMO NopTa NepenarTCsl B COCEAHUN. B 3ToM pexxnme coeguHeHus
Ethernet-nopToB OTK/OYEHbI OT CUCTEMbI U KOMMYTUPYIOTCSA MexX Ay nopTamu Ana cosnaHusa loop-back kpocc-
coenuHeHnn mexnay Ethernet noptamn. B 3ToOM pe)xume ceTeBble MOPThl CTAHOBATCHA 3aMKHYTbIMWU APYT Ha Apyra u He
coeflMHeHbl C NHTepdencamm nogkaodeHns K wuHe PCI-Express. (CM. pUCYHOK 2).

PucyHokK 2: ®yHKLMOHaNbHaA AuarpaMmMma pexxuma Bypass
B pexxume Disconnect, ceTeBble NOPThbl OTKJOYEHbI OT MHTepdencoB NoakNto4eHns K winHe PCI-E. (CM.pucyHOK 3)
PucyHok 3: ®dyHKLMOHaIbHaA AuarpaMmma pexxuma Disconnect

CeTeBoi agantep PE210G2BPi40-T-SD nopnep>X1mBaeT nporpaMmMHoe nepeksitoveHne pexxnumos paboTtel: Normal,
Disconnect n Bypass.

Bypass-apanepsbl Silicom nogaepxunsatoT pexxmmbl paboTbl: Disable Bypass, Disable Disconnect; Takum obpa3om ecnun
afanTepsbl nosayyatoT KoMaHabl Disable Bypass / Disable Disconnect, ceTeBa KkapTa He NepexoauT B PEXUMbI
Bypass/Disconnect, KOMaHAbl TaK e AeNCTBYIOT B C/lyHae OTKJII0YeHMS NUTaHusa. OTa PyHKLMSA NO3BONASET 3MyIMPOBaTh
paboTy ctaHaapTHoM NIC KapThl.

CeTeBoll aganTep nogaepxxunsaet pexum Disable, 3anaBasi pe>xxum paboTbl M0 YMOMHAHUIO MPU BKIOYEHWN 1
BbIKJIIOYEHWW 3JIEKTPOMNMUTAHNUS. DTN HACTPONKIN COXPAHSAIOTCS W MPU BbIKJOYEHN SNTEKPONUTAHNS.

DNA (Direct NIC Access) 3TO YHMKaslbHasa ceTeBas TeXHONOrna ana cetesbix KapT Silicom 1 Gigabit (e1000e-based, igb-
based) and 10 Gigabit (82598/99-based), koTopas gaeT becnpeueneHTHYO CKOPOCTb 06paboTKM NakeTos, N03BOAA
NMPUJIOXKEHNAM (HanpruMep MOHUTOPUHIa unu DPI) nony4aTb NakeTbl MUHYS AP0 Linux, HenocpenCTBEHHO U3 CETEBOro
apanTepa (no-Linux kernel interaction).

Briarogaps 3To TEXHONOMMN LKLl MPOLEeccopa pacxonyTcs cnabo, gaxke npu 4OCTUXXKEHUN MAaKCUMaJIbHON CKOPOCTY
aganTepa.

DNA un Libzero gpanBep nuueH3npyeTcsa oTAesNbHO.

Typical packet capture performance on a low-end Xeon server (X3450) with DNA-awarel0 Gigabit driver exceed 11
million packets/sec (Silicom 10 Gigabit 82598/99 adapters, 64 bytes packet size), that is almost 200% speedup with
respect to TNAPI and close to the theoretical maximum ethernet speed. DNA drivers can be exploited only by PF_RING-
based applications and due to its kernel-bypass architecture, not all typical PF_RING features are available to applications.

Zero-copy flexible packet processing on top of DNA
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PF_RING DNA is a Linux software framework that implements 0% CPU receive/transmission on commodity 1/10 Gbit
network adapters. While being able to operate at line rate with any packet size, it implemented basic RX/TX capabilities
that are enough for most but not all applications. Furthermore it inherited hardware limitations such as inflexible packet

distribution due to the mechanism,named RSS, used in network adapters.

libzero fills the gap, by providing developers a flexible packet processing framework on top of DNA, that implements in

Zero-copy:

Packet distribution across threads and processes.

Flexible, user-configurable, packet hashing for flexible packet distribution.

Packet filtering (on top of hardware packets filter).
Efficient packet forwarding across network interfaces.

All this with no drawbacks, as you can read below on this article, libzero does not introduce performance penalties so that

you can still operate al line-rate any packet size.
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