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Windows Server 2022

OnucaHune

Microsoft Windows Server Standard 2022 - cepBepHas onepaunoHHas cncteMma, NnocTtpoeHHasa Ha Windows Server 2022.
PelwieHre npegnaraeT HOBLIN YPOBEHb HE€30MAaCHOCTU N MHHOBALUIA ANA NPUIOXKEHUA N MHPPACTPYKTYPbl KOMOAHUN.
MHOro4YncneHHble HOBOBBEAEHNS BHEPEHBI B rbpuaHyto, 6e3onacHyto, NpukaagHyo nnaThopMy 1 MHPPaCTPYKTYpy C
runepkoHeBepTupoBaHmem. OC Microsoft Windows Server Standard 2022 npefHa3HavyeHa gns cpef C HU3KOM MJOTHOCTbIO
N HEe OPMEHTMPOBaAHa Ha BUPTYaIM3MPOBAHHbIE CUCTEMBI.

Be3onacHocTb

HoBble Bo3MOXXHOCTU obecnedyeHnsa 6esonacHocTn B Windows Server 2022 coyeTatoT B cebe gpyrme BO3MOXKHOCTU
obecneyeHuns 6esonacHocTu Windows Server B pa3Hbix 06n1acTax. 3To obecnevymBaeT HafeXXHY0 3aLlnTy OT
OOMOJIHUTENbHBIX Yrpo3. PaclumpeHHasa MHoroypoBHeBas 3awwmuTta B Windows Server 2022 npefoCTaBAseT KOMIMIEKCHYHO
3almMTy, KOTOpas B HacTosLee BpemMs Heobxoanma cepeepam.

CepBep C 3alULLEHHBIM A4POM

CepTnduumpoBaHHoe cepBepHoe obopyaoBaHuMe C 3alMLLEeHHbIM A4POM OT napTHepa OEM obecnevusaeTt
OOMOJIHUTEJIBHYIO 3aLlMTy OT M30LWPEHHbIX aTak. 9TO MoMoraeT o6ecneynTb NOBbILEHHYO HaAeXXHOCTb npu paboTe
KPUTUYECKN Ba>XHbIMU JAaHHbLIMU B HEKOTOPbIX OTPAC/IAX, rAe Ba)KHa KOH(MUAeHUNabHOCTb AaHHbIX. CepBep C
3alMLLEHHbBIM S4POM UCMOJIb3yeT BO3MOXHOCTM 060pyf0BaHUA, BCTpoeHHoro MO 1 apanBepoB A5 BKIIOYEHNSA
paclumpeHHbIx hyHKumn 6e3onacHocTn Windows Server. MHorne n3 sTux (yHKUMA BOCTYMHbI Ha KoMrbloTepax Windows
C 3alUMLLEHHBIM SAPOM, @ Tenepb TakXXe AOCTYMHbI MPX NCMNOJIb30BaHMM CEPBEPHOro 060pyfO0BaHNSA C 3aLUULLEHHBIM
anpom n Windows Server 2022.

KopeHb foBepus o6opynoBaHus

3alMLLEHHbIE MUKPOCXEMbI KPUMTOMPOLLECCOPOB AOBEPEHHOr0 NiaThopMmeHHoro moayns 2.0 (TPM 2.0) obecneynBatoT
6e3onacHoe annapaTHoOe XpaHuanwe KOHMUAeHUaNbHbIX KPUATOrpadryecknx Kao4en n AaHHbIX, BKJIOYas
pe3ybTaTbl U3MEPEHU LEesIOCTHOCTN cucTeMbl. TPM 2.0 no3osiseT ybeanTbCa, 4YTO cepBep 3anyLleH C 4oNyCTUMbIM
KOAOM 1 MOXeT OblTb JOBEPEHHbIM MPY NOCAEAYIOLWEM BbIMOJIHEHUM KOAA. DTa BO3MOXKHOCTb Ha3blBa€TCA KOPHEM
nosepus 06opyfoBaHNA 1 UCMOJIb3YeTCS TaknMmU PyHKLMAMY, Kak WwndpoBaHue ancka BitLocker.

3awmTa BCTpoeHHoro MO

BcTpoeHHoe MO paboTaeT C BLICOKMMU NPUBUAEMMAMN N HaCTO HEBMAUMO A1 TPaAULMOHHbBIX aHTUBUPYCHbBIX PELUEHUN,
4YTO NPUBEJIO K YBEJINYEHUNIO KOSIMYECTBa aTakK C COOTBETCTBYIOLWMM HanpasiieHneM. CepeepHble nNpoLeccopsbl €
3alUMNLEHHBIM A4POM MOALEPKMBAKOT BO3MOXHOCTWN MU3MEPEHNSA U NPOBEPKN MPOLLECCOB 3arpy3Ku C NMOMOLLbIO
TexHosnornm DRTM 1 nsonsauum [ocTyna Apansepos K NaMsaTu C MOMOLLbIO TEXHOMOM MK 3awmTbl DMA.

Be3onacHocTb Ha 6a3e BupTyanusauum (VBS)

CepBepbl C 3alMLLEHHbIM S4POM NOAAEPXKMBAOT TEXHONOMMM 3aLllMThbl Ha OCHOBE BUpTyanunsauuu (VBS) n obecneyerHus
LIeJIOCTHOCTU KoAa Ha ocHoBe runepsusopa (HVCI). VBS ncnonb3yeT pyHKLMN annapaTHOW BUpTyanusaummn s
co34aHuna n nsonaunm 6esonacHor 061acTu NaMaTn OT 06bIYHOM ONEepPaLMOHHON CUCTEMBI, 3aLMLLas OT Lesoro Kiacca
YA3BMMOCTEN, NCMOJIb3yEMbIX B aTakaxX MalHWHra kpuntosanoTel. VBS Takxke rnossonseTt npumeHATb Credential Guard,
4TO6bI y4eTHble flaHHbIe 1 CEKPEThI M0JIb30BaTeNA XPaHUIUCL B BUPTYaJlbHOM KOHTENHepe, K KOTOPOMY OfnepaLnoHHas
cucTemMa He MOXKET MOoJIyHYUTb AOCTYN Hanpsamyio.
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HVCI ncnonb3yet VBS A58 3Ha4YNTENbHOIrO ycuiaeHns cobniogeHnsa noNTUKN LLenoCTHOCTN KoAa, BKJoYasa LeIoCTHOCTb
pexxuma fapa, KoTopas NpoBepseT BCe ApaliBepbl peXxuMa sapa 1 ABOUYHbIe alifibl B BUPTYyain3npoBaHHON cpeae
rnepeg nx 3anyckoMm, npefoTBpaLlas 3arpy3Ky HeNoANUCaHHbIX ApaBepoB NN CUCTEMHbIX PaiioB B CUCTEMHYIO
namsThb.

Be3onacHoe nogkno4yeHne

TpaHcnopTupoBKa: NpoTokoabl HTTPS n TLS 1.3 no ymonyaHuto BkatoveHbl B Windows Server 2022

Be3onacHble NoAKYeHNS ABASIOTCA OCHOBOW COBPEMEHHbIX B3aMMOCBSA3aHHbIX cucTeM. MNMpoTokon TLS 1.3 — 370
rnocnegHas sepcmsa Hanbonee nonynsapHon npouenypbl obecneyveHns 6eszonacHocTn B IHTepHETe, KOTOpas No3BoaseT
wundposBaTb AaHHble A5 obecnedyeHns 6e30nacHOro KaHana CBA3N Mexay ABYMS KOHEYHbIMM To4KaMu. NpoToKobI
HTTPS n TLS 1.3 Tenepb BKAOYEHbI N0 yMondaHuto B Windows Server 2022. OHM 3alUMLLaloT AaHHbIE KJIMEHTOB,
MOAKJ/TIOYAOLLNXCA K CepBepy. ITO MO3BOJISET 0TKa3aTbCA OT yCTapeBLUMX aJIrOPUTMOB LUMGPPOBAHNS N NMOBLICUTb
ypoBeHb 6e30nacHOCTU Mo cpaBHeEHUIO € Bonee cTapbiMyn BepcnsMu. Kpome Toro, 3T NPOTOKOJIbl MPefoCcTaBAAIOT
BO3MO>XHOCTb LUMPPOBaTb MakCMMalbHO BO3MOXXHOE KOJIMYECTBO NOATBEPXKAEHUN.

Be3zonacHbin knmeHT DNS: windgposaHmne 3anpocos paspelleHns DNS-nmeHun ¢ noMoLblo kameHTa DNS no npoTokony
HTTPS

KnneHT DNS B Windows Server 2022 Tenepb Noanep>XMBaeT ncnosb3oBaHne kaneHta DNS no npotokony HTTPS (DoH),
KoTopbIn WudpyeT 3anpockl DNS no npotokony HTTPS. 9To No3BosISIeT COXPaHATbL Ball TPaMK MaKCMMaslbHO
3aKpbITbIM, NpefoTBpaLlas nepexsaT N N3MeHeHne faHHbIX DNS.

MpoTokon SMB: wudpoBaHmne SMB AES-256 ons obecnevyeHnss MakcuMasnbHonm 6e3onacHoOCTur

Windows Server Tenepb nogaepxmeaeTt Habopbl wWngposaHns AES-256-GCM n AES-256-CCM gnsa wndgposaHua SMB.
Windows 6yaneT aBTOMaTM4YeCKM COr1acoBbIBaTb 3TOT 6osiee CN0XKHbIN MeTOoA WNHPOBAHMSA NPU NOAKYEHNN K APYTrOMYy
KOMMbIOTEpPY, KOTOPbLIN ero noaaepxnsaeT. Kpome Toro, 3ToT MeTOA MOXKHO caenaTb 06a3aTeslbHbIM C UCMO/Ib30BaHMEM
B rpynnoson nonntuke. Windows Server no-npe>xHemy nogaep>xmpaeT wmndpoBaHne AES-128 onsa obecneverHuns
COBMECTUMOCTU HUXHero ypoBHS. MNMpouecc AES-128-HMAC Tenepb Tak)Xe NnoBblLLIaeT NPOnU3BOANTENIbHOCTb
noAnMMCbIBaHUS.

MpoTokon SMB: aneMeHTbl yrnpaBseHns wnugpoaHnem SMB B HamnpaBseHWUN C BOCTOKA Ha 3anapg gas obMeHa gaHHbIMU
MeXAy BHYTPEHHUMU KlacTepamu

OTka3soycTon4meblie kKnacTtepbl Windows Server Tenepb NoaaepXmnBatoT FMMOKMUA KOHTPOSIb Hag LUMPPOBAHMEM U
noanncbiBaHneMm obmMeHa AaHHbIMY BHYTPY Y3108 415 06wwmx ToMoB kinacTepa (CSV) 1 ypoBHS WNHLI XpaHuauwa (SBL).
OTO O3Ha4aeT, YTO MPU NCMNOJIb30BaHNN JIOKasIbHbIX AMCKOBLIX MPOCTPAHCTB 1 Bbl MOXETE LWN(PoBaTb U NOANUCLIBATb
obMeH JaHHbIMKU B HanpaB/ieHMN C BOCTOKA Ha 3amaj B CaMOM KJlacTepe A5 NoBbieHnsa 6e30mnacHOCTU.

LLincppoBaHmne SMB Direct 1 RDMA

SMB Direct 1 RDMA npenocTaBnsiloT BbICOKYIO MPOMYCKHY CMOCOBHOCTb, CETEBYIO CTPYKTYPY C HU3KOW 3aep>KKON Asis
paboynx Harpysok, Taknx Kak JlokasbHble ANCKOBbIE MPOCTPAHCTBA, pPenauka xpaHunuia, Hyper-V, macwtabupyemsbiii
hannosbinn cepBep n SQL Server. dyHkumna SMB Direct B8 Windows Server 2022 Tenepb nogaep>XXuBaeT WngpoBaHue.
PaHble npu BktoYeHUN WwncpoBaHns SMB yHKLUA MPAMOro pasMeLlleHns JaHHbIX OTKJo4Yanacbk. 9To 6b110 caenaHo
HamepeHHo. OQHaKOo 3TO Cepbe3HO BAMANO0 Ha NPOMU3BOAUTESNIbHOCTb. Tenepb WnNdpoBaHne AaHHbIX BbIMNOJHAETCA 00
pa3MelleHuns, bnarogapsa Yemy MPOUCXOAUT OTHOCUTENIbHO HEDOJIbLLOE CHUXKXEHME MPOU3BOANTENBLHOCTY NpU
nobaBneHnn KOHOUAEHUMANBHOCTN NAaKeTOB, 3alMiaeMbiX C NoMollbio AES-128 n AES-256.

SMB no QUIC

Ncnonb3oBaHme npotokona SMB no QUIC no3sonseT o6HoBUTL SMB 3.1.1 B Windows Server 2022 Datacenter: Azure
Edition n nopaepxxmneaemblie knmeHTbl Windows s ncnonb3oBaHusa npotokosaa QUIC BmecTto TCP. Mcrnonb3ysa NpoToKonN
SMB no QUIC BmecTe ¢ TLS 1.3, nosib3oBaTenn 1 NpuaoXKeHnsa MoryT 6e3onacHo n HafeXHO NoJly4aTb AOCTYN K AaHHbIM
13 NorpaHnYHbIX GarfoBbiX cepBepoB, paboTatowmx B Azure. Monb30BaTensaM MOOUIIbHbLIX YCTPOWCTB U YAaJIeHHbIM
coTpynHukam b6osblue He Hy>xeH VPN ania gocTtyna K ceouM halnsioBbiM cepBepaM no npoTokoay SMB npu
ncronb3oBaHuM Windows.

mbpuaHbie BO3MOXKHOCTY Azure

Bbl MOXKeTe NOBbICUTb 3PPEKTUBHOCTL N TMOKOCTb B1arogapst BCTPOEHHbIM rMbpuaHbIM BO3MOXKHOCTAM B Windows
Server 2022, KOTOpble MO3BOJISAT PaCLINPATL LeHTpbl 06paboTky AaHHbIX B Azure ropa3fno yanobHee.

Cepepbl Windows ¢ nogaep>xkoun Azure Arc

Cepsepbl ¢ nogaep»xkon Azure Arc ¢ Windows Server 2022 nepeHoCAT JioKajibHble 1 MHOroob1ayHble cepepbl Windows B
Azure c nomoLLbto Azure Arc. OTOT npoLecc yrpasiaeHUs npegHa3HayYeH A4 COrflacOBaHHOMO yrpaBeHns
COBCTBEHHbIMY BUPTYaJibHbIMU MalnHaMn Azure. ECnm KoMnbioTep € rubpuaHon paboyern posbio, He OTHOCALMIACA K
Azure, nogknt4yeH K Azure, oH CTaAHOBUTCHA NOAKJIIOYEHHBIM KOMMbIOTEPOM N pacCMaTPUBAETCH Kak pecypc B Azure.
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