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MapuwpyTtusaTtop Cisco 2911
CISCO2911/K9

OnucaHune

B cTaHpQpPTHYIO KOMIMJIeKTauuio BxoauTt: 512Mb Dram namatu u 256Mb Compact Flash, 1 6510k nutanus AC

Ha paHHbIA TOBap BO3MO>KHa rapaHTua NAG-
NBD (Next Business Day), ycsnoBus u ueHy
YyTOYHANUTE Y MeHea Xepa

Cisco® ISR 2900 — cepusi MapLlpyTM3aTOPOB C MHTErpaunen cepencos, paspaboTaHHas Ha OCHOBaHUK 25-1eTHero
onbiTa Cisco B 06/1aCTV MHHOBALMIA 1 CO34aHNA NepenoBbiX pPelleHnn. ApXUTeKTypa HOBbIX NiaTdopM obecnevynsaeTt
noafep KKy crefyoLero 3Tana pa3sutus GuananosB opraHn3aunii, NepeHocs MyabTUMeAniHble CpeACTBa COBMECTHON
paboTbl 1 cpencTBa BUPTYyanM3aLnm Ha ypPoBeHb huanana v no3Bosas CyLeCTBEHHO COKPaTUTb OnepaLliOHHbIe
n3pepxku. MNnatdopmel Ha 6aze mapwpyTmnsatopos Cisco ISR BTOpOro nokoseHns No3BONAIOT peLlaTb HE TOJIbKO
CerofHsWHMe 3a[4a4u, HO 1 Te 3aJayu, KOTOpble BO3HUKHYT B ByAyLieM, MOCKOJIbKY B HUX NCMOJIb3YOTCA MHOrosiAepHble
rnpoueccopbl, MOAAEP>KUBAOTCA BbICOKOMPOU3BOANTESNbHbIE CUIHabHbIE Mpoueccopbl (DSP) ana pacwmnpeHuns
MepCrneKTUBHbIX BO3MOXXHOCTEN nepenayun BUAEO, NCMOJIb3YTCA MOLHbIE CEPBUCHbBIE MOAYJIN C MOBbLILUEHHON
OOCTYMHOCTbIO, cpeacTBa komMyTauum Gigabit Ethernet ¢ nonaep>xkon pacwimpeHHon cneundurkaumnm POE, a Takxe
HOBblE€ BO3MO>XHOCTW YMNpPaB/E€HNSA U MOHUTOPUHra noTpebneHns sHeprun. Kpome TOro, HOBbIM YHMBEpPCasbHbIN 06pas3
onepaumoHHom cnctemsbl Cisco IOS® n moaynb Services Ready Engine no3BonsioT pa3fennTb pa3BepTbiBaHMe
obopynoBaHMS N NporpaMmMHoro obecnevyeHus, TeM caMmbiM obecneynBas Ha4eXXHY0 TEXHOJIOMMYECKY0 OCHOBY,
CNocobHyto H6bICTPO afanNTUPOBATHLCA K MOCTOAHHO U3MEHSAIOLWMMCS TpeboBaHNAM K CETU.

B uenom mapuwpyTumsatopsl Cisco cepumn 2900 obecneymBatoT becnpeuefeHTHOE CHUXKEHWE COBOKYMHOM CTOUMOCTM
BnageHus (TCO) n BbiCOYaNLINA YPOBEHb TMOBKOCTM CETU, KOTOPble MOALAEPXKMUBAIOTCA UHTEIEKTYasIbHbIMU CPeaCcTBaMuU
VIHTerpaumm siyywmnx B oTpacam cpencTs obecnevyeHns 6e30nacHOCTN, CUCTEMbl YHUDULMPOBAHHbLIX KOMMYHUKaL WA,
TEeXHOJIOrn co3faHuns 6ecnpoBOAHbIX CETEN 1 NPUKIaLHbIX CEPBUCOB.

0O630p NpoaykTa

Cepus Cisco 2900 sBnisieTcs pasBUTMEM JlydLlen B CBOEM Kiacce cepum MapLupyTusaTtopos Cisco ¢ MHTerpaumen
cepsucos 2800 n cocTouT 13 YeTbipex mogenein: Cisco ISR 2901, 2911, 2921 n 2951 (cm. puc. 1).

Bce mapwpyTtusaTtopsbl Cisco ISR cepun 2900 noanep>XrBatoT BCTPOEHHblEe CpeAcTBa annapaTHOro yCKopeHus
WnpoBaHnNs, CNOThbl LNMOPOBbLIX CUrHasbHbIX Npoueccopos (DSP) ona obpaboTku rosoca n BUAEO, AOMNOJHUTENbHBIN
Me>XXCeTeBOW 3KpaH, CUCTEMY MPefoTBPaLLEHNS BTOPXKEHUN, cucTeMy 06paboTku BbI30BOB, CPEACTBa FOJIOCOBOW MOYThI U
CepBUChI MPUIoXKeHW. KpoMe Toro, nnaTghopMbl MOAAEPKNBAIOT LUMPOYANLLNA CMEKTP NPOBOAHbLIX 1 6eCNpOBOAHbLIX
MHTepdencos, Takmux Kak T1/EL, T3/E3, xDSL, MefiHbIN 1 ONTOBOJIOKOHHbIN GE.

OCHOBHbIe npevMmyLliectBea

MapwpyTunsaTopbl Cisco C MHTerpaumuein cepencoB BTOPoro nokoneHus (ISR G2) obecneynBaloT NpeBOCXOAHYHO
afanTUBHOCTb N MHTErpauuto ceprcoB. PaspaboTaHHas ¢ y4eToM TpeboBaHUM K MacluTabupyemMocTun, Moy IbHas
apxXuTeKkTypa 3TUX NaaTgopM No3BosISeT HapalmBaTb N afanTUPOBaTh NX BO3MOXXHOCTU B COOTBETCTBUM C pa3BUTUEM
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Ballen opraHmn3saumnn. busHec-npenmyulectsa MapwpyTumsaTtopoB Cisco ISR cepun 2900 nepeyncneHsl B Tabnmue 1.

Ta6nuua 1. OcHOBHbIEe NpeuMyLLecTBa MapwpyTtusaTtopoB Cisco ISR cepuu 2900

MpenmyulecTBo Onucanne
NHTerpauuns MapwpyTunsaTtopsbl Cisco ISR cepum 2900 obecneymBatoT NOBLILLIEHHYO MHTErpaunto
CepBuNCOB CepBUCOB Mepefaym roaoca, Buaeo, AaHHbIX, obecrneveHnsa 6eszonacHoCcTy,

6ecnpoBOAHON CBA3M N MOBMbHBLIX CEPBMUCOB, MO3BOAASA CYLLLECTBEHHO CHU3UTb
ornepaLnoHHbIE N3LEPXKKNA.

Cepsuchbl Mo 3anpocy B kaxaoM ISR G2 ncnonb3yeTcs eanHbI yHMBEpPCasbHbIn 0b6pa3 onepaLnoHHON
cnctemsbl Cisco IOS®. EQnHbIN nporpaMMHbIi 06pa3 coaepXnT Bce Habopbl hyHKLNINA
Cisco I0S, KoTopble akTUBMPYIOTCA MPU MOMOLLX MPOrpaMMHON INLLEH3NN. ITO
No3BOJISIET Ballel opraHm3aunm 6bICTPO pa3BepTbiBaTh paclUMPeHHbIe YHKLUK, He
3arpy>xasa HoBbll 06pa3 10S. [na noanep>XKn HOBbIX (YHKLIMOHAIbHbIX BO3SMOXHOCTEN
yBenn4eH obbemM naMsaTu B KOHUrypauum no yMosiHaHuio.

Moaynb Cisco Services Ready Engine (SRE) peann3syeT HOBYIO 3KCMJlyaTaLMOHHYIO
Mofesib, MO3BOJIAOLLYI0 CHU3UTb KanuTajbHble pacxofbl (CapEX) v BbIMOJHUTL
pa3BepTbiBaHME BCeX HEOOXOANMbIX CEPBUCOB MPUJIOXKEHUI Ha OAHOM
WHTErpnupoBaHHOM BbIYUCIUTESIbHOM MOoAyJe.

Bbicokas MapwpyTunsaTopsl Cisco ISR cepum 2900 MOryT pa3BepTbiBaTbCs B BbICOKOCKOPOCTHbIX
NpPoOn3BOANTENIbHOCTb cpenax WAN n obecneymBatoT COBOKYMHYH MPOMyCKHY CNocobHOCTb OAHOBPEMEHHO
VHTEer pupoBaHHbIX paboTatowmx cepBncos o 75 Méut/c.

cepBucoB MynbTurnrabntHas KOMMyTaLMOHHaA CTPYKTypa (MGF) obecnednBaeT BbICOKYHO

MPOMNYCKHYI CMOCOBHOCTb MEXMOAYIbHbLIX KaHanoB 6e3 yuiepba ons
NMPON3BOANTENBHOCTU CUCTEMbI MapLUPYyTU3aLUU.

ADanTUBHOCTb CeTun PaspaboTaHHasa ona ynosneTBopeHns busHec-noTpebHoCTEN 3aKa34ymMKoB, MOAYJibHas
apxuTekTypa MapwpyTunsaTtopos Cisco ISR cepun 2900 nogaep>XmMBaeT LNPOKUIA CAEKTP
NPON3BOANTENBHOCTU MOAYJIbHbIX MHTEP(ENCoB N CEPBNCOB, KOTOPbIE MOTYT
yCTaHaB/IMBaTbLCS MO Mepe N3MeHeHns noTpebHoCTel Ballen ceTu.

MopynbHble MHTepdenchl 061afatoT NOBbILLEHHOW NMPOMYCKHON CNOCOBHOCTLIO,
NoLALEepXNBAOT pa3/iMyHble BapuaHThl Nogkao4YeHns n obecneymsatot
O0TKa30yCTONYNBOCTb CETH.

JHepreTnyeckas

3 peKTUBHOCTb .
PP B apxutekTypy MapwpyTusaTtopos Cisco ISR cepum 2900 3an0XeHbl cnenyoLine

(hyHKLMN dHeprocbepexeHns:

MapupyTusaTtopsl Cisco ISR cepun 2900 obecneynBaloT UHTENNEKTYallbHOE yrpaBieHne
3/IeKTPONUTaHNEM U MO3BOJISET 3aKa34yMKy peryampoBaTb dHepronoTpebneHve moaynemn
B 3aBMCMMOCTW OT BPEMEHU CyTOK. B fanbHerwem nnaHupyeTca peaan3oBaTtb
nonnepxky TexHonoruu Cisco EnergyWise.
Mooy bHOCTb N MHTErpaLusa CepB1COB B paMKax eanHOnM NnaTgopMsl,
BbIMOJIHAOLLEN MHOXECTBO (PYHKLNA, ONTUMU3NPYET pacxon MaTepunasos npu
N3roToBneHun n notpebrieHne aHeprum B npoLiecce aKcrjyaTauum.
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'MBKOCTb NaTdOopPMbl N HEMPEPBLIBHOE Pa3BUTUE KaK MPOrpaMMHbIX, Tak U
annapaTHbIX BO3MOXXHOCTEN, MPOASIEBAET XU3HEHHbIN LUK NPOAYKTOB 1
COKpalllaeT BCe acreKTbl COBOKYMHOW CTOMMOCTW BAafeHNs, BKOYas
NCMNo/sIb30BaHe MaTepuasioB 1 aHepronoTpebneHue.

Kaxxpgas nnatopMa cHab>xeHa NCTOYHMKaMU NMUTaHns C BbiCOKMM KT/,

3awmTa nHBeCcTMLmn MapwpyTunsaTtopsl Cisco cepun 2900 obecneymBatoT MaKCUMabHYO 3almnTy
WHBECTULMIA, NOAOEPKNBAS:

BO3MO>XHOCTb MOBTOPHOIO MCMOJ/Ib30BaHNSA 0BLLIMPHOro CNeKTpa CyLeCTBYIOLWMX
Mogynen, nogaepXmnBaembix MapwpyTmsatopamm Cisco ISR npeabigyLiero nokoseHuns,
obecne4ymnsaeT cHMXKeHue TCO.

LLnpoknin Habop nporpammHbix dyHkumi Cisco 10S, nepeHeceHHbIx ¢ naaTdopmbl Cisco
ISR npenblaywero noKoaeHns N BHeAPEHHbIX B €4UNHbIA MPorpamMMHbI obpas.
'mbkocTb, obecneymBatoLlyo pa3BUTUE BO3SMOXKHOCTEN NiaTdopMbl MO Mepe pocTa
noTpebHocTen KoMNaHnn

ApXuTeKTypa U MOAYJIbHOCTb

MapwpyTunsaTtopsbl Cisco ISR cepun 2900 CKOHCTPYMPOBaHbI 4151 yA0BETBOPeHUs TpeboBaHU COBPEMEHHbIX
MPUNOXKEHU ANa puananoB, a T’MOBKOCTb UX apXUTEKTYpPbI N03BoOAsSET obecneynTb NoALEPKKY MPUSIOXKEHUI, KOTOPbIE
noseATcsA B 6yayweM. MooynbHaa apxuTekTypa co3faHa AJisi NOALEPKKM pacTyLmMx TpeboBaHW K MPONyCKHOM
cnocobHocTn, TDM-coeanHEHN N MOJIHOCTbIO MHTErPUPOBAHHOIO pacnpefesieHns CUCTEM NMUTaHUA MOLYJeN,
noALEeP>KMBAOLWMNX EKTPONUTaAHNE BHELLHUX YCTPOMCTB no ctaHaapTam 802.3af Power over Ethernet (PoE) n Cisco
Enhanced PoE (ePoE). B Tabnuvue 2 nepeynciieHbl NpenmMyLLecTBa 1 BO3MOXKHOCTY apXUTEKTYpbl MapLlipyTusaTopos Cisco
ISR cepuun 2900.

Tabnuua 2. PYHKUUOHAJIbHbIE BO3MOXXHOCTU M NPEUMYLLECTBA apXUTEKTYpPbl

®YHKUMOHabHbIE BO3MOXXHOCTY | MpeumyLiecTea
APXUTEKTYPSI

MoaynbHas nnatdopma MapwpyTmnsaTopsbl Cisco ISR cepumn 2900 sBASOTCSA NNAaTHOPMON C BbICOKON
CTeneHbio MOAYJIbHOCTU, B KOTOPOW NMpeayCMOTPEHO MHOXECTBO C/I0TOB A5
YCTaHOBKU UHTEP(ENCHbIX MOAYJIen U CPpeACcTBa pa3BepThiBaHUA CEPBUCOB,
yOOBNETBOPAOLME pa3nnyiHbiM TpeboBaHUAM K CeTSM (PUINANIOB.
MapwpyTursaTopsbl ISR XxapakTepn3syoTca caMbiM LLUMPOKMM B OTpacn
CNEeKTPOM MHTepPdENCHbIX MOAYyNeN 015 NOAKIIIOYEHNS K JIOKaJIbHbIM U
rno6anbHbIM CETAM, YTO MO3BOJISIET BbIMOJIHATL OMEPaTUBHYIO
MOLepHU3aLnio NIaTopPMbl A1 NCNOJSIb30BaHNSA NepPCneKTUBHbIX
TexHonorum 6e3 3aMmeHbl BCe MNAaThopMbl.

Mpoueccopsl MapuwpyTmnsaTtopsbl Cisco ISR cepnm 2900 ocHaLLeHbI
BbICOKOMPOM3BOANTENIbHBIMUA MHOMOAAEPHBIMY NpoLLeccopamu,
MO3BOJIAOLWMMN BbINOSHUTL pacTyLwime TpeboBaHMs K ceTaMm pUnanos,
BKJIOYas BbICOKYHO MPOMYCKHY cNocobHOCTb nogkatodeHns Kk WAN un
BO3MO>XHOCTb OHOBPEMEHHOM paboTbl MHOXKECTBa CEPBMCOB.

BcTpoeHHble cpeAcTBa BcTpoeHHble cpeficTBa anmnapaTHOrO YCKOpPeHUs WnugpoBaHus bbian
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annapaTHOro yCKopeHus
wncpoBaHua ana IPSec/SSL VPN

MynbTurnrabmutHas
KOMMYTaLMOHHas CTPYKTypa
(MGF)

CTpykTypa KomMmyTauuu TDM-
KaHanos

BcTpoeHHble nopThl Gigabit
Ethernet

NHHOBaLMOHHbIE CpencTBa
KOHCOJIbHOro goctyna rno USB

LononHNTEeNbHbIN
VHTErpupoBaHHbIA NCTOYHUK
MATaHUA 3N1EKTPONUTAHMS MO
ctaHzapTy PoE, a Takxe
YHUBEpPCabHbIA 610K NMUTaHUA
MOCTOSIHHOI O TOKa

JonoNHUTENIbHbIN BHELLHUI
pesepBHbI 610K NuTaHnsa (RPS)
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yCOBEPLLEHCTBOBaHbI A1 MOBbILEHNSA MaclTabupyemocTun. B coveTaHnm ¢
nononHuTensHon nuueHsnen Cisco |I0S Security oHn no3sonsoT obecneynTb
6e30MacHOCTb NOAKJIYEHMS K rnobanbHOM ceTu 1 pa3BepHyTb cepBuchl VPN
(yckopeHue wngpoBaHna peannsoBaHo Kak ong IPSec, Tak n SSL).
BcTpoeHHoe obopynoBaHme WPOBaHMS 3aMeHSeT N MPeBOCXOANT Mo
MpPoV3BOANTENIbHOCTN MOoAy /I AIM npeabiAyLLero NoKoJIeHNS.

B mapwpyTtmnsaTtopax Cisco ISR cepum 2900 BnepBbie peann3oBaHa
MHHOBALMOHHAs MybTUrMrabuTHaa KOMMyTaLMOHHasa cTpykTypa (MGF),
obecneymBatowas apHEKTMBHLIN OOMEH AaHHLIMU MEXOY MOAYAAMU U
HernocpeaCcTBEHHOE B3auMOAeNCTBME CEPBUCOB MEXAY MOAYSAMU Mpu
O0OHOBPEMEHHOM CHUXXEHUN Harpyskm Ha NpoLLeccop MapLupyTmusaTopa.

CepBUCbI CUCTEMbI YHUDULNPOBAHHBIX KOMMYHUKALWA B punnane MoryT
ObITb CYLLECTBEHHO pacLUMpPEHbl MPU UCMOJIb30BaHNN B apXUTEKType
CUCTEeMbl CTPYKTYPbl KOMMyTauum TDM-KaHanoB, 4TO NO3BOASET YBENYUTb
eMKOCTb KaHanoB DS-0.

Bce BcTpoeHHble nopTbl WAN ABASAIOTCA MapLUpyTU3NPyEeMbIMU NOpPTaMu
10/100/1000 Gigabit Ethernet WAN.

OaunH n3 Tpex noptoB 10/100/1000 Ethernet WAN B mogensx Cisco 2921 un
2951 obopynoBaH noptoM SFP BMecTo nopTa RJ-45 ons noakaoyeHus K
nnHun BOJIC.

NHHOBaLMOHHBI KOHCONbHBIN USB-nopT obecne4yrBaeT BO3MOXXHOCTb
MOAKJ/YEHNA AN YNpPaBAeHNsA C YyCTPONCTB, B KOHCTPYKLMN KOTOPbIX HET
nocsiefoBaTesIbHbIX MOPTOB, HarNnpuMep, COBPEMEHHbIX HOYTOYKOB.

Tak>xe AOCTYMHbl 06bIYHbIA KOHCOJMIbHbLIA MOPT 1 NopT AUX.

BO3MO>XXHOCTb MOAEPHMU3ALNUM BHYTPEHHEr0 UCTOYHUKA NMUTaHUSA n
obecnevyeHnss NMUTaHNSA OOMNOJHUTENbHbBIX BCTPOEHHbIX MOAYJ1IEN KOMMYyTaLumn
(B cooTBeTCTBUM CO cO cTaHAapTom 802.3af POE n ctaHOapTHbIMUK
cneundrkaymsamMm BHyTpeHHero nutaHusa Cisco).

B 6ynywem ans monenen Cisco 2911, 2921 n 2951 6yneTt noctyneH
OOMONHUTENbHbIA BT NOCTOAHHOrO TOKa, 4TO PacLUMPUT BO3MOXHOCTU
pa3BepTbIBAHUSA B LLIeHTPasibHbIX 0prCax U MPOMbILLIIEHHbIX Cpeax.

Ons mapwpyTtmsaTtopos Cisco 2911, 2921 n 2951 npeaycMmoTpeHa
BO3MO>XHOCTb pe3epBUPOBaHNSA CUCTEMbI MNTAHNSA C MOMOLLbIO BHELLHEro
ycTponrcTBa RPS, 4T0O NO3BONSET COKPATUTL BpeMs NPOCTOSA CETU U
3aWnNTUTL ceTb 0T cboeB, Bbi3BaHHbIX NepebosmMuM B 3N1eKTponmMTaHnUN.
Pe3zepBupoBaHme nutaHna mappyTtmnsatopos Cisco cepum 2900
peannsyeTcs Npu MOMOLLN CUCTeMbl pe3epBupoBaHmsa nutaHmsa Cisco RPS
2300. PeweHwne Cisco RPS 2300 MO>XHO MCMOAb30BaTb A1 pe3epBUPOBaHUSA
NnUTaHNA Kak MmaplpyTtusaTtopos Cisco ISR cepun 2900, Tak 1 KOMMYTaTOPOB
Cisco Catalyst®.

Ons ncnonb3sosaHusa Cisco RPS 2300 Heobxoamm BHewHnn agantep RPS
(LOMONMHUTENBHbIN 371IeMeHT KoOH(MUrypauum) ons NnoAK04YeHns nnaThopMbl
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K BHewHeMy ycTponcTtsy RPS.

YcuneHue PoE Mpu NnooktoYeHUN K BHeLWHeMy ycTponcTey RPS maplpyTtusatopsl Cisco
2911, 2921 1 2951 MoryT BMeCTO pexxuMa pe3epBrmpoBaHus
(MYHKLMOHMPOBATbL B pexume ycusieHus PoE. MNpn 3ToOM MOLLHOCTb NUTaHUA
naaThopMbl yABanMBaeTCs, YTO No3BosseT obecrneynTb aHeprocHabxeHne
[OMNOJIHUTESIbHbIX MOPTOB POE.

'mbKoCTb pa3BepThbiBaHUS Mogenu Cisco 2911 n 2951 pa3paboTaHbl ans cpen NEBS.

FnybunHa mopenn 2911 coctasnseT 12 gonmos. iMeeTcs BO3MOXXHOCTb
CHabANTb YCTPONCTBO BEHTUJISILLMOHHBLIM (PUALTPOM, YTO MO3BOJISIET
pa3BepTbiBaTb €ro B pas/inyHbix cpenax. Cbopka ¢ hpoHTasbHbIM 3abopom
BO3/4yXa U BbIBPOCOM Yepe3 TblIbHYI0 YacTb AOCTYMHa TakXXe W ons 23-
OIONMOBBIX CTOEK.

BO3MO>XHOCTU U npevMmyuiectBa MOAYJIbHOCTHU

MopaynbHas apxuTekTypa MapwipyTusaTopoB Cisco cepun 2900 (cm. Tabnuyy 3) obecneymBaeT HafeXHY0 3alnUTy
MHBECTULNI 3aKa34nKoB. BONbLWMHCTBO Moy e, Co3aHHbIX A8 MapwpyTur3aTopos Cisco npeablayLmnx noKoAeHUn,
Taknx Kak cepua 2800, nogaepxmsatoTca MmapipyTtusatopamum Cisco cepum 2900. Kpome Toro, aTm Mogyam mMoryTt
MCMOoJIb30BaTbCA B APYyrux MapwpyTtusatopax Cisco, 4To obecrneymBaeT MakCUMasbHYO 3alUTy MHBeCTULUNA. K
rnpenmMyLecTBaM TUMOBbIX MHTEPMENCHBLIX KapT MO BCEN CETU OTHOCATCSH 3HAYNTENbHOE CHUXKEHNE CJIOXKHOCTH
yrnpas/iieHns pecypcamu, yrnpoLleHne 3anycka KpynHbiX ceTen n yHndrkaumm KoHpurypaumin duananos pasHbix
pa3mepos.

MonHbIN CANCOK MOAyen, Nogaep)xmpaemMblx MapLpyTusatTopamm Cisco cepun 2900, Bkntodas moaynm SFP, npuseneH
Ha web-web-cTpaHuLe.

Ta6nuua 3. MoayNbHOCTbL — (PYHKLMOHANIbHbIE BO3MOXKHOCTHU U NMPeuMyLLecTBa

Monaynn MpenmyuwiecTsa

CepBucHble moaynu Cisco (SM) Kaxxabll CNOT AN CEPBUCHbLIX Moaynen obnagaeT BbICOKON MPOMYCKHOMN
CNoCcOoBHOCTLIO Nepefayn AaHHbIX

CyMMapHo o 4 Néut/c B HanpaBJieHUX NpoLeccopa MapLipyTmusaTopa
CyMMapHO o 2 ['6uT/c B HanpaBieHUN Apyrux moaynen B pamkax MGF

CnoTbl CepBUCHbLIX Moaynen (SM) BecbMa aflanTUBHbI U NOAAEPXKUBAIOT
cABoeHHble moaynn (SM-D), KoTopble ABAAIOTCA CEPBUCHBIMU MOJYIAMU,
paccyuTaHHbIMKU Ha ABa cioTa. Monynu SM-D obecneymBaloT Mogenam
Cisco 2921 n 2951 rnbkocCTb B MCNONb30BaHUK Moaynen 6onbLuen
MPON3BOANTENIBHOCTH.

CnoTbl CEPBUCHLIX MOAYJIEN MPULLIIA Ha 3aMeHyY CJloTaM AJ1 CeTeBbIX
Moaynen n caioTaM MoayJiein paclunmpeHnsa Aas rosioCoBom un
dakcummnnbHom ceAsn (EVM). 3Tu cnoTbl NpUCYTCTBYIOT B
MapuwpyTusaTopax Cisco ISR 2911, 2921 n 2951.

AnanTep Ona ycTaHOBKM Moaynen obecrneynsaeT obpaTHyO
COBMECTUMOCTb C CYLLEeCTBYOLWMUMN CETEBLIMU MOLY MU,
pacwmpeHHbIMN ceTeBbiMM Moaynsamu (NME) n EVM.

- -
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NHTepgencHasa kapTa Cisco
Enhanced High Speed WAN (EHWIC)

BHYTpPEHHUI CEPBUCHLIA MOAY b
Cisco (ISM)

CnoTbl 4N MmoAayns UMpoBoro
CUrHanbHoro npoueccopa (DSP)
Cisco nns 06paboTKM ron0CcoBbIX
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CNI0Tbl CEPBUCHBIX MOAYJ1IEN MOAOEPKUBAIOT BABOE DOJIbLUYIO MOLLHOCTb
NMUTaHUA B CPaBHEHUWN CO CJIOTaMU CETEBbIX MOAYJIei, MO3BOAS
yCTaHaBAMBaTb 6osiee coBpeMeHHble Moaynu ¢ 6onee BbICOKOMN
NPOnN3BOAUNTENIBHOCTBIO.

MnTaHneM CNoTOB CEPBUCHBLIX MOLYJIEN MOXHO YNpaB/sATb NPU MOMOLLN
pacwupeHni, cxogHoelx ¢ Cisco EnergyWise, 4To nossonseTt
OpraHn3aunsam CoOKpaTUTb N3LEPXKKU Ha 3N1eKTponoTpebneHre ceTeBom
nHGpacTpykTypsbl. MonHoueHHaa nogaep>xka EnergyWise 6ynet
[OCTynHa B ByayLmx obHOBNEHNAX MPOrpaMMHOro obecneyeHuns.

CnoTt gna EHWIC ncnonb3yeTcs BMECTO CJ1I0Ta BbICOKOCKOPOCTHON
nHTepgerncHon KapTel HWIC n MoXXeT nogaepXnBaTb MCXOAHbLIA PEXNM
HWIC, nutepdencHblie kaptol WAN (WIC), nHTepdencHblie KapTbl 415
nepenayun ronoca (VIC) n kKoMbuHMpoBaHHbIE MHTEpPdENCHbIE KapThbl
(VWIC).

YeTblpe nHTerpupoBaHHbix csiota EHWIC B mapwpyTnusatopax Mmogensx
Cisco 2901, 2911, 2921 n 2951 obecneymBatoT 6onbLUy0 rMOKOCTb
hopMNPOBaAHUA KOHUTYpaLUN.

Kaxabin cnot gna HWIC obnafaeT BbICOKOM MPOMYCKHOM CNOCOBHOCTLIO
nepenayv OaHHbIX:

CyMmMapHo o 1,6 N6uT/c B HanpaBsieHMN NpoLeccopa MapLpyTm3aTopa
CyMMapHo o 2 F'éut/c B HanpaBaeHUn Apyrmux monynen B pamkax MGF

Mpwn ncnonb3o0BaHNM COABOEHHbLIX MOAYEN 3aHMMAKOTCA ABa C/oTa 4SS
EHWIC. onyckaeTca 04HOBPEMEHHOE NUCMOJIb30BaHMeE 00 ABYX
COBOEHHbIX mogynen HWIC (HWIC-D).

OauvH cnoT ansa ISM obecne4ynBaeT BO3MOXKHOCTb YCTaHOBKM
WHTeNNIeKTyaslbHbIX MOAYe BO BHYTPEHHWI C/IOT LWacCu.
Kaxkabih cnoT ISM obnagaeT BbICOKOW MPOMYCKHOM CNOCOBHOCThLIO
nepenayun gaHHbIX:

CyMMapHo [0 4 [61T/c B HanpaBieHnn Npoueccopa MapLupyTmusaTopa
CyMmMapHo fo 2 ['buT/c B HanpasfiieHUn Apyrnx moaynen B pamkax MGF

ISM 3ameHseT cnoT AIM, cywecTtsyowme mogynu AIM cnotom ISM He
noanepXXunBatTcs.

MuTaHne Ha cnoTax ISM ynpasnseTcsa pacwmpeHnaMmmn, cxogHbiMu ¢ Cisco
EnergyWise, 4T0 no3BonseT opraHM3aLnsaM COKpaTUTb U3OEPXKKM Ha
anekTponoTpebneHne ceTeBon MHPPACTPYKTYpPbl. NoSHOLEHHas
nogaep>xka EnergyWise 6ynet goctynHa B 6yayLumnx obHOBAEHUAX
nporpamMmMHoro obecrne4yeHums.

CnoTbl gnsa monynen PVDM3 nognep>xkusatoT moaynu PVDM3,
obecneynBas MoBbILLEHHYIO MJIOTHOCTbL NepefaYyn ayamno- n
BunoeoTpauka.

Kaxabin cnot ang PVDM3 coenMHEH € CUCTEMHON apXUTEKTYPOn 2-
rmrabuTHbIM coegMHEHNEM, peasin3oBaHHbIM B paMkax MGF.

3awmTa nHBecTUumMin B Mmoaynn PVDM2 ocyLuecTBAseTCS Npu NoMoLLm
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afjanTepa AN yCTaHOBKM MoAgyneu.

MnTaHne Ha cnoTax ang PVDM ynpasnaeTca pacllMpeHnaMu, CXO04HbIMU C
Cisco EnergyWise, 4T0 no3Bo/iseT OpraHn3aLUnsaM COKpaTUTb N3LEPIKKN
Ha 3s1ekTponoTpebneHne ceTeBOr NHPPACTPYKTYpPbI. [oNHOLLEeHHas
nopnpepxka EnergyWise 6yneT noctynHa B 6yayLmnx obHOBIEHNAX
nporpamMmmMHoro obecrevyeHus.

Cnotbl Compact Flash B KOHCTPYKLMN MapLUpyTN3aTOPOB C MHTerpaumen cepsmncos Cisco cepumn
2900 npepycMmoTpeHbl ABa BHelWwHMX cnota Compact Flash. Kaxkgbin cnot
NnoALEepPXNBAET BbICOKOCKOPOCTHbIE HOCUTENN eMKOCTbLIO 0 4 [6aiT.

MopTel USB 2.0 MNononepXneaeTcs ABa BbICOKOCKOPOCTHbLIX nopTa USB 2.0. MNMopTkl USB
obecrneynBaloT BO3IMOXHOCTb NUCMOJIb30BaHNSA aJlbTEPHAaTMBHbLIX TOKEHOB
6e30MacHOCTN 1 YCTPONCTB XPaHEHUS AaHHbIX.

MporpammHoe ob6ecneueHue Cisco 10S

MHHOBaLMOHHbIE BO3MOXXHOCTMN MapLUpPyTM3aTOPOB C MHTerpaumnen cepsuncos Cisco cepum 2900 ocHOBaHbl Ha Ny4llen B
oTpacan cneymann3lvpoBaHHoM onepaumnoHHon cucteme Cisco |0S. PaspaboTaHHble 015 LUMPOKOro pa3BepThiBaHWS B
CaMbIX OTBETCTBEHHbIX CEFMEHTaX KOPNOpPaTMBHbLIX CETEN, ceTen obLLero Nosib30BaHNsA U CETEN ONMepaTopoOB CBA3MN,
MapuwpyTmnsaTopsbl ISR G2 paboTatoT noa ynpasneHuem MO Cisco |0S Bepcuin 15M n 15T. B HacTosLee BpemMsa OOCTyMNHa
Bepcus 15.0(1)M, obecneymBatoLLan NoOAAEPIKKY LUMPOKOrO cnekTpa TexHonorui Cisco, B TOM YUCAE HOBbIX (PYHKLNIA 1
CBOWCTB, NOABUBLLUNXCA B Bepcusax 12.4 n 12.4T. Noasusnecs B sepcum 15.0(1)M nHHoBaL MM OXBaTbIBalOT MHOXKECTBO
TexHosIornyecknx obnacrem Taknx, kKak nHopMaLmnoHHasa 6e30MacHOCTb, rosIocoBas CBA3b, obecrnevyeHne BbICOKON
[OCTynHoCcTH, IP- MmapwpyTunsauusa, rpynnosas agpecauns, obecneveHme kayectsa obcnyxumaHusa (QoS), MobunbHoOCTb
IP-appecoB, nogaep>xxka TexHonornm MPLS, VPN n BCTpoeHHble CpeACcTBa yrnpaBaeHus.

JinuensuposaHue u komnoHoska MO Cisco 10S

EnvHbil nporpamMmmHbin obpa3s Cisco 10S cogepxuT Bce yHKUMM |0S, peann3oBaHHble Ha AaHHbIX NaaTdopMax. Ons
paclmpeHns MYHKLNOHAIbHOCTU MapLupyTn3aTopa AOCTaTOYHO aKTMBMPOBATb MPOrPaMMHYI0 JIMLEH3UIO 015
yHUBepcanbHoro obpasa. B npeabiaywiemM NoKoaeHNN MapLIpyTU3aTOPOB AOCTYyMNa n3MeHeHne Habopa hyHKLNI
TpeboBaso 3arpy3ku HOBOro NporpaMMHOro obpasa. TexHoNornyeckmne KOMMNOHOBKY N (PyHKLMOHabHbIE JIULEH3UN,
rnoafep>XXnuBaemble MHPPACTPYKTYPON NLLEH3MPOBAHUA UCMOJIb30BaHNA NporpamMmmHoro obecneveHuns Cisco, ynpoLiatoT
nocTaBky MO 1 CHMUXXAIOT OMepaLMoHHbIE PacxoAbl Ha Pa3BepTbiBaHME HOBbIX (DYHKLNNA.

Ons mapwpyTtusaTtopos Cisco ISR cepumn 2900 OOCTYyMNHbI YeTbipe OCHOBHbIE TEXHOJIOTMYeCcKme nuueHsun. Mpouenypa
aKTUBaLMM NporpaMMHbIX nmueHsum Cisco onncaHa Ha web-cTpaHuue //www.cisco.com/go/sa. K ynoMsiHyTbIM BbllLe
YyeTblpeM NIMLEH3UAM OTHOCATCS:

IP Base (6a30Bble MexaHN3Mbl PYHKLMOHUPOBaHNSA IP-ceT1): AaHHbIN TEXHOJIOTMYECKUN MaKeT yCTaHaBAMBAETCA Mo
YMOJTHaHUIO.

Data (nepepnaya naHHbIX)

Unified Communications (cuctemMa yHUpnUMpoBaHHbIX KOMMYHWKaLLNNA)

CpencTBa obecnevyeHns nHhopmaLmoHHom 6esonacHocTu (SEC) nnn cpenctea obecnevyeHns NHHOPMaLIMOHHON
6e3onacHocTy 6e3 WwnppoBaHNsa NnepefaBaeMbiX AaHHbIX (SEC-NPE)

Ona nonyyvyeHnsa 4ONoSHUTENbHOW Ny NoApobHON NHGopMaLUKM 0 NnLeH3npoBaHum n komnnekTaumm MO Cisco 10S pnsa
MapLpyTusaTopos Cisco ISR cepuun 2900 noceTuTe web-canT //www.cisco.com/go/2900

OCHOBHble cepBuUchbl ans cunuanos

MapLpyTunsaTtopsl Cisco ISR ABnAOTCA AyyLLMMK B OTPac/an MapLupyTusaTopamu, obecneymsatowmumm becnperiefeHTHbIN
YPOBEHb MHTEerpaLumn cepsncos. PaspaboTaHHble 415 yAOBAETBOPeHUs NoTpebHocTen huananos, AaHHbIE NAaTHOPMbI
NMO3BONSAOT CO34aTb MOJIHOLLEHHOE peLleHne, NoAAepKMBatOLLEee CEPBUCHI FO/IOCOBOW CBA3W, Nepenayn BUAEO,
6e30MacHOCTN, MOBMILHOCTU 1N CEPBUCOB NPUIOXKEHNA. OpraHn3aLnum MoryT pa3BepHYTb OJHO YCTPOWCTBO 4SS pelleHuns
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BCEX KOMMYHUKALMOHHbIX 3a[la4y M COKOHOMUTb KakK Ha KanuTajlbHbIX, Tak U Ha ONepauMoHHbIX pacxodax.
CepBUCHI CUCTEMbI YHU(PULUPOBAHHBIX KOMMYHUKALUA, COBMECTHOW paGoThbl U LUJIIO3a FOJIOCOBOW CBA3MU

MapuwpyTusaTopsl C uHTerpaumein cepsucos Cisco cepum 2900 npenctaBnsaoT cobon OCHOBY AN1 CO34aHNSA CUCTEMbI
COBMeCTHOW paboTbl B MaJoM nan cpegHeM guanane, BbIMOTHAA POJb KPUTUYECKN BaXXHOI0 KOMMOHEHTa apXUTEKTYpbI
Cisco ona nepepayv Buaeo (MennaceTb) M KOPropaTUBHON CUCTEMBI YHUMDULIMPOBaAHHBLIX KOMMYHUKaUWA. BCTpoeHHble
CepBUCHI Mepefayu rosoca u WNPOKUIA CrNekTp nHTepdencos TenedoHnn mappyTtusatopos Cisco ISR cepun 2900
obecrneymnBaloT MaKCMMalbHYI0 r’MOKOCTb MpY pa3BepThbiBaHUM B pacnpenesneHHbix cpefax. PyHKLUMOHNPOBaHME CUCTEMBI
YHUMULMPOBAHHbBIX KOMMYHMKaLUM obecrneynBaeTcsa 3a cHeT NOALAEPXKKN MHADPACTPYKTYpbl 06paboTKn MynbTuMenmna n
CpefCTB CUrHaAn3auunm, BKJIOYaAOLWMX MHOXXECTBO NPOTOKOJI0B, CPeACTBa nNepefadyn MynbTumMenma, cpeicTsa 3awmThbl
CUTrHann3aumm v nepefaBaeMbiX AaHHbIX, CPeACTBa TPAHCKOAMPOBaHUSA, KOH(epeHL-CBA3M 1 obecneyeHns KavyecTBa
obcnyxumnaHusa (QoS). Kpome Toro, MmapwpyTtusaTtopbl CisCo C MHTerpaunern CepBncoB NoAAEPKMBAT MHOXKECTBO
MHTEP(encoB LLJII030B MOJIOCOBOM CBA3W, @ TaKXKe LUMPOKNA CNEeKTP NPOTOKOI0B CUMHAIN3aLUN N PU3NYECKUX CeTEBbIX
MHTEepPhencos.

MapuwpyTunsaTtopsbl Cisco cepun 2900 noaLep>KMBaOT NMPaKTUYECKM BCE CYLLECTBYOLWME 1 pa3BMBalOLLLNECSH CEPBUCHI
rnepenayn BUAEO, a Tak)Xe CpeAcTBa MaclTabupoBaHus ons nogaepxku coselaHnin Cisco TelePresence®, obecneyeHuns
MHopPMauMoHHOM 6e30nacHOCTM 1 ynpaBieHusa ceaHcamu. Pewenune Cisco Unified Border Element pacwupsieT
BO3MOXXHOCTW CBA3U TelePresence Ass NpoBeAeHNS COBELLAHNI C y4acTUeM COTPYAHMKOB pas/iMyHbIX opraHmn3saumin. B
MapuwpyTusaTopax Cisco cepumn 2900 peannsoBaHa NoAAep>KKa HOBOro MOAY S LNGPOBOro CUrHasIbHOro npoLeccopa
(DSP) Cisco onst 06paboTKKM roa10CoBbIX MAaKeTOB BbICOKOW MI0THOCTU (PVDM3), KoTopbI 6bi1 cneymanbHO co3faH ans
NnoALEP>KKW FOJI0OCOBOM U BUAEOCBA3U. HoBble Mmooy PVDM3 nopaepxunsatoT BCe OYHKLMN LLKO3a@ FOJIOCOBON CBA3M,
npucyTcTBoBaBLWMe B PVDM npenblayLLUnX NOKOEHUI, 1 06/1afatoT MOBbILLEHHON MJOTHOCTLIO U BbIYUCIUTENIbHON
MOLLHOCTbIO ANS YA0BJIeTBOPEHNS TPeboBaHU NOABASIOWMNXCS MybTUMEAUAHbBIX NPUIOXKEHUIA. B 3aBUCMMOCTN OT
nnatgopmbl MapLpyTusaTopsl Cisco cepum 2900 nogaepxmBatoT 2 UAK 3 BCTPOEHHbIX c/loTa Ans moaynen PVDM3.

Mpuno>xeHue Cisco Unified Communications Manager Express u cpepcTBa obecneyeHusa oTKasoyCTOM4UBOCTHU
Cisco SRST

MapupyTursaTopbl C nHTerpaumen cepsmcos Cisco NnpefoCcTaBNAOT AONOJIHUTE/bHbIE CEPBUCHI CUCTEMBI
YHUPULMPOBAHHBIX KOMMYHUKALMI, peann3oBaHHble B onepaunoHHon cncteme Cisco |0S, 4To no3BossieT yMeHbLWNTb
konn4ecTBo T-060pynoBaHNS N CHU3NTb COBOKYIMHYIO CTOMMOCTb BnageHus dununanom (TCO). MpunoxxeHune Cisco
Unified Communications Manager Express (CME) npenocTaBiseT WUpokuin Habop dyHKLNI oucHon IP-ATC,
WHTErpupoBaHHbIX B MapLUpyTU3aTop A8 MasbiX U cpegHunx unnmnanos. Cpeactsa obecnevyeHns 0TKa3oyCcToONYNBOCTM
Cisco Survivable Remote Site Telephony (SRST) Takxxe BcTpoeHbl B 10 Cisco I0S n ABNAOTCA AOMNOAHUTENbHbIM
KOMMOHEHTOM A1 MapLupyTusaTopoB Cisco cepum 2900, KoTopbli No3BonseT obecneynTs 6ecnpepbiBHOE
rnpepocTaBsieHNne COTPYyAHMKaM huanana cepBnucoB N PYHKLUI TenedoHUN faxke B Tex CJlydasx, Korga cBs3b C
ueHTpanbHon ATC Cisco Unified Communications Manager HapylwweHa. HTerpnpoBaHHOe peLleHne ans peaansaumm
CUCTEMbI F0JIOCOBOW MOYThI, (PYHKLINIA aBTOMaTUYECKOro cekpeTapsa U CUCTEMbl MIHTEPaKTMBHOMO FOJIOCOBOr0 MEHIO Ha
6a3e Cisco Unity® Express B paMkax MappyTumnsatopo Cisco cepum 2900 no3BosseT NpefoCcTaBUTb NOJIHbIA CAEKTP
CEepBUCOB CUCTEMbI YHUDULMPOBAHHBLIX KOMMYHUKaLMWA B paMKax puanana, o4HOBPEMEHHO MOAAEPKNBaAsA NyYLUYIO B
oTpacan cuctemy 6e30nacHOCTM B paMKax eanHOonN naaTdopmbl.

CepBuchl npuso>xeHun VoiceXML

Tak>xe MmapwpyTusatopsl Cisco cepun 2900 nognepxmsatoT cepBuckl Ha 6ase VoiceXML. VoiceXML sBnseTcs S93bIkoM
pa3MeTKN C OTKPbITbIM CTaHAAPTOM, UCMOJIb3YIOLWNMCS A5 CO34aHMsa web-6pay3epoB € ro/10COBbIM yrpaBJieHNEM U
npunoxxeHunn IVR. Tak e, kak HTML no3sonseT BaM nosyy4aTb AaHHble ¢ nomMoLbio MK, Tak n VoiceXML nossonseTt
rnoayyaTb AaHHbIE NPY MOMOLLM FOJI0COBOr0O YNpaBeHUs Uam ToHaabHoro Habopa (DTMF). MapwpyTusaTtopsl Cisco
cepun 2900 nopgaepxmBatoT 60/bLLIOE YMCI0 O4HOBPEMEHHO paboTatowmx CEPBUCOB LLUJIO3a FOJI0COBON CBA3MN,
COBMeLLLeHHbIX ¢ cepBucamm VoiceXML: go 200 ceaHcos Ha Cisco 2951.

PeweHue Cisco Unified Border Element

Mopaep>xmBaemble MmapLupyTusaTopamm Cisco cepum 2900 Bo3MoxxHOCTU peweHus Cisco Unified Border Element
HanpasJ/ieHbl Ha yooBAeTBOpeHMe hopMupyoLwmxca TpeboBaHUM K y31y NOAKIIIOYEHMS KOPNOPATUBHOM CETU K CeTU
onepaTopa CBSA3W NpU pa3BepTbiBAaHUMN CEPBUCOB YHUDULMPOBAHHbLIX KOMMYHUKaUUi B hunmnanax. Pewenne Cisco Unified
Border Element npepoctaBnseT nHTeNNEKTYasbHble (OYHKLMN NOrPaHNYHOr0 3/IEMEHTA, TakMe Kak husnyeckmne n
JNIornyeckme pasrpaHnyYnTesbHble TOYKM U BbiIXO4a, yNpaB/ieHe CUrHanm3aumen n nepefaBaeMbiMn JaHHbIMUY, @ TakxXe



sales@nag.kz

Cnepgyv 3a 9KCNepTom

O
TOO «NAG KAZAKHSTAN»
+7 (727) 344-344-4

cpeacTBa obecneyeHns 6esonacHoCTU 1 ynpasieHus. MapwpyTtusaTopsl Cisco cepum 2900 noaaep xmeatoT BTpoe
60JiblLee KOIMYEeCTBO CeaHCoB, YeM MOI/IN NOAAEPXKMBATL MapLpyTusaTopbl Cisco cepun 2800.

NHTerpupoBaHHasa 3aluuTa CeTU Npu nepepayvye AaHHbIX, BUAEO, rosioca u obecneyeHMn MOOUILHOCTH

CpencTtBa 6e30MacHOCTM HEOBXoAUMBI ANA 3aLLNTbl UHTENNEeKTyallbHOM COBCTBEHHOCTU KOMMaHum n obecnevyeHus
HernpepbIBHOCTU Brn3Heca. OHM Tak>Ke MOo3BONISAIT pacwmnpuTb paboyee NpoCcTpaHCTBO KOMMNAHUN U BKKOYNTb B paboyuin
nMpoLecc Tex COTPYAHNKOB, KOTOpPbIM TpebyeTca AOCTYN K KOPropaTUBHbLIM pecypcaM B ntoboe BpeMs 1 13 tobon To4HKKn
Mupa. MapwpyTunsaTopbl C MHTerpaunen cepsucos Cisco cepumn 2900 yHKLMNOHUPYIOT B COOTBETCTBUM C KOHLLenumen
Cisco SAFE, no3BonsoLLen opraHmM3aumnsaMm CBOEBPEMEHHO MAEHTUPULMPOBATbL N 3PPEKTNBHO NpefoTBpaLLaTh CeTeBbIe
yrpo3bl 6e30nacHOCTY, a TakXXe afanTnpoBaTbCsa K HUM. MapuwpyTmn3aTtopsbl Cisco cepun 2900 No3BONAIOT peann3oBaTb
3awmueHHoe busHec-e3anmogencTene n obecnevymsatoT 6e3onacHyro NaaTopMy A5t COBMECTHOM paboThl.

JInueH3nsa Ha KOMMNJIEKT cpeacTB obecnevyeHns nHgpopmaymoHHonm 6esonacHocTu Cisco I0S gna mapwpyTmsatopos Cisco
cepun 2900 No3BONSIET NCMNOSIb30BATh LWMPOKUIA CNEKTP 6a30BbIX PYHKLMA NHPOPMALIMOHHON 6e30MacHOCTUY, TakKuUX Kak
pacLMpPEHHbIN KOHTPOJIb 1 ynpaBaeHne paboTon NpuaoXKeHnn, 3alinmTa 0T Yrpo3 N apXUTEKTYpPbI LN poBaHNS, KOTopble
no3BosistoT hopMmpoBaTb MacwTabupyemblie n ynpasnsemole cetn VPN B paMKax 04HOro pelleHns. MapLipyTusaTopsl
Cisco cepun 2900 nogoep>XnBatoT BCTPOEHHbIE CPeACTBa annapaTHOro YCKOpeHnsa WndpoBaHns, 4To No3BoaseT
MOBbICMTb MPOMYCKHYO CMOCOBHOCTL IPSec npn 0AHOBPEMEHHOM CHUXXEHMW 3arpy3Ku npoLeccopa MapLupyTmusaTopa no
CPaBHEHWIO C peLleHNsaMN, UCMOJIb3YIOLWLMMIK TOJIbKO NPOrpaMMHbIe CpeacTBa WwnudpoBaHnsa. MapwpyTusaTopsl Cisco
MO3BOJIAIOT CO34aTb KOMMEKCHoe 1 rnbkoe peweHne ansa obecneyveHnsa 6e3onacHOCTM GUaNanoB, BKOYaoLee
cnepywowme QyHKLUN:

3alMLEeHHbIe KaHalbl CBA3W. 3allMUeHHbIe CpeacTBa COBMECTHOM paboThl ¢ ncnonb3osaHmem GETVPN, DMVPN
mnnn Enhanced Easy VPN.

NHTerpupoBaHHble cpeacTBa ynpasaeHns yrpo3amm. OTparKeHne KOMMIEeKCHbIX CeTEBbIX aTakK 1 yrpo3 npu
rnomoLLn MexxceTeBoro 3kpaHa Cisco I0S Firewall, 3o0HMpoBaHHOro mexxceteBoro skpaHa Cisco I0S Zone-Based
Firewall, 10S IPS, cpencts punbTpaumm cogepxummoro I0S Content Filtering n cpeacts rubkoro aHaan3a nakeTos
(FPM).

YnpasneHne npgeHtudunkaumnen. IHTennekTyaabHble MeXaHN3Mbl 3aLLUTbl OKOHEYHOro obopynoBaHus
MCMNOJIb30BaHMEM TEXHOJIOT A ayTeHTUdrKaumm, asTopmsaumnm n y4eta (AAA), a Takxke MHPPaCTPYKTYpPbl
WMpPOBaHMA C OTKPbITHIM Kto4oMm (PKI).

Bonee noapobHas nHpopmaumnsa o pyHKUMAX 6€30MacHOCTU 1 peLleHnsx, NoAaepXXMBaeMbix MapLlipyTmusaTtopamu Cisco
ISR cepun 2900, npenctaBieHa Ha web-cTpaHuLe//www.cisco.com/go/routersecurity.

CepBUCbI OpraHusauuu 6ecnpoBOgHON CETU U CEPBUCHI MOOUIBHOCTHU
OpraHusauusa 6ecnpoBoaHON ceTu

Mopoaep>XnBasi apxmTekTypy YHUdbMLmpoBaHHom 6ecnposoaHon ceTu Cisco, MapwpyTusaTtopsl Cisco ISR obecnevynsatoT
BO3MOXXHOCTb pa3BepTbiBaHMSA 3alnLLeHHbIX yrpasasemMmbix WLAN, onTUMU3NPOBAHHbLIX A1 YAaJIeHHbIX MJoWanoK n
Gunnanos 1 noanepxmBarLLMx cpeactsa ans obecnedyeHnsa 6eicTport 6e3onacHom MOBUIBHOCTN, MeXaHU3MbI
0TKa30yCTONYMBOM ayTeHTU(MUKALUN 1 YNPOLLEHHbIE CpenCcTBa ynpasseHus. Moaynb koHTposnepa WLAN B cocTaBe
MapuipyTmusaTopa Cisco cepum 2900 no3BosISE€T MajbiM U CPEAHUM MPEeAnpUAaTUAM 1 puananam Kopnopauunn
OCYLLEeCTBUTb SKOHOMNYECKWN 3(heKTMBHOE pa3BepTbiBaHME N yrnpasseHne 3awmieHHbiMn WLAN. KoHTposnepbl WLAN
Cisco paboTaloT COBMECTHO C yrnpasiseMbiMu TodkamMu goctyna Cisco u ¢ cuctemon ynpasneHus Cisco Wireless Control
System (WCS) gna Toro, 4Tobbl obecneunTb dyHkUum WLAN no Bcen cucteme n ynpasnsaTb 6, 12 nam 25 Toykamun
nocTtyna.

EeCI'IpOBOD,HbIe rnobasnbHble ceTn

Pa3spaboTaHHbie Cisco moaynu nopkntoydeHus k 6ecnposogHeim WAN (WWAN) TpeTbero nokosnerHus (3G) obbegnHaoT
PYHKLUMN TPaANLIMOHHBIX KOPNOPaTUBHBLIX MapLUPyTU3aToOPOB (yAasleHHoe yrpasJiieHne, paclupeHHble |P-cepBuchl,
HanpuMmep, VoIP n cpencTtBa obecnevyeHunsi 6e30MacHOCTN) C BO3MOXKHOCTAMM MOOUIBHOrO focTyna kK ceTam 3G WAN.
Mcnonb3y$s BbICOKOCKOPOCTHbIE 6ecnpoBoHble ceTu 3G, MapLUPyTU3aTopbl MOryT 3aMEHUTb WU LOMOHUTb
CYLLECTBYIOLLYIO MHMPACTPYKTYPY NOAKIIOYEHU, HanpuMep, TenedoHHble nnHUK, Frame Relay n ISDN. PewweHus Cisco B
obnactn 3G nopgaepxuBatoT cTaHAapTbl 3G HSPA n EVDO, Tem cambiM, obecrneynBas pe3epBupoBaHmne NoaKJIYeHns
WAN c ncnonb3oBaHueM OeNCTBMTENBHO Pa3IMYHbIX KaHal0B M BO3MOXHOCTb BbICTPOro pa3sBepTbiBaHNS OCHOBHOIO
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nogkntoveHns k WAN. nsa noayvyeHnsa SonoaHnuTensHom nHpopmaumm o pewerHmax 3G gna Cisco ISR nocetute web-
canT www.cisco.com/go/3g.

MHTerpnpoBaHHble cpencTBa KoMMyTaumm LAN

MapwpyTunsaTtopsbl Cisco cepun 2900 (Mmogenm c Cisco 2911 no Cisco 2951) nogoep>XnBatoT HOBbIE CEPBUCHbIE MOAY N
EtherSwitch®, KoTopble CcyLecTBEHHO pacLLIMPSAIOT BO3MOXXHOCTU UHTErpaumm ay4yllen B oTpacan KOMMyTaLnum BTOPOro
1N TpeTbero ypoBHen ¢ HAbopoM pyHKL NN, OEHTUYHbIX TeM, YTO NpeAcTaBsieHbl B KOMMyTaTopax cepun Cisco Catalyst
2960 n Catalyst 3650-E, 1 BO3MOXHOCTbIO OCYLLECTBAATL KOMMYTALNIO U MapLUIPYTU3ALNIO CO CKOPOCTbIO JIOKasIbHOM
ceTu.

HoBble cepBucHblie moaynun Cisco Enhanced EtherSwitch ncnonb3yoT npenmMyLecTBa paclpeHHbIX BO3MOXKHOCTEN
nuTaHmna MmapwpyTumnsatopoB Cisco cepum 2900. Kpome Toro, moaynm Cisco Enhanced EtherSwitch nognepxxunsatoT
HoBenwmne nHmumaTuebl Cisco B o6nacTtu aHeprocbepexkeHus: Cisco EnergyWise, Cisco Enhanced Power over Ethernet
(ePoE), MOHUTOPUHI NuTaHna POE Ha ypoBHe nopTa 1 ycuaeHne nutaHmsa PoE ¢ nomowubto RPS. [laHHble TEeXHON0rnmn
MO3BOJIAT YA0BJETBOPUTbL BO3pocLLne TpeboBaHUsA K a3HeprocHab>xeHno oKkoHeyHoro obopynoBaHUs, He noBbiwas obuiee
3HepronoTpebneHne hunnana.

CepBUChI NPUIOXKEHNN

[1o Mepe TOro, Kak opraHusauumy NPoaoJIKAT LEeHTPan3oBaTb N KOHCONMAMpoBaTb NT-MHMPaCcTpPyKTYypy CBOUX
dnnmanos AN CHMXEHUA CTOMMOCTU U CJIOXKHOCTU COAep)XXaHUsA (PUInNanoB, OHN HAYMHAKOT CTasIKMBaTbCA CO
CNoXKHoCTAMYK obecrneyeHnsa afekBaTHOro Ka4yecTBa 06CyXKMBaHUA MoJsib3oBaTesel, NoaaepKaHnsa NOCTOAHHON
OOCTYMHOCTW MPUIOXKEHNI 1 NpeaoCcTaBAeHNs 4OCTyNa K UCMOo/b3yeMbIM B paboTe KOMAaHUN MPUN0XKEHUSAM U3 TON
TOYKMN MUpa 1 B TO BpeMS, OTKya U Korga 31o Heobxoaumo. [insa peweHns aTux npobnem mapupyTtmnsaTtopsl Cisco cepun
2900 nogoep>xnBatoT BO3SMOXXHOCTbL 3arycka Ha MoJIHOCTbIO MHTErprMpyeMom B MapLupyTusaTop moayne Cisco Services
Ready Engine (SRE) npuknagHoro MNO Cisco n CTOPOHHUX NPOM3BOAUTENEN, @ TaKXKe N0JIb30BaTENbCKUX MPUNIOXKEHWNIA.
[aHHbIN MOaYIb UMeeT COOCTBEHHbIN MPOLLECCOpP, CETEBON MHTEPdENC 1 onepaTUBHYO NaMsATb, PYHKLNOHUPYOLWME
HEe3aBMCMMO OT pecypCcoB MapLupyTM3aTopa, 4TO No3BoaseT obecneynTb MaKCUMasbHYO NPOU3BOANTENBHOCTb
MapLUpyTU3aunm 1 NPUIOXKEHU NP OA4HOBPEMEHHOM CHVDKEHUN TPeBOoBaHNM K 3aHMMaeMbIM MAOLWAASAM, CHUXKEHUN
SHepronoTpebneHns n KOHCONMAALNN yripaBeHUs.

YckopeHune paboTbl MPUIOXKeHNN

MapuwpyTunsaTtopsbl Cisco cepun 2900 opraHM4YHO COYETAIOT NyyllMe B OTPAC/IN CpeacTBa MHGOOPMaLLMIOHHOWN
6e30MacHOCTK, yrpaBaeHUs N KOHTPONS Tpaduka Ha ocHoBe |0S ¢ peweHusMu Cisco no yckopeHuto paboThl
npunoxxeHun. Takme dyHkumm MO Cisco 10S, kak NBAR, IP SLA n Netflow obecneynBatoT KOHTPOJIb U MOHUTOPUHI
rnoBTopsloLWMXCA WabnoHOB Tpadurka, a Tak>XKe NPON3BOAUTENLHOCTY NPUI0XKeHUA. O4HOBPEMEHHO C 3TUM yHKumn 10S
QoS, ACLs n PfR nHTennekTyanbHO ynpaBasioT TParKOM C Liesibio ONTUMU3aumn KavyecTBa 06CnyXKnBaHms
rnoJsib30BaTesneln 1 NoBbileHNs 3PPEeKTUBHOCTN PaboTbl COTPYAHUKOB. B fanbHenwem Kka4ecTBo 06CyXBaHUA
rnosib3oBaTeniern MoXXeT ObiTb YJy4LLIEeHO NOCPenCTBOM pa3BepThiBaHUA ceTeBoro moayns Cisco WAAS, KOTOpbIN MOXET
6bITb MCNONb30BaH Ana 6e3onacHon peanvsaunm 6osee NnepefoBbIX METOAUK ONTUMM3ALMN PabOoThl NMPUIOXKEHWUI B
rnobanbHOM ceTu, Takux Kak ontTummnsaumsa TCP-Tpadurka, KIWMPOBaHMe, CKaTue 1 ycKopeHune paboTbl NpuioXxxeHun. B
covyeTaHum c ceteBbiMn Mogynsamum Cisco WAAS mapuipyTusaTopsbl Cisco ¢ MHTerpaumen cepsmncos obecneymatoT
ONTUMasIbHYIO NPOU3BOANTENIbHOCTb MPUJSIOXKEHNUIN, KOTOPbLIMY MOJIb30BaTeNN hurana nosib3yTcs A58 [OCTyMna K
nHdopMaumm n3 yeHTpanbHoro LIOM. PeleHne no3BonseT 06beAnHNTbL AOPOroCTOSALLYI0 MHPPACTPYKTYPy CEPBEPOB,
CUCTEM XPaHEeHUS AaHHbIX U CUCTEMbI Pe3epBHOro konmpoBaHusa B LIOM, 0fIHOBPEMEHHO NOAAEPXKMBAS KQ4eCTBO
06cny>xKnBaHUA yaaneHHbIX NOfb30BaTeNIe Ha YPOBHE JIOKasIbHbIX CETEN.

Cisco Services Ready Engine

PeweHwue Cisco Services Ready Engine nocTynHo B (hopM-(hakTope BHyTPEeHHero cepsmncHoro moayns (ISM) n cepsucHoro
moayna (SM). AnnapaTHoe obecnevyeHne BHyTPEHHEro CEPBUCHOr0 MOAY1s MO3BoseT 0becneynTb CEMUKPATHbLIN POCT
NPOV3BOANTENBLHOCTM MO CPaBHEHMIO C Moaynamu AlM npeablayLero noKoJeHus; NoMMMo 3Toro, MoayJsib o6opynosaH
npotieccopom x86-64. Takxe moaynm SRE noaaepxnBatoT CUCTEMY XPaHEHNSA OaHHbIX eMKOCTbo A0 1 T6anT,
KoHurypaumm RAID, annapaTHble CpeAcTBa NOAAEPXKKN BUPTYyaM3aLum 1 pasnyHble BapnaHTbl KpUnTorpahunyeckomn
3awmTbl. Mogynb Cisco SRE obecneumBaeT Ha nnaTdopmax Cisco cepum 2900 npefocTaBsieHe JOCTYyNa K MPUIOXKEHNSM
Ana unvanos no 3anpocy, YTO NMO3BOJISET pa3BepPTbiBaTb HEOOXOAMMbIE MPUSIOXKEHNSA B HYXXHOE BPEMS N B HY>KHOM
To4yke ceTu. PaspneneHne obopynoBaHMA 1 MporpaMMHoro obecneyeHuns, peanrM3oBaHHOE B paMKax MoLenmn
pa3BepTbiBaHMS "NoA K/oy", Mo3BONAET BblAENATb PeCcypchl 419 PYHKLMOHNPOBAHNSA NPUIOXKEHNA Ha MOLYyJie KakK
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HenocpenCcTBEHHO B MOMEHT €ro yCTaHOBKU, Tak 1 BMNOCAeACTBUN — yaaJieHHO 1 B fitoboe BpeMms. MNMoaaepxnsaemble
pelwwenuns skatovatoT Cisco Wide Area Application Services (WAAS), Cisco Application Extension Platform (AXP),
koHTposnep WLAN Cisco (WLC) cuctemy BngeoHabnogeHnsa Cisco n gpyrme npuaoXeHus, Haxoasawmecs Ha CTagum
pa3paboTkn. Moaynb Service Ready Engine no3BosiseT opraHmM3aumnsaM pasinyHbix pa3Mepos obecneynTb rOTOBHOCTb
CBOUX CeTen K 3aBTpaLLUHEMY AHI0, N03B0/ISS BbICTPO pa3BepThiBaTb HOBbIE MPUAOXKEHUA Ansa hunmnanos 6e3
Heob6Xo0AMMOCTN YCTaHOBKM HOBOro 060pyA0BaHMS, YTO CHMXXAeT CTOMMOCTb pacnpoCTpaHeEHNA CEPBUCOB A5 huamnanos.

YnpaB/ieHne MapLIpyTU3aTopaMm C MHTerpaLumen cepsrcos

MpunoxxeHna oNs CeTEBOro yrnpaBaeHUs SBAAIOTCA UHCTPYMEHTapPUEM CHMXEHUS onepaunoHHbIX nsgep>xek (OPEX),
OAHOBPEMEHHO MOBbILLAKOLLNM JOCTYMHOCTb CETW MPU MOMOLLM YNPOLLEHNS N aBTOMaTU3aLUNN MHOXKECTBa eXeHEeBHbIX
3aa4, CBA3aHHbIX C YNpaBJIEHNEM KOMMJIEKCHbIMY ceTaMK. Noaaep>xkKa C MOMeHTa BBOJAa YCTPOMNCTBa B 3KCMNJlyaTaLunio
obecneynBaeT HEMeOJIEHHYIO MOMOLLb B aAAMUHUCTPUPOBaHUM MapLUpyTU3aTopa C MHTerpaumnen cCepBrcoB, a Takxe
6bICTPOE 1 NPOCTOE pa3BepTbiBaHME, MOHUTOPUHI N YCTPaHEHWe HenosafoK npuno>xeHnin Cisco n CTOPOHHUX
npovsBoanTenen.

[na pocTuXeHns LeneBbiX nokKasaTesnen Npou3BOAUTENbHOCTI U ONepaLnoHHbIX N34ep>XKeK OpraHM3aLnmn noaararTcs
Ha NPUJIOXKEHNA CeTeBOro ynpasseHus, paspabotaHHblie Cisco, CTOPOHHMMU NOCTaBLUMKaAMU NN CaMOCTOATENbHO.
Mopaep>xKa TakUX MPUIOXKEHUN ABNAETCS BCTPOEHHOW (hYHKLMEN ynpaB/ieHns, OCTYNHON Ha KaxaoMm ISR. Hosble ISR
MPoAoJIKAT TPAAULMIO MHTErpaLunum LWNPOKOro 1 BCECTOPOHHEro Habopa yHKLUNM agMUHNCTPUPOBaHUS
HenocpenCcTBEHHO B YCTPONCTBO. Takme pyHKLMN, Kak IPSLA, EEM n Netflow, no3BonstoT KOHTposMpoBaTb paboTy
cucTembl B Ntoboe Bpems. [laHHble YHKLMN COBMECTHO ¢ nogaep>xkon SNMP n SYSLOG obecneymBatoT pelueHme 3agay
AaAMUHUCTPUPOBaHNSA B OpraHmn3aunu.

Bonee nogpobHasa nHhpopmaumsa o6 onepaumoHHom cucteme Cisco I0S, cpencTBax CETEBOro yrpaBiaeHUs N NOALAEPIKKE
ynpaBaseMocTu B MaplipyTusaTtopax Cisco ISR cepumn 2900 npuBegeHa B Tabnuvuyax 4 n 5.

Ta6bnuua 4. PyHkuumn u npotokonsi MO Cisco 10S, nogpep>xuBaembie MmapLipyTusaTtopamu Cisco ISR G2 cepuu
2900

[MpoToKobI IPv4, IPv6, cTaTnyeckasa mapwpyTtmsaumns, OSPF, EIGRP, BGP, BGP Router Reflector, IS-IS, IGMPv3, PIM
SM, PIM SSM, DVMRP, IPSec, GRE, BVD, MexaHu3Mbl rpynrnoBon agpecaunn IPv4-IPv6, MPLS, L2TPv3,
802.1ag, 802.3ah, L2 n L3 VPN

MHkancynaumn | Ethernet, 802.1q VLAN, coeauHeHune "To4ka-to4ka" (PPP), MLPPP, Frame Relay, MLFR (FR.15 n FR.16),
HDLC, nocnepnoBaTenbHble MHTepdencol (RS-232, RS-449, X.21, V.35, n EIA-530), PPPoE n ATM

YnpaBneHue QoS, CBWFQ, WRED, cpenctBa nepapxmnyeckoro obecnedyeHuns kadyectsa obcnyxxmpaHus, PBR, PR n
TpahKoM NBAR

Tabnuua 5. BcTtpoeHHble (hyHKL UM CeTeBOro ynpassieHus, aoctynHbie B MO Cisco 10S.
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DyHKUUA

WSMA

EEM

IPSLA

SNMP,
RMON,
Syslog,
NetFlow,
TR-069

OnwncaHne

Web Services Management Agent (WSMA) onpegenseT MexaHusm, npm noMoLLN KOTOPOro
OCYyLLEeCTB/ISETCH yrnpaB/ieHe ceTeBblM YCTPONCTBOM, U3BJIEKAOTCA AaHHbIe 0 ero KoHpUrypaumm, a
TaK>Xe 3arpy>KaloTcs 1 ynpasBasioTCa HOBble AaHHble 0 KOHpUrypauum. Ana nepefayun gaHHbIX O
KOHUrypaumm n coobLieHnin NnpoTokoaa ncnosb3lyoTcs XML-gaHHble, nepefaBaemMble Mo NPOTOKOY
SOAP.

Cisco I0S Embedded Event Manager (EEM) — pacnpeneneHHasa n afganTuBHas cucteMa obHapy>XeHuns
cobbITnin n 06paboTkn cboeB, hyHKLMOHMPYOLWAa HeENOCPeACTBEHHO Ha YCTPONCTBE MoJ ynpaBJsieHNeM
Cisco I0S. laHHoe MO npefocTaBfseT BO3MOXHOCTb OTCAEXNBaTb COObITUS 1 NpeanpuHMMaTh
MH(OPMaLNOHHbIE, KOppeKTupyoLwmne nav nobbsle apyrve EEM-nencTBma npy HacTynJaeHnn
OTCNEXNBAEMbIX COOBITUIA UM [OCTUXKEHUN MOPOrOBbIX 3HAYEHWIA.

Cornawenus Cisco 10S 06 ypoBHe obcnyxmnsaHuma (SLA) ons npotokona IP No3BoNsAOT rapaHTUpOBaTb
paboTy HOBLIX Ba)KHbIX Ana 6usHeca IP-npnno)keHuin, a Takxe IP-cepBncoB, NCNOJIb3YIOLWNX OAHHbIE,
roJ10COBYIO CBA3b U BUAeO B IP-ceTn.

B pononHeHue K ynoMsAHYTbIM Bbllle PyHKLUMAM ynpaBieHna mappyTusaTtopbl Cisco ISR cepum 2900
Takxxe nogaep>xxusatoT SNMP, RMON, syslog, NetFlow n TR-069.

MepeyncneHHble B Tabanue 6 NpuioXXeHnsa ABASIOTCA aBTOHOMHbLIMY MPOAYKTaMU, KOTOPbIe Bbl MOXKeTe npuobpecTtn nam
3arpysuTb 4Ns ynpaBaeHus ceteBbiMn ycTpocTBamu Cisco. MpunoXkeHns npeaHasHavyeHbl 415 pa3/inyHbIX 3Tarnos
3KCMJlyaTauum, Tak YTO MOXKHO BbibpaTb 04HO U3 HUX, Hanbosiee COOTBETCTBYOLLEE BALLMM MOTPEOHOCTAM.

Tabnuua 6. PelneHus oA ceTeBoro ynpasJsieHUs

STan MpunoxeHune OnuncaHune

3KCnyaTauum

YcTaHoBKa 1 Cisco Configuration Professional Cisco Configuration

HacTpounKa Professional - cuctema ynpasneHus c

yCTpoOncTBa rpachnyeckmMm rnosib30BaTebCKUM
nHTepgencom (GUI) gna
MapLupyTM3aTopoB AoCTyna,
paboTatowmnx noa ynpasneHuem MO
Cisco 10S. [aHHbIN NHCTPYMEHT
yrpoLlaeT HaCTPOMKY MapLipyTu3saunm,
Me)XCeTeBOro skpaHa, IPS, VPN,
CpencTB CUCTEMbl YHUPULMPOBAHHbIX
KOMMYHWUKaLMA, @ TakXXe HaCTPONKY
WAN n LAN rnpu noMoLLn NpoCTbIX B
MCMNOJIb30BaHNN MacTepoB.

Pa3sepTbiBaHne | CiscoWorks LMS Cuctema ynpasseHusa LAN CiscoWorks

ceTu, (LMS) npencTaBnseT cobon Habop

HacTpolika, VHTErpupoBaHHbIX MPUJIOXKEHUN,

MOHUTOPUHI 1 rnpefHa3sHayeHHbIX 415 yNpoLeHns

VCTDaHeHune e)XXeNHEeBHbIX MPoUenvo vVinaBJ/ieHUs


http://www.cisco.com/en/US/docs/ios/netmgmt/configuration/guide/nm_cfg_wsma_ps6441_TSD_Products_Configuration_Guide_Chapter.html
http://www.cisco.com/go/eem
http://www.cisco.com/go/ipsla
http://www.cisco.com/en/US/tech/tk648/tk362/tk560/tsd_technology_support_sub-protocol_home.html
http://www.cisco.com/go/ciscocp/
http://www.cisco.com/go/lms/
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KOoMMaeKcHom ceTbio Cisco, CHUXXeHNS
onepaunoHHbIX pacxonos (OpEX) n
MOBbILIEHUS OOCTYMHOCTU CETU.
CiscoWorks LMS npennaraeT ceTeBbiM
aOMUHMCTpaTOpaM MpocTon B
MCnonb30oBaHUM web-nHTepdenc,
npenHa3HayYeHHbIN N8 HAaCTPOMKWY,
AaOMUHUCTPUPOBAHUSA U YCTPaHEHMNS
Henosnlafok MapwpyTusaTopos Cisco
ISR C ncrnonb3oBaHUEM TaKunX
MHCTPYMeHTOB, Kak Cisco 10S EEM.

Kpome Toro, Ans nogaepXKn OCHOBHbIX
CepBuCOoB r1aTopMsbl
MapLupyTmn3aTopa C UHTerpaumen
cepsucos CiscoWorks Takxe
obecrneynBaeT AOMOJHUTENBHYIO
nopnepxky Cisco Service Ready
Engine, No3B0/1a9 agMUHUCTPUPOBATL "
pacnpenenaTb NporpaMmmMHble obpasbl
Ha SRE, cokpawas
MPOLOJIKUTENBHOCTb U CJIOXKHOCTb
ynpasneHus obpasamu.

CpenctBo CiscoWorks Network
Compliance Manager (NCM)
OTC/IeXXMBAET U peryampyeT nsMeHeHus
KoHurypauum n MO BO BCeln ceTeBomn
MHGPACTPYKTYpe, COCTOosALLEN N3
YCTPOWCTB PasInYHbIX
npounssoanTenen. OHo obecrneymBaeT
MPeBOCXOAHbI KOHTPOJIb U3MEHEHUN B
CeTn N MOXKET OTCJIEXMBaTb
COOTBETCTBME HOPMATUBHbLIM, UT- 1
KOPMOpaTMBHbLIM MpaBuiaM, a Takxe
TexXHOJIorn4yecknm TpeboBaHmsaM.

Cisco Security Manager sBnseTtcs
JIy4LWMM B OTpacav NpuoxeHnem ans
yrnpaBieHus cuctemamm obecneyeHums
6e3onacHocTn. OHO NMo3BONSET
yrnpaBisTb CEPBUCAMU MEXCETEBOIO
3KpaHa, VPN n cuctemsl
npenoTBpaLleHnsa BTop)xeHun (IPS) Ha
MapupyTunsaTopax Cisco, ycTponcTeax
6e30MacHOCTN 1 CePBUCHbBIX MOAY X
KOMMYTaTOpOB. B cocTaB makeTa Takxe
BXOAUT CUCTEMA MOHUTOPUHTa,
aHanun3a n pearmnposaHusa Cisco
Security MARS, npegHa3HavyeHHas gns
MOHUTOPUHIa U OTPa>KeHUs yrpos.

Cpepcteo Cisco Unified Provisioning
Manager npencTtasaseT cobown
HajexxHoe n MmacwTabupyemoe web-


http://www.cisco.com/go/cwncm/
http://www.cisco.com/en/US/products/ps6498/index.html
http://www.cisco.com/go/cupm/
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peLleHne no yrnpassieHNno KPUTNYECKN
Ba>XHbIMU KOMMYHWUKaLWOHHbLIMU
pecypcamMu caenytoLero nokosieHuns.
OHoO yrnpaBiseT cepBMcaMu CUCTEMbI
YHUMDULMPOBAHHBIX KOMMYHUKaLNN B
obnactu IP-tenedoHnK, ronocoBom
rnoyThl 1 cpen obMeHa coobLeHns MU,

3awnLLeHHoe KJIneHT-cepBepHoe
npunoxeHune Cisco License Manager
obecneymBaeT NpocToe ynpasfieHne
akTueauuen n nuueHsmamm MO Cisco
I0OS ong wupokoro cnekTpa naatgopm
Cisco, paboTatowmx non ynpassieHnem
MO Cisco I0S, a TakXxe apyrux
onepaumnmoHHbIX CUCTEM.

Cisco Configuration Engine ssnsetcs
3allMLLEHHbIM peLleHneM A8 CEeTEBOro
ynpaBieHus, koTopoe obecne4ynsaeT
aBTOMaTU4yeckoe pacrnpocTpaHeHue
KOH(UIypaumnin 1 nporpaMMHbIX
obpa3oB nocpeacTBOM
LLleHTpasIM30BaHHOr0 yrnpaBJsieHNs Ha
ocHoBe Lab/I0HOB.

MocKoNbKY KOMNaHUN CTPEMATCHA CHMXATb COBOKYMHYK CTOMMOCTb BrageHus (TCO) cBOMMK CeTAMU 1 NOBbILLAaTh 06LLYyt0
MPON3BOANTENILHOCTb PaboThbl COTPYAHUKOB NMPY NOMOLLN BCe Bosiee LeHTPaIM30BaHHbIX N OPUEHTUPOBAHHbIX Ha
COBMECTHYI0 paboTy Mpuno>xeHuin, BO3HNKaeT NOTPeBHOCTb B MHTENIEKTYasIbHbIX PeLleHnAX AN QUananos.
MapuwpyTunsaTtopsl Cisco ISR cepun 2900 No3BoNAIOT CO3A4aBaTh Takue pelleHuns, obecrneyrBas BO3POCLLYIO
MPON3BOANTENILHOCTb U MOAYJIbHOCTb U, TakuM 06pa3om, noaaep XKy MHOXeCTBa cepBuncoB. MapwpyTusaTtopsl Cisco
cepumn 2900 pa3paboTaHbl Ang obbeanHeHna PyHKLMA OTAENbHbBIX YCTPOUCTB B paMKaX e4UHON KOMMAaKTHOW CUCTEMBI.

Ta6bnuua 7. TexHU4YeCcKMe XxapakTepucTuku MmapwpytusatopoB Cisco ISR cepuu 2900

Cisco 2901
CepBuUChbl 1 CNOThI
BcTpoeHHble cpencTsa Oa
annapaTHOro yCKOpeHus
wungposaHua (IPSec +
SSL)
Yucno ceaHcos Cisco 35
Unified SRST
Yucno ceaHcos Cisco 35
Unified CCME
Bcero BCTpOEHHbIX 2
noptos WAN

Cisco 2911

Ha

50

50

Cisco 2921 Cisco 2951
La Oa
100 250
100 150
3
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10/100/1000

[MopTbl RJ-45

MopTbl SFP (npwn
1NCrnosib30BaHMe nopTa
SFP 6ypeT oTkAtO4eH
COOTBETCTBYIOLLNA MOPT
RJ-45)

CnoTbl AN CEPBUCHbIX
monaynen

COBOEHHbIe CNOoThl A
CepBUCHbIX MOAOYeN
(NMpw ncnonb3oBaHMn
COABOEHHOro cnoTa byayT
3aHsATbl BCE 0AVHapHbIE
CNOTbl OJ151 CEPBUCHbIX
MoAyfien Ha nnaTgopme
2900)

Cnotbl gna EHWIC

COBOEHHbIE CO0ThI A4
EHWIC (npwu
MNCMOJIb30BaHUN
CABOEHHOro C/ioTa An4a
EHWIC 6ynyT 3aHAThI
nBa cnota ans EHWIC)

CnoTbl gnga ISM

CnoTbl gns BCTPOEHHOI O
DSP (PVDM)

Mamats DDR2 ECC
DRAM — no ymos4aHuto

MamaTte (DDR2 ECC
DRAM) —mMaKCcuMMalbHO

Compact Flash (BHeLwwH.)
— MO0 yMOJ14aHWuIo

Compact Flash (BHeLH.)
— MaKCUMaJibHO

BHelwlHne cnoThbl ans

Flash-namsaTn USB 2.0
(Tiam AN

512 Mb6anT

2 banTt

cnot 0: 256 MbanT

cnot 1: H/A

cnot 0: 4 TbanT

cnot 1: 4 TéanT

512 M6anT

2 [6anTt

cnot 0: 256 MbanT

cnot 1: H/A

cnot 0: 4 IbanT

cnot 1: 4 IbanT

TOO «NAG KAZAKHSTAN>»
+7 (727) 344-344-4
sales@nag.kz

512 M6ant

2 banTt

cnot 0: 256 MbanT

cnot 1: H/A

cnot 0: 4 T'banT

cnot 1: 4 I'banT

512 M6anT

2 [banT

cnot 0: 256 Mban-

cnot 1: H/4

cnot 0: 4 TbanT

cnot 1: 4 IéanT
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\Nivinn oMy

KoHconbHbI nopT USB 1 1 1 1
(Tun B) (mo 115,2 k6buT/c)

MocnepoBaTesibHbIN 1 1 1 1
KOHCOJIbHbI NMOPT

BHeLwwHun 1 1 1 1
rnocnenoBaTeslbHbIA MOPT

BapuaHThbl CeTb NepeMeHHOro CeTb NnepemMeHHOro CeTb NepeMeHHOro CeTb NepemMeHHoOr:
3/IeKTPOMNMUTaHUA ToKa n PoE TOKa, PoE, ceTb ToKa, PoE, ceTb TOoKa, PoE, ceTb

MOCTOAHHOIO TOKa* MOCTOAHHOIrO TOKa* MOCTOAHHOIO TOKE
Monnep>xxka RPS HeTt Cisco RPS 2300 Cisco RPS 2300 Cisco RPS 2300
(BHeLwWHen)

TexHun4eckune XapaKTePUCTUKN CUCTEMbI MNTaHNA

BxogHoe Hanps»xeHune o1 100 no 240 B ~ oT 100 no 240 B ~ oT 100 no 240 B ~ oT 100 no 240 B ~
rnepeMeHHoOro Toka (aBTOHacCTpoMkKa) (aBTOHacTpomka) (aBTOHacCTpoMKa) (aBTOHacCTpoMkKa)
YacToTa BXOOHOro oT 47 po 63Ty oT 47 po 63y oT 47 po 63T oT 47 po 63Ty

nepemMeHHOro Toka

Onana3oH paboymnx oT15000,6A oT2,2001,0A or3,4p01,4A or3,4p001,4A
TOKOB Ans bl
rnepeMeHHoro Toka
(makc.)

BxonHow nepemMeHHsbIn 50 A 50 A 50 A 50 A
TOK neperpy3ku

HoMunHanbHas 40 50 60 70
rnotpebnsiemas
MOLLHOCTL (be3
mogynen) (BT)

lMpepnenbHaa MOLWHOCTb 150 210 320 340
BN nepemeHHoOro Toka

(BT)

lMpepesnbHass MOWHOCTb 175 250 370 405

nuTaHma Yepes PoE
(Tonbko nNnaTgopma)
(BT)

MpepenbHaa MOLWHOCTb 130 200 280 370
PoE, nepenaBaemas Ha
OKOHEeYHble YCTPONCTBaA
(BT)
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MpepenbHaa MOWHOCTb
PoE, nepepnaBaemas Ha
OKOHEeYHble YCTPONCTBa
npw NCNosb30BaHNN
ycuneHunsa PoE (BT)

o

H/L

dusunyeckne XapakKTepucTukun

Fabaputbl, B x LWL x T

BbicOoTa CTONKMN

Macca c bl
rnepeMeHHoro Toka (6e3
Mogynen)

Macca ¢ nuTaHuem oT
POE (6e3 monyne)

HoMuHanbHaa macca B
MOJIHOM KOHUrypauum

[MoToK BO3ayxa

OOonoNHUTENbHbIN
KOMMJIEKT BEHTUAALNN

44,5 x 438,2 x 439,4
MM

1RU

6,1 kr

6,5 Kr

7,3 Kr

OT nepepgHen naHenn

K 6OKOBbIM

H/O

XapaKTepunCTUKIN OKPY>KatoLLEN cpebl

Paboune ycnosus

TemnepaTypa — Ha
BbicOTax Ao 1800 m

TemnepaTypa — Ha
BblcOTax Ao 3000 m

TemnepaTypa — Ha
BblicOTax 4o 4000 m

TemnepaTypa — Ha
BbicOTax 4o 1800 m,
KpaTKOBPEMEHHO (Mo
NEBS)

BbicoTa

oT 0 go 40 °C

ot 0 go 25 °C

H/L

H/O

3000 M

750

44,5 x 438,2 x 304,9
MM

2RU

8,2 Kr

8,6 KI

9,5 Kr

OT onHon 6okoBown

naHenu K gpyrom

OT nepenHen naHenn
K 3agHen

ot 0 oo 40 °C

oT 0 go 40 °C

ot 0 oo 30 °C

oT -5 po +50 °C

4000 ™M

TOO «NAG KAZAKHSTAN>»
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750

88,9 x 438,2 x 469,9
MM

2RU

13,2 kr

13,6 kr

15,5 kr

OT nepegHen naHenn

K 3agHen

H/O

oT 0 go 40 °C

o1 0 go 40 °C

oT 0 go 30 °C

H/O

3 000 ™

750

88,9 x 438,2 x 46¢
MM

2RU

13,2 kr

13,6 kr

15,5 kr

OT nepegHen NaH

K 3agHen

H/L

o1t 0 go 40 °C

oT 0 go 40 °C

ot 0 go 30 °C

oT -5 go +50 °C

4 000 m
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OTHOCUTEnNbHas
BJIA>KHOCTb

Bna>kHoCTb,
KpaTKOBpPEeMEHHO (no
NEBS)

AKYyCTWKa: 3ByKOBOE
nasneHune (HoMm./Makc.)

AKyCTWKa: 3ByKoBas
MOLLHOCTb (HOM./MaKc.)

yCﬂOBMﬂXpaHeHMﬂ

TeMmnepaTypHbI
AnanasoH

OTHOCUTEeNbHas
BJIAXKHOCTb

BbicoTa

o

oT 10% po 85%

H/L

41/53 pBA

49/61 nBA

oT -40 po +70 ¢C

oT 5% 0o 95%

4570 m

CooTBeTCTBUE HOpMaTMBHHNITp66OBaHMﬂM

be3onacHocTb

SNeKTpoMarHnTHas
COBMeCTUMOCTb

UL 60950-1

CAN/CSA C22.2 No.
60950-1

EN 60950-1
AS/NZS 60950-1
IEC 60950-1

47 CFR, vacTtb 15
ICES-003 Knacc A
EN55022 Knacc A
CISPR22 Knacc A
AS/NZS 3548 Knacc A
VCCI V-3

CNS 13438

EN 300-386

EN 61000
(HeBOCMPUNMYMBOCTD)

EN 55024, CISPR 24
EN50082-1

oT 5% [o 85%

oT 5% no 90%, HO He
6onee 0,024 kr
BOAbI/KI CyX0ro
BO34yXa

51,8/62,9 nBA

58,5/70,3 nbA

oT -40 pno +80 °C

oT 5% 0o 95%

4570 ™M

UL 60950-1

CAN/CSA C22.2 No.
60950-1

EN 60950-1
AS/NZS 60950-1
IEC 60950-1

47 CFR, vacTb 15
ICES-003 Knacc A
EN55022 Knacc A
CISPR22 Knacc A
AS/NZS 3548 Knacc A
VCCI V-3

CNS 13438

EN 300-386

EN 61000
(HEeBOCMPUMMYMBOCTD)

EN 55024, CISPR 24
EN50082-1

TOO «NAG KAZAKHSTAN>»
+7 (727) 344-344-4
sales@nag.kz

oT 10% no 85%

H/L

54,4/67,4 nBbA

62,6/74,5 nbA

oT -40 po +70 °C

oT 5% 0o 95%

4570 ™m

UL 60950-1

CAN/CSA C22.2 No.
60950-1

EN 60950-1
AS/NZS 60950-1
IEC 60950-1

47 CFR, vacTtb 15
ICES-003 Knacc A
EN55022 Knacc A
CISPR22 Knacc A
AS/NZS 3548 Knacc A
VCCI V-3

CNS 13438

EN 300-386

EN 61000
(HeBOCMPUNMYNBOCTD)

EN 55024, CISPR 24
EN50082-1

oT 5% po 85%

H/L

54,4/67,4 pBA

62,6/74,5 nbA

oT -40 po +70 ¢C

oT 5% 0o 95%

4570 m

UL 60950-1

CAN/CSA C22.2 Nc
60950-1

EN 60950-1
AS/NZS 60950-1
IEC 60950-1

47 CFR, vyacTtb 15

ICES-003 Knacc A
EN55022 Knacc A
CISPR22 Knacc A

AS/NZS 3548 Knac
VCCI V-3

CNS 13438

EN 300-386

EN 61000
(HeBOCMPUUMYNBO

EN 55024, CISPR 2
EN50082-1
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TeneKOMMYHUKALMNOHHbIE
XapaKTepuctTukun

TIA/EIA/IS-968
CS-03

ANSI T1.101

ITU-T G.823, G.824
IEEE 802.3

OvpektuBa RTTE

TIA/EIA/IS-968
Cs-03

ANSIT1.101

ITU-T G.823, G.824
IEEE 802.3

Oupektua RTTE

TOO «NAG KAZAKHSTAN>»
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TIA/EIA/IS-968
CS-03

ANSIT1.101

ITU-T G.823, G.824
IEEE 802.3

OvpekTtusa RTTE

TIA/EIA/IS-968
CS-03

ANSI T1.101

ITU-T G.823, G.82¢
IEEE 802.3

OvpektuBa RTTE

Cnuncok nogaep xmBaembix MapLipyTmusaTopamm Cisco cepum 2900 monynen

MpounssoanTtens: Cisco

Obwune

MoaysibHble 6J10KM MUTaHWUS MapLllpyTu3aTopa

Tun ycTponcTea

MoLOep>XMBaeMblil TUM MHTEePKENCOB MapLlpyTM3aTopa

NunHenka Cisco

La

MapLwpyTunsartop

NHTepdeincsl 10/100/1000Base-T

ISR 1900, 2900, 3900


http://www.cisco.com/en/US/products/ps10537/products_relevant_interfaces_and_modules.html
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