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MapuwpyTtunusatop Cisco 2901
CISCO2901/K9

OnucaHune

B CTaHOQPTHYIO KOMIMJIeKTauuio BxoauTt: 512Mb Dram namatu u 256Mb Compact Flash, 1 6510k nutanua AC

Ha paHHbIA TOBap BO3MO>KHa rapaHTua NAG-
NBD (Next Business Day), ycsnoBus u ueHy
YyTOYHANUTE Y MeHea Xepa

Cnucok rnonaep>XnMBaemblx MoayJsen

Cisco® ISR 2900 — cepusit MapLUpyTM3aTOPOB C MHTErpaunen cepencos, paspaboTaHHas Ha OCHOBaHUK 25-n1eTHero
onbiTa Cisco B 06/1aCTV MHHOBALMIA 1N CO34aHNSA NepefoBbIX peLleHNn. ApXUTEKTYpa HOBbIX NaaTdopM obecrneymBaeT
noafep KKy crefyLero 3Tana pa3sutus GuananosB opraHn3aunii, NepeHocs MyabTUMeAnHble CpeACTBa COBMECTHON
paboThbl 1 cpencTBa BUPTYanM3aLnmM Ha YPOBeHb uanana v no3Bosas CyLeCTBEHHO COKPaTUTb OnepaLOHHbIe
n3pepxku. MNnatdopmbl Ha 6aze mapwpyTmnsatopos Cisco ISR BTOpOro nokoseHns N03BONAIOT peLllaTb HE TOJIbKO
CerofHsLWHMEe 3a[4a4M, HO 1 Te 3a4ayu, KOTOpble BO3HUKHYT B ByAyLieM, MOCKOJIbKY B HUX UCMOJIb3YOTCA MHOrosiAepHble
rnpoueccopbl, MOAAEP>KUBAIOTCA BbICOKONMPOU3BOANTESNbHbIE CUIHabHbIE Mpoueccopbl (DSP) ana pacwmnpeHuns
MepCrneKTUBHbIX BO3MOXXHOCTEN nepenayun BMAEO, NCMOJIb3YOTCA MOLHbIE CEPBUCHBIE MOAYJIN C MOBbLILLEHHON
OOCTYMHOCTbIO, cpeacTBa komMyTauum Gigabit Ethernet ¢ nonaep>xkon pacwimpeHHon cneundpurkaumnm POE, a Takxe
HOBbl€ BO3MO>XHOCTU YMNPaB/EHNA U MOHUTOPUHra noTpebneHns sHeprun. Kpome TOro, HOBbIM YHMBEpPCasbHbIN 06pas3
onepaumoHHom cuctemsl Cisco IOS® n moaynb Services Ready Engine no3BonsaoT pa3fennTb pa3BepTbiBaHNE
obopynoBaHMS N NporpaMmMHoro obecnevyeHus, TeM caMmbiM 0becneymBas Ha4eXXHYO TEXHOJIOMMYECKY0 OCHOBY,
CNocobHyto B6bICTPO afaNTUPOBATHLCA K MOCTOAHHO U3MEHSAIOLWMMCS TPeboBaHNAM K CETU.

B uenom mapuwpyTumsatopsl Cisco cepumn 2900 obecneymBatoT becnpeuefeHTHOE CHUXKEHWE COBOKYMHOM CTOUMOCTM
BnageHus (TCO) n BbiCOYaMLINA YPOBEHb FTMOBKOCTM CETU, KOTOPble MOALAEPXKMUBAIOTCA UHTEIEKTYasIbHbIMU CPeaCcTBaMuU
MHTerpaunm ny4ywmnx B oTpacam cpencTs obecrneyeHus 6e30naCHOCTI/I, CNCTEMBbI yHI/ICbI/ILI,I/IpOBaHHbIX KOMMyHI/IKaLJ,I/II7I,
TexHosIornum CcOo340aHNnA 6ECI'IpOBO,D,HbIX ceten un NMpuKnagHbIX CEPBUCOB.

0630p NpoaykTa

Cepus Cisco 2900 sBnsieTcs pasBUTMeEM JlydLlen B CBOEM Kiacce cepumn MapLupyTusaTopos Cisco ¢ MHTerpaumen
cepsucos 2800 n cocTouT 13 YeTbipex mogenen: Cisco ISR 2901, 2911, 2921 n 2951 (cm. puc. 1).

Bce mapwpyTtusaTtopsbl Cisco ISR cepun 2900 noanep>X1BatoT BCTPOEHHble CpeACcTBa annapaTHOro yCKopeHus
WnpoBaHns, CNOThbl LNGPOBbLIX CUrHasbHbIX Npoueccopos (DSP) ona obpaboTku ronoca n BUAEO, AONOJHUTENbHBIN
Me>XCeTeBOW 3KpaH, CUCTEMY MPefoTBPaLLEHUS BTOPXKEHUN, cncTeMy 06paboTkn BbI30BOB, CPEACTBA MOJIOCOBOW MOYThI U
CepBUChI MPUIoXKeHW. KpoMe Toro, nnaTghopMbl MOAAEPKNBAIOT LUMPOYANLLNA CMEKTP NPOBOAHbLIX 1 6eCnNpoBOAHbIX
MHTepdencos, Takmux Kak T1/E1, T3/E3, xDSL, MefiHbI 1 ONTOBOJIOKOHHbIN GE.

OCHOBHbIE npeuvMmyuiectBea

MapwpyTunsaTopbl Cisco C MHTerpaumein cepesncoB BTOPoro nokoneHus (ISR G2) obecneynBaioT NpeBOCXOAHYHO
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alanTMBHOCTb N UHTEerpaumnio cepBrcoB. PaspaboTaHHas ¢ y4eToMm TpeboBaHU K MacluiTabpyemocTun, Moy ibHas
apxXuUTeKTypa 3TUX naaTdopM No3BoaSeT HapalmBaTb U a4anTMpPoBaTb UX BO3MOXXHOCTU B COOTBETCTBMU C PasBUTUEM
Ballen opraHmsaumn. busHec-npenmyuwiectea MapwpyTmsatopos Cisco ISR cepumn 2900 nepeyncneHsl B Tabnanue 1.

Tab6nuua 1. OcHOBHble NpeuMyLUecTBa MapLipyTusaTtopoB Cisco ISR cepumu 2900

MpenmyuiecTBo OnucaHune
NHuTerpauns MapwpyTunsaTopsl Cisco ISR cepum 2900 obecrneymBatoT NOBbILLEHHYO MHTErpaumto
CepBunCoB CEepBUCOB Nepefayun ronoca, BUAEO, AaHHbIX, obecrneyeHmns 6e3onacHoCTy,

6ecnpoaop,H0|7| CBSI3M U MOBUNbHbIX cepBuncos, No3BoNAA CyLleCTBEHHO CHU3NTb
onepaunoHHbIE U3OEPXKKN.

CepBuchl No 3anpocy B ka>xgoMm ISR G2 ncnonb3yeTcsa egnHbIn YHUBepCaabHbln 06pa3 onepaumoHHON
cuctembl Cisco IOS®. EguHbIN NporpaMMHbI 06pa3 coaepXnT Bce Habopbl PyHKLNA
Cisco I0S, KoTopble aKTMBUPYOTCSA NPY MOMOLLM MPOrPaMMHON INLLEH3UN. DTO
Mo3BOJISIET Ballen opraHu3auunm 6bICTPO pa3BepThiBaTb paclUMpeHHblie MYHKLNUN, He
3arpy>kast HoBbI 06pa3 I0S. Onsa nooaepXKn HOBbIX PYHKLIMOHAJIbHbLIX BO3MOXHOCTEN
yBenn4yeH obbemM NamMaTn B KOHPUIrypaumm no yMoay4aHuio.

Mopaynb Cisco Services Ready Engine (SRE) peann3syeT HOBYI 3KCMJIyaTaLMOHHYO
MoJesib, MO3BOAOLLYI0 CHU3UTb KanuTajbHble pacxoabl (CapEx) v BbIMOAHUTL
pa3BepTbiBaHUE BCeX HeOBX0AMMbIX CEPBUCOB MPUIOXKEHUN Ha OLHOM
WHTErpnupoBaHHOM BbIHYUCIUTENIbHOM MoAye.

Bbicokas MapwpyTunsaTtopsbl Cisco ISR cepum 2900 MoryT pa3BepTbiBaTbCS B BbICOKOCKOPOCTHbIX
NpOV3BOANTENBHOCTb cpenax WAN n obecne4ynBatloT COBOKYMHYIO MPOMYCKHY CMOCOBHOCTb OAHOBPEMEHHO
NHTErpupoBaHHbIX paboTatoLwwmnx cepsncos go 75 MéuT/c.

CcepBMCOB MynbTurnrabuTHaa KOMMyTaLMoHHas CTpykTypa (MGF) obecrneynBaeT BbICOKYIO

MPOMYCKHY CMOCOBHOCTL MEXMOLY/IbHbIX KaHaoB 6e3 ywepba ans
NPOV3BOANTENBLHOCTM CUCTEMbI MapLLIPYTU3aLIUN.

ALanTUBHOCTb CeTU Pa3spaboTaHHas ons ynosneTBopeHus busHec-noTpebHoCTeN 3aKa34vymMKoB, MOAYJIbHasA
apxuTeKkTypa MapwpyTusaTtopos Cisco ISR cepumn 2900 nogaep>KMBaeT LUMPOKUIA CREKTP
NMPON3BOANTENBHOCTU MOAYJIbHbIX MHTEP(ENCOB 1 CEPBNCOB, KOTOPbIE MOTYT
yCTaHaBMBaTbLCSA MO Mepe n3MeHeHnss NoTpebHOCTel BalLen ceTu.

MonaynbHble MHTepgencol 06n1anaT NOBbLILLEHHON NPOMYCKHOM CNOCOBHOCTLIO,
noaAep>XUBalT pa3/invyHble BapuaHTbl MOAKIIOYEHNSA U obecnevynBaloT
OTKa30yCTOMYUBOCTb CETU.

JDHepreTunyeckas

3hpe oc .
(PPeKTUBHOCTL B apxutekTypy MapwpyTunsaTtopos Cisco ISR cepum 2900 3an0)XeHbl cnegyoume

hyHKLMN 3HeprocbepexeHmns:

MapwpyTunsaTtopskl Cisco ISR cepum 2900 obecneymBatoT MHTENNEKTYaIbHOE ynpaBaeHue
3/1IeKTpoNUTaHMeM 1 NO3BOSET 3aKa34ynKy perynmposaTb dHepronoTpebneHne moaynemn
B 3aBUCMMOCTM OT BPEMEHM CYTOK. B fanbHelweM niaHMpyeTcs peaan3oBaTb
nogaep>xky texHonormm Cisco EnergyWise.

MoAynbHOCTb M MHTErpaLumna CeEpBNCOB B paMKax eANHON naaTdhopMbl,
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BbIMNMOJIHAOLWEN MHOXXECTBO PQYHKUUW, ONTUMN3NPYET pPpacxod MaTtepnasioB rpum
N3roTOBNEHUN N NoTpebrieHne sHeprum B npoLecce skcrayaTaumu.

MbKocTb NNaTgopMbl U HEMPEPBLIBHOE pPa3BUTME KaK NPOrpaMMHbIX, Tak 1
anmnapaTHbIX BO3MOXXHOCTEN, NpoAJieBaeT XXU3HEHHbIN LUK MPOAYKTOB 1
COKpallaeT BCe acneKTbl COBOKYMHON CTOMMOCTY BNafeHWs, BKAOYas
NCMoNb30BaHMe MaTepuasnoB 1 aHepronoTpebneHune.

Ka>kgaa nnatdopma cHabXeHa NCTOYHUKAMWN NUTaHMSA C BbICOKUM KT,

3almTa NHBECTULMI MapuwpyTusaTtopsl Cisco cepun 2900 obecrneymBaloT MakCMMabHYO 3aluTy
WHBECTULMI, NopaepKusas:

B0O3MO>XHOCTb MOBTOPHOIO NCMOJIb30BaHNS 06LUMPHOro CNeKTpa CyLLEeCTBYIOLLNX
MoAysier, NnoaaepXXrBaeMblix MapLpyTusaTopamu Cisco ISR npenbiAyLLero nokoaeHus,
obecneynaeT cHKeHune TCO.

LLnpokuit Habop nporpaMmHbix pyHKUMiA Cisco 10S, nepeHeceHHbIx ¢ naaTdopmbl Cisco
ISR npepbiayLlero NokoJIEHNS N BHEAPEHHbIX B € ANHbIA NMPOorpamMMHbI 06pas.
mbkocTb, obecnevymnBatoLLyto pas3BUTME BO3SMOXKHOCTEN N1aTdopMbl MO Mepe pocTa
noTtpebHoCcTen KoMMNaHun

ApXUMTEKTypa U MOAYJIbHOCTb

MapwpyTunsaTtopsbl Cisco ISR cepumn 2900 CKOHCTPYMPOBaHbI 4NA yO0BIeTBOpeHns TpeboBaHNn COBPEMEHHbIX
MPUNOXKEHN ANa PUananoB, a T’MOBKOCTb UX apXUTEKTYpPbl N03BoOAsAET obecnednTb NOAAEPXKKY MPUSIOXKEHUN, KOTOPbIE
nosasATcsa B byayuieMm. MooynbHaa apxuTekTypa co3faHa AJ1s NOAOEPXKKM pacTyLmux TpeboBaHU K MPOnyCKHOM
cnocobHocTu, TDM-coeAUHEHUIA 1 MOJIHOCTbIO MHTErPUPOBAHHOIO pacnpenesneHns CUCTEM NUTaHUS MoayJen,

noALepP KVBAOLWMNX 3NIEKTPONUTAHNE BHELLIHUX YCTPOMCTB Nno cTaHgapTaM 802.3af Power over Ethernet (PoE) n Cisco
Enhanced PoE (ePoE). B Tabnuvue 2 nepedunciieHbl npenmMyLLecTBa U BO3IMOXKHOCTU apXUTEKTYpbl MapLupyTusaTopos Cisco
ISR cepuu 2900.

Ta6bnuua 2. PyHKUMOHANbHbIE BOSMOXXHOCTU U NPEUMYLLECTBA apXUTEKTYpbI

DyYHKLMOHaNbHbIe BO3MOXHOCTN | MNpeumyliecTBa
APXUTEKTYPbI

MogaynbHasa nnaTtdopma MapwpyTmnsaTtopsbl Cisco ISR cepum 2900 aBAAOTCSA NAATHOPMON C BbICOKOMN
CTeneHbio MOAYJ/IbHOCTU, B KOTOPOW NMpefyCMOTPEHO MHOXECTBO C/I0TOB A5
YCTaHOBKM NHTepdEencHbIX Moaysen n cpeactsa pa3BepTbiBaHNSA CEPBUCOB,
YyL0BNETBOPSAOLLNE Pa3/INYHLIM TPeboBaHUAM K ceTAM hnINanoB.
MapLwpyTunsaTtopsbl ISR XxapakTepusyrTCca CaMbIiM LLUMPOKMM B OTPaCc/In
CNEeKTPOM UHTepdENCHbIX Moaynen 015 NOAKIIIOYEHNS K IOKaJIbHbIM U
rnobasbHbIM CeTAM, YTO MO3BOJSISET BbINOJHATb OMEpPaTUBHYO
MoAepHM3aunto NnaTdopMbl 415 NCMOJIb30BaHUA MEPCreKTUBHbIX
TexHonorunm 6e3 3amMmeHbl BCen naaTdopmbl.

Mpoueccopbl MapuwpyTusaTtopsbl Cisco ISR cepnm 2900 ocHaLLeHbl
BbICOKOMPOU3BOANTENIbHBIMU MHOMOAAEPHBIMY MPOLLeccopamu,
MO3BOJISOLWMMU BbINOJHUTL pacTylimne TpeboBaHMs K ceTsiM (DUINANOB,
BKJ1I04as BbICOKYI MPOMYCKHYI0 CNoCObHOCThL noakaodeHums Kk WAN un
BO3MO>XHOCTb O4HOBPEMEHHOW PaboThbl MHOXXEeCTBa CEPBUCOB.
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BCcTpoeHHble cpefcTBa annapaTHOrO YCKOpPeHus WindpoBaHus bbian
yCOBEPLUEHCTBOBaHbI AJ15 NOBbILWEHNA MaclwTabupyemocTn. B coveTaHum ¢
nononHuTenbHon nuueHsnen Cisco I0OS Security oHn no3BonsitoT obecrneynTb
6e30MacHOCTb NOAKAYEHUSA K r106anbHOM CeTU 1 pa3BepHyTb cepBuckl VPN
(yckopeHune wngpoBaHna peannsoBaHo Kak gns IPSec, Tak n SSL).
BcTpoeHHoe obopynoBaHme WNpoBaHNS 3aMeHSAET U NMPEBOCXOAMT NO
npon3BOAUTEsNIbHOCTM Moaynn AIM npedbioyLiero NoKOJIeHUS.

B mapwpyTtmnsaTtopax Cisco ISR cepum 2900 BrnepBble peann3oBaHa
VHHOBALMOHHAA MyNbTUrMrabnTHas KOMMyTaLMOHHas CTpykTypa (MGF),
obecneymnBaowas 3pPeKTUBHbIN 0OOMEH OaHHbIMK MeXAy MOAYJISIMUA U
HernocpenCcTBEHHOE B3aUMOAENCTBME CEPBUCOB MEXAY MOAYISIMU MpU
0HOBPEMEHHOM CHUXXEHUW Harpyskmy Ha NpoLLeccop MapLupyTulaTopa.

CepBUCbl CUCTEMbBI YHUDPULNPOBAHHBIX KOMMYHUKaLWA B hunnane MoryT
ObITb CyLLECTBEHHO pacLUMpPEHbI MPU NCMOJIb30BAHMUN B apXUTEKTYype
CUCTEMbI CTPYKTYPbl KOMMyTauum TDM-KaHasioB, 4TO NO3BOASET YBEANYUTb
eMKOCTb KaHasoB DS-0.

Bce BcTpoeHHble nopTbl WAN SIBJISIOTCS MapLUpyTU3MPYEMbIMU MOpTaMu
10/100/1000 Gigabit Ethernet WAN.

OavH n3 Tpex noptos 10/100/1000 Ethernet WAN B mopensax Cisco 2921 n
2951 obopynosaH noptoM SFP BMecTo nopTa RJ-45 ons noakio4eHns K
nnHumn BOJIC.

NHHOBaALUMOHHbIN KOHCObHBLIM USB-nopT o6ecneynBaeT BO3MOXKHOCTb
MOOKJ/IOYEHNSA ANSA YNPaBIeHUSA C YyCTPOUCTB, B KOHCTPYKLUN KOTOPbIX HET
rnocnefoBaTesibHbIX MOPTOB, HaNprUMep, COBPEMEHHbIX HOYTOYKOB.

Tak>xe [OCTYMHbl 06bIYHbIA KOHCOJIbHbLIA MOPT 1 nopT AUX.

BO3MOXXHOCTb MOAEPHM3ALNN BHYTPEHHEN 0 NCTOYHUKA NMUTaHNA 1
obecneyeHnss NMUTaHNSA AOMNOJHUTESNbHbIX BCTPOEHHbIX MOAYJ1IE KOMMYyTaLNmn
(B cooTBeTCTBUM CO cO cTaHAapTom 802.3af POE n ctaHfapTHbIMUK
cneyndmkaunamm BHyTpeHHero nutanmsa Cisco).

B 6ynywem ansa mogenen Cisco 2911, 2921 n 2951 6yaneTt goctyneH
[ONONIHUTENbHbIA Bl NOCTOSHHOIO TOKa, YTO PaCLUNPUT BO3MOXXHOCTM
pa3BepTbiBaHUA B LLEHTPasIbHbIX Ohrcax U NPOMBbILLSIEHHbIX Cpefax.

Ona mapwpyTunsaTtopos Cisco 2911, 2921 n 2951 npepycMoTpeHa
BO3MOXXHOCTb Pe3epBMPOBaHNSA CUCTEMbI MUTAHUA C MOMOLLbIO BHELLHErO
ycTponcTea RPS, 4To No3BONSET COKPATUTh BPEMS MPOCTOSA CETU U
3aWMTUTb CeTb OT c60eB, BbI3BaHHbIX MNepebosaMn B 3N1eKTPONUTaHUN.
Pe3epBupoBaHue nutaHma MmapwpyTtusatopos Cisco cepum 2900
peanusyeTcs npy NOMOLLN CUCTEMbI pe3epBrpoBaHus nuTaHus Cisco RPS
2300. PeweHune Cisco RPS 2300 MOXKHO MUCMOJIb30BaTb AJ1 pe3epBupoBaHus
nMTaHNAa Kak MmaplpyTtusaTtopos Cisco ISR cepun 2900, Tak 1 KOMMYTaTOPOB
Cisco Catalyst®.
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Onsa ncnonb3oBaHua Cisco RPS 2300 Heobxonoum BHewHUn aganTtep RPS
(LOMONMHNTENBHbIN 3N1eMeHT KOH(MUrypauumn) oas NnoAKI0YEeHUS N1aTHopMbl
K BHellHeMy ycTponcTBy RPS.

YcunneHune PoE Mpun NOAKAOYEHNN K BHELWIHEMY yCTponcTBYy RPS maplpyTusaTtopsbl Cisco
2911, 2921 1 2951 mMoryT BMeCTO pexuma pe3epBrnpoBaHuA
(PYHKLMOHUPOBaTh B pexxume ycuneHus PoE. MNpn 3TOM MOLWLHOCTb NMUTaHUA
nnaTdhopMbl yABanBaeTCs, 4TO No3BonseT obecneynTb aHeprocHabxxeHne
OOMOJIHUTEsIbHbIX NOpTOB POE.

'MbKoCTb pa3BepTbiBaHMA Mopenun Cisco 2911 n 2951 pa3paboTaHbl onia cpen NEBS.

rnybuHa mopenun 2911 coctaBnseT 12 A0MNMOB. MIMeeTCA BO3MOXHOCTb
CHabanTb yCTPONCTBO BEHTUAALMOHHBIM (hUAbTPOM, YTO MO3BONAET
pa3BepTbiBaTb €ro B pa3inyHbix cpefax. Cbopka ¢ hpoHTa bHbIM 3a60pom
BO34yXa 1 BbIBPOCOM 4epes ThbIJIbHYI0 YaCTb AOCTYMHa Takxe 1 ans 23-
OI0IMOBBIX CTOEK.

BO3MO>XHOCTHU U npevMmyuiectTsa MOAOYJIbHOCTHU

MoaynbHas apxmuTekTypa MapwpyTumsaTopoB Cisco cepum 2900 (cM. Tabnuuy 3) obecneymBaeT HageXHYI0 3aLNUTY
VHBECTULNN 3aKa34MKOB. BONbLUIMHCTBO MOAyen, CO3AaHHbIX Ana MapLlpyTmn3aTopos Cisco npeabiAyLWmnx NOKONEHWN,
Takunx Kak cepua 2800, nogaep>xmBatoTcs MapipyTusatopamm Cisco cepum 2900. Kpome Toro, aTm Mmogyam moryTt
MCMNOJIb30BaTbCA B APYrux MaplpyTusatopax Cisco, 4To obecrneymBaeT MakCUMasbHYO 3alWnUTy MHBeCcTULNN. K
npenmyLLecTBaM TUMOBbIX MHTEPMENCHbLIX KapT MO BCEM CETU OTHOCATCSH 3HAUYUTENIbHOE CHVKEHNE CJIOXHOCTHU
yrnpaBieHns pecypcamu, yrnpoLeHre 3anycka KpynHbIX CeTen U yHudrnkaumum KoHpurypaunin uananos pasHbix
pa3mepos.

MonHbIN CANCOK MOAyNen, Noaaep KMBaeMbixX MapLpyTusaTopamu Cisco cepum 2900, Bkaovasa moaynm SFP, npuseneH
Ha web-web-cTpaHuLe.

Ta6bnuua 3. MoaynbHOCTb — (PYHKLMOHAJNIbHbIE BO3SMOXXHOCTU U NPeuMyLLEecTBa

Monoynu [MpenmyutecTBa

CepBucHble mogynu Cisco (SM) Ka)kabIn CNoT 418 CEPBUCHBIX Moaynen obnagaeT BbICOKOW NPOMYCKHON
CNocobHOCTbIO Nepefayn AaHHbIX

CymMapHo fo 4 F'buT/c B HanpasJfieHMM npoLeccopa MapLupyTmnsaTopa
CyMmMapHo fo 2 ['buT/c B HanpasfiieHUn Apyrnx moaynen B pamkax MGF

CnoTbl cepBUCHbIX Mogynen (SM) BecbMa afanTUBHbI N MOALEPXKMBAOT
CLBOEHHble Moaynun (SM-D), koTopble ABAAIOTCA CEPBUCHBIMU MOLOYISIMU,
paccymTaHHbIMK Ha ABa cfaoTa. Moaynm SM-D obecnedmnBatoT mogensam
Cisco 2921 n 2951 rnbkocCTb B NCNOSIb30BaHUN Moaynen bonbLuen
NMPON3BOANTENIbHOCTM.

CnoTbl CEPBUCHbLIX MOAYIEN MNPULLIIA Ha 3aMeHY C/loTaM A1 CeTeBbIX
MoAgyfienm n cnotam Mogyfen paclunpeHns aas rosocoBomr u
hakcnmmnbHom ceasn (EVM). 9Tn cnoTbl NpuUCyTCTBYIOT B
MapwpyTmnsaTopax Cisco ISR 2911, 2921 n 2951.

ApanTtep Ana ycTaHoBKM moaynen obecneymBaeT obpaTHyto

AARAAAATIARAAATI A AU AATRAIIAIILIARAIA ~AAT AR IRAIA AAA AV FARALA
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LUBDNMTUIVIMIULTD U LYLLUTU I BYULLVIVIVE LT 1T TEDIVIVE MULYJIAVIVE,
pacwmpeHHbIMK ceTeBbiMM Mogynamu (NME) n EVM.

CnoTbl CEPBUCHbIX MOAYJ1eN Nogaep>K1MBatoT BABOe 60JbLUYIO MOLHOCTb
MUTaHWA B CPaBHEHUM CO CJZI0OTaMM CeTeBbIX MOLYJ1ei, MO3BONASA
yCTaHaBAMBaTb 60siee coBpeMeHHble Moaynun ¢ 6onee BbICOKOM
NPOnN3BOANTENIBHOCTbIO.

MuTaHnemM CNOTOB CEPBUCHbBIX MOAYJIEN MOXXHO YMNPaBAATb NPU MOMOLLM
pacwmpeHni, cxogHbeix ¢ Cisco EnergyWise, 410 no3sonseTt
OopraHu3aumnaM CoOKpaTUTb U3OEPXKKU Ha dsieKTpornoTpebneHne ceTeBon
MHppacTpyKTypbl. MonHoueHHasa nogaep>xka EnergyWise 6ypet
[OCTynHa B By ayuwimx obHOBAEHUSAX NporpaMMHoro obecneyeHus.

Cnot gna EHWIC ncnonb3yeTcs BMECTO CJI0Ta BbICOKOCKOPOCTHOM
nHTepdencHonm KapTbl HWIC n MoXXeT nogaep>XnusaTb NCXOLAHbLIN PEXUM
HWIC, nntepdencHole kapTbl WAN (WIC), nHTepthencHble KapTbl 415
nepenayun ronoca (VIC) n KOMOMHNPOBaHHbIE NHTEPMENCHbIE KapTbl
(VWIC).

YeTblpe nHTerpuposaHHbIx cioTa EHWIC B mapLupyTusaTopax Mogesnsx
Cisco 2901, 2911, 2921 n 2951 obecne4vmnsatoT 6onbLUYIO TMOKOCTb
hopMnpPoOBaHUNA KOHDUrYypaLmn.

Kaxxgbih cnot ana HWIC obnagaeT BbICOKOM NPOMYCKHON CMOCOBHOCTHIO
nepepayu faHHbIX:

CymmMapHo fo 1,6 FéuT/c B HanpaBneHun npoueccopa MapLupyTmnsaTopa
CyMMapHo o 2 ['6uT/c B HanpaBieHUN Apyrux monynen B pamkax MGF

Mpy ncnonb3oBaHUM CABOEHHbIX MOAYJIEN 3aHMMAlOTCA ABa C/ioTa Ana
EHWIC. JonyckaeTcsi O4HOBPEMEHHOE UCMOJIb30BaHMe 00 ABYX
CABOEHHbIX Mmogynen HWIC (HWIC-D).

OawuH cnot ans ISM obecneymBaeT BO3MOXXHOCTb YCTaHOBKM
WHTeNNeKTyaslbHbIX MOOY/1el BO BHYTPEHHUI C/IOT LWACCHU.
Ka)xabin cnoT ISM obnagaeT BbICOKOW MPOMYCKHOM CNOCOBHOCTLIO
nepenayv faHHbIX:

CyMMapHo Ao 4 Néut/c B HanpaBJieHUX NpoLeccopa MapLipyTmusaTopa
CyMMapHO o 2 ['6uT/c B HanpaBiieHUN Apyrux moaynen B pamkax MGF

ISM 3ameHseT cnoT AIM, cywecTsytowure moaynn AlIM cnotom ISM He
noanepXXunBatTCs.

MuTaHne Ha cnoTax ISM ynpasnseTcs paclumpeHnammn, cxodHbiMu ¢ Cisco
EnergyWise, 4T0 no3BonsfeT opraHnsaumsam COKpaTUTb U3EPXKKM Ha
anekTponoTpebneHne ceTeBon NHPPaACTPYKTYpPbI. [TosHOLLEeHHas
nopnnep>ka EnergyWise 6yneT noctynHa B 6yayLimnx obHOBIEHNAX
nporpamMmmMmHoro obecrnevyeHus.

CnoTbl gna moaynen PVDM3 nopaepxmsatoT moaynm PVDM3,
obecne4ynBas NOBbLILEHHYIO NJOTHOCTL NepefaYvn ayagmo- un
BuaeoTpaduka.

Kakabin cnot gna PVDM3 coegnHEH C CUCTEMHOW apXUTEKTYPON 2-
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3awmTa nHeecTmumm B mogyam PVDM2 ocyLecTBASeTCA Npy MOMOLLN
ajanTepa O/18 YCTaHOBKM MOAYen.

MuTaHne Ha cnoTax ansg PVDM ynpasnseTca pacllMpeHnaMmm, CXoaHbIMU C
Cisco EnergyWise, 4TO No3BosseT opraHn3aLmnamM COKpaTUTb U3LEPXKKN
Ha 3nekTponoTpebneHne ceTeBon NHPPACTPYKTYpbI. [MoSIHOLEeHHas
nogaep>xka EnergyWise 6yget goctynHa B 6yayLumnx obHOBAEHUAX
nporpamMmMHoro obecrne4yeHums.

CnoTtbl Compact Flash B KOHCTpYKUMN MapLIpyTU3aTOPOB C MHTerpaunen cepsuncos Cisco cepum
2900 npenycMmoTpeHbl ABa BHelwwHUX cnota Compact Flash. Kaxkabin cnot
NoALEPXNBAET BbICOKOCKOPOCTHbIE HOCUTENN eMKOCTbIO A0 4 6anT.

MopTel USB 2.0 Moppep>XmBaeTcsa OBa BbICOKOCKOPOCTHbIX nopTa USB 2.0. MNMopTel USB
obecneynBaloT BO3MOXKHOCTb MCMOJIb30BaHUA ajlbTEPHATUBHbLIX TOKEHOB
6e30MacHOCTM N YCTPOMCTB XPaHEHUA OaHHbIX.

MporpammHoe obecneuyeHue Cisco 10S

NHHOBaLMOHHbIE BO3MOXHOCTW MapLUPYyTU3aTOPOB C MHTerpaumen cepsmncos Cisco cepum 2900 oCHOBaHbI Ha Jy4LUeln B
oTpac/aun cneuunannm3npoBaHHon onepaunoHHon cucteme Cisco 10S. Pa3paboTaHHble 415 LUMPOKOrO pa3BepThbiBaHUA B
CaMbIX OTBETCTBEHHbIX CErMeHTaxX KOprnopaTUBHbLIX CeTel, ceTel obLLero nosib3oBaHNsA N ceTell onepaTopoB CBA3M,
MapLpyTusaTopbl ISR G2 paboTatoT non ynpasneHueM MO Cisco 10S Bepcuin 15M n 15T. B HacTosilwee BpeMsi [OCTYMHa
Bepcus 15.0(1)M, obecneymBatollasn Noanep KKy LLUMPOKOro cnekTpa TexHonorun Cisco, B TOM YMCsie HOBbIX (YHKUMWIA 1
CBOWNCTB, MNOSBMBLUMXCA B Bepcusax 12.4 n 12.4T. NoasueLumnecs B sepcum 15.0(1)M nHHOBaLUM OXBaTbIBAlOT MHOXXECTBO
TexHoslorn4yeckmx obnacrem Takux, kak MHopMaLmoHHas 6e30nacHoOCTb, roJlocoBas CBsA3b, obecrneyeHne BbICOKON
[ocTynHocTu, IP- MapwpyTmnsaums, rpynnosas agpecauuns, obecrneyeHme kavyectsa obcnyxueaHusa (QoS), MobunbHOCTb
IP-appecos, nogaep>xka texHonornm MPLS, VPN 1 BCTpOEHHbIe CpeACcTBa YNpaB/ieHUS.

JinueHsupoBaHue n komnoHoska MO Cisco 10S

EnvHbIZ nporpamMmmHbii obpa3 Cisco I0S coaepxunT Bce dyHKLUUM [0S, peann3oBaHHble Ha AaHHbIX NaaThopMax. Ons
paclmpeHns MYHKLNOHaIbHOCTU MapLUupyTmM3aTopa A4OCTaTOYHO aKTMBMPOBaTb MPOrpaMMHY0 IMLEH3UIO 0115
yHuBepcasnbHoro obpasa. B npeabiayLieM NokosIeHNN MapLIpyTM3aTOPOB AOCTYyMa U3MeHeHne Habopa yHKL NI
TpeboBasio 3arpy3ky HOBOro NporpaMMHoro obpasa. TeXHO0rn4eckme KOMMOHOBKU U PYyHKLIMOHAIbHbIE JINLLEH3MN,
rnoafaep>XnBaemble MHPPACTPYKTYPON NNLLEH3MPOBAHUA UCMOJIb30BaHNSA nporpamMmmHoro obecneveHns Cisco, ynpoLiatoT
nocTasky MO 1 CHUXXalOT onepauyoHHbIe pacXodbl Ha pa3BepTbiBaHWE HOBbIX (DYHKLUNA.

Ons mapwpyTtusaTtopos Cisco ISR cepumn 2900 JOCTYyMNHbI YeTbipe OCHOBHbIE TEXHOJIOrMYeckne nuueHsun. Mpoueanypa
aKTuBauMM NporpaMmHbIX nmueH3nm Cisco onncaHa Ha web-cTpaHuue //www.cisco.com/go/sa. K ynoMaHyTbIM Bbllle
YyeTblpeM NNLEH3NAM OTHOCATCS:

IP Base (6a30Bble MexaHW3Mbl (PyHKLMOHUPOBaHWS IP-ceTW): AaHHbIA TEXHOJIOTMYECKUIA NaKeT yCTaHaBMBAETCA Mo
YMOJIHaHUIO.

Data (nepefaya gaHHbIX)

Unified Communications (cuctema yHUOULNPOBAHHbLIX KOMMYHUKaLLNIA)

CpenctBa obecnevyeHunsa nHgopmaumoHHom 6esonacHocTu (SEC) nnm cpeactea obecnevyeHmnsa MHGOPMaLMOHHON
6e3onacHocTn 6e3 wugpoBaHus nepegaBaeMbix gaHHbix (SEC-NPE)

Ons nonyvyeHns 4OMOAHUTENbHOM UAn NoAPOo6bHON nHopMaumm 0 NMLeH3npoBaHum n komnaekTaumm MO Cisco 10S ans
MapLpyTmnsaTopos Cisco ISR cepumn 2900 noceTuTe web-canT //www.cisco.com/go/2900

OCHOBHble cepBUChl s uamanos

MapwpyTunsaTtopsbl Cisco ISR ABAAOTCA AyYLWMMM B OTPAC/IM MapLllpyTulaTopamu, obecneymsarownmm becnpeueeHTHbIN
YPOBEHb MHTErpaunm cepsucos. PaspaboTaHHble Ana yo0BAeTBOPeHUS NoTpebHoCcTen hrunnanos, AaHHble NAaTHOPMbI
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Mo3BOJIAOT CO34aTb MOJIHOLIEHHOE peLleHre, NoaAePXKBatOLLEE CEPBUCHI FOJIOCOBOI CBA3N, Nepenayu BUAEO,
6e30MacHOCTM, MOBUIBLHOCTY U CEPBUCOB MPUIOXKEeHWIA. OpraHM3aunumn MoryT pa3BepHyTb 04HO YCTPOMCTBO A4Jis pellueHuns
BCEX KOMMYHUKALMOHHbIX 3aZla4 Y COKOHOMUTb KaK Ha KanuTaslbHbIX, Tak U Ha OMepauoHHbIX pacxodax.

CepBUCHI CUCTEMbl YHUDULMPOBAHHbLIX KOMMYHUKaL U, COBMECTHOW PaboThl U LWI03a rO1I0COBOM CBA3M

MapuwpyTusaTopbl ¢ uHTerpaumuein cepsucos Cisco cepumn 2900 npeactasnsaoT cobo OCHOBY AN1 CO34aHMNSA CUCTEMbI
COBMeCTHOM paboTbl B MasioM Uan cpefHem cunnane, BbiINOIHAS POJib KPUTUYECKM Ba)KHOMO KOMMOHEHTa apXnUTeKTypbl
Cisco ons nepefa4yv Bnaeo (MegmaceTb) M KOPNOPATUBHOW CUCTEMBI YHUULMPOBAHHbLIX KOMMYHUKaUNA. BCTpoeHHbIe
CepBuUCbl Nepefayn rosoca n LWNPOKNIM CNekTp nHTepdencos TenedoHmnn MmappyTtmnsatopos Cisco ISR cepun 2900
obecneynBaloT MaKCMMasibHYO TMOBKOCTb MpY pa3BepTbiBaHUM B pacnpenesieHHblX cpefax. PyHKLUMOHMPOBaHNE CUCTEMBI
YHUPULMPOBAHHBIX KOMMYHUKaLUN obecneymnBaeTcs 3a CHET NOAAEPXKKN NHPPACTPYKTYpbl 06paboTku MynbTuMeana n
CpenCcTB CUrHaAn3aumm, BKJOYaOLWMX MHOXXECTBO NPOTOKOOB, CPeACTBa nepefayn MynbTumMenma, CpeacTsa 3awmThbl
CUrHanmsauuu n nepefaBaeMblX AaHHbIX, CPeACTBa TPAHCKOANPOBaHUSA, KOH(epeHL-CBA3M 1 obecneyeHns KavyecTBa
obcnyxuneaHuma (QoS). Kpome Toro, mapipytusaTtopsbl CisCo C MHTerpaumen CepemcoB NoaLEPKNBAOT MHOXXECTBO
MHTEpP(EeNCcoB LLJ030B FOJIOCOBOM CBA3M, @ TaKXKe LUMPOKNIA CNEKTP MPOTOKONOB CUTHAIN3aLUN N PU3NYECKUX CETEBbIX
MHTepgencos.

MapwpyTunsaTtopsbl Cisco cepun 2900 noaLep >XKMBaOT NMPaKTUYECKM BCE CYLLECTBYOLWME 1 pa3BMBalOLLIMECS CEPBUCHI
nepenayn BUOEO, a TakXXe cpencTea MacwTabupoBaHua onsa nogaepxku cosewanmin Cisco TelePresence®, obecnevyeHuns
MHgopMaLMoHHON 6e3onacHOCTU 1 ynpasseHns ceaHcammn. Pewenune Cisco Unified Border Element pacwmnpseTt
BO3MO>XHOCTU CBA3M TelePresence aonsa npoBefeHns COBELLAHNIA C y4acTMeM COTPYAHMKOB Pas/iIMyHbIX opraHu3aunn. B
MapuwpyTunsaTopax Cisco cepum 2900 peannsoBaHa Nogaep>xka HOBOro Moy s LMGPOBOro CMrHaJIbHOro npoteccopa
(DSP) Cisco pna 06paboTkun rosocoBbIX MaKeTOB BbICOKOW MA0OTHOCTU (PVDM3), KoTopbln 6bia cneumnanbHo co3fgaH ons
noALepP XKW rosI0COBOM U BUAeocCBsA3n. Hoble monysim PVDM3 nopaepxnBatoT BCe PYHKLMN LLKO3a FOJIOCOBON CBSA3M,
npucyTcTBoBaBWwMe B PVDM npeablayLinx NoKoaeHu, n 061afatoT MOBbILLEHHON MAOTHOCTLIO Y BbIYUCIUTENbHON
MOLLHOCTbIO ANA YA0BeTBOpeHNs TpeboBaHU NOABAAOLWMNXCSA MyAbTUMEAUNHbBIX NPUIOXKEHU. B 3aBncMMOCTH OT
nnaTdopmbl MappyTusaTopbl Cisco cepum 2900 noaaep>XmMBatoT 2 UM 3 BCTPOEHHbIX CN0Ta Ansa moaynen PVDM3.

Mpuno>xenue Cisco Unified Communications Manager Express u cpeacrsa obecneyeHuss OTKa3oyCTOM4MBOCTH
Cisco SRST

MapuwpyTusaTopsl C nHTerpaumen cepsmcos Cisco NpefoCcTaBAAOT AOMOJIHUTENIbHbIE CEPBUCHI CUCTEMBI
YHUPULUMNPOBAHHbLIX KOMMYHUKaLWUIA, peann3oBaHHbIe B onepaumnoHHon cncteme Cisco I0S, 4To No3BoNSAET YMEHbLNTb
KonmyecTBo UT-o60pynoBaHNsA N CHU3UTb COBOKYMHYIO CTOMMOCTb BlafgeHus dpunmnanom (TCO). MpunoxeHue Cisco
Unified Communications Manager Express (CME) npenocTaBnseT Wnpokuin Habop dyHKUn oucHonm IP-ATC,
VHTErpupoBaHHbIX B MapLUpyTM3aTop A5 MasbiX U cpefHux dunanos. Cpencrsa obecneyeHnss 0TKa30yCTOMYMBOCTH
Cisco Survivable Remote Site Telephony (SRST) Tak>xe BcTpoeHbl B 10 Cisco I0OS 1 ABna0TCA AOMOJNHUTENbHbIM
KOMMOHEHTOM A5 MapLlipyTusaTtopos Cisco cepum 2900, KoTophbii no3BonseT obecnednTb BecnpepbiBHOE
rnpenocTaBsieHne COTPYAHMKaM huanana CepBuUCcoB 1 PYHKLUI TenedoHUN faxke B Tex CJlydasx, Korjaa CBs3b C
ueHTpanbHon ATC Cisco Unified Communications Manager HapyLlleHa. /IHTerpupoBaHHOE peLleHne Ass peaansauunm
CUCTEMbI F0JIOCOBOW MOYThI, PYHKLINIA aBTOMaTUYECKOro CeKpeTapsa U CUCTEMbl MIHTEPAKTUBHOIO MOJIOCOBOr0 MEHIO Ha
6a3e Cisco Unity® Express B paMKkax MaplpyTumnsaTopoB Cisco cepum 2900 no3BoSsSET NpefoCcTaBUTb MOJIHbIA CNEKTP
CEepBUCOB CUCTEMbI YHUDULMPOBAHHBLIX KOMMYHUKaLMWA B paMKax punavana, O4HOBPEMEHHO MOALEPKUBASA NYYLLYIO B
oTpacau cuctemy 6€30MacHOCTM B paMKax eAUHON naaTgopMbl.

CepBucChl npunoxeHun VoiceXML

Tak>xe MapwpyTusaTtopsbl Cisco cepumn 2900 nogaepxmBatoT cepBuchl Ha 6ase VoiceXML. VoiceXML siBnsieTcs 13bIKkOM
pa3MeTKM C OTKPbITbIM CTaHAAPTOM, UCMOJIb3YIOWUMCS AN co34aHnsa web-6pay3epoB C roJlI0COBbIM yNpaB/ieHNEM U
npunoxxeHuin IVR. Tak e, kak HTML no3sonseT BaM rnoJjiy4aTb faHHble ¢ nomoulblo MK, Tak n VoiceXML nossonseTr
nony4aTb AaHHblE NPV MOMOLLM FOJI0COBOr0 YNpaBJ/ieHNs NN TOHalbHOro Habopa (DTMF). MapwpyTtusatopsl Cisco
cepun 2900 noppep>xueatoT 60NbLLIOE YNCSIO OAHOBPEMEHHO paboTaloLmnx CEPBMCOB LLUO3a FOJI0COBOW CBA3N,
CoBMelLeHHbIX ¢ cepucamm VoiceXML: no 200 ceaHcoB Ha Cisco 2951.

PeweHue Cisco Unified Border Element

Moponepxusaemble MmapLupyTusatopamm Cisco cepum 2900 Bo3moxxHOCTU peweHuns Cisco Unified Border Element
HarmpaB/ieHbl Ha yA0BJIeTBOPeHNE (hOPMUPYIOLLUXCA TPeboBaHM K Y31y NOAKIIOYEHNA KOPMOPaTUBHOWN CETU K CETU
orepaTopa CBA3W Npu pasBepTbiBaHUN CEPBUCOB YHUMDULIMPOBAHHbBIX KOMMYHUKaLUWi B hunnanax. Pewenune Cisco Unified
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Border Element npefocTaBasieT UHTENEKTYaslbHble (DYHKLUN MOrPaHNYHOr 0 3/IeMEeHTa, Takme Kak pusndeckme un
JIOrMYeCKMe pasrpaHnYnTesbHbIe TOYKU U BbIXO4a, YNpaB/eHne CUrHaansaumen n nepefaBaemMbiMi 4aHHbIMU, @ TakXKe
cpeacTBa obecneyeHns 6esonacHoCTU 1 ynpasieHus. MapwpyTusaTopsl Cisco cepum 2900 noaaep>xmeatoT BTpoe
60JiblLee KOIMYEeCTBO CeaHCoB, YeM MOIIN NOAAEPXKMBATL MapLlpyTusaTopbl Cisco cepun 2800.

NHTerpupoBaHHasa 3aluuTa CeTU Npu nepepayvye AaHHbIX, BUAEO, rosioca u obecneyeHMn MOOUILHOCTH

Cpenctsa 6e30macHOCTM HeobXo4nMbl 414 3alWNTbl MHTENNEKTYaslbHOM COBCTBEHHOCTM KOMMNaHunM 1 obecnevyeHuns
HenpepbIBHOCTU BusHeca. OHM Tak>)Ke NO3BOAIOT paclmpmTb paboyee NPOCTPAHCTBO KOMMAHUN N BKAOYNTbL B paboyuni
npoLecc Tex COTPYAHNKOB, KOTOpPbIM TpebyeTca AOCTYyN K KOPMopaTUBHbLIM pecypcaM B ntoboe BpeMs 1 13 Atobon ToHKK
Mupa. MapwpyTunsaTopbl C MHTerpaunen cepsucos Cisco cepum 2900 yHKLNOHUPYIOT B COOTBETCTBUM C KOHLeNumen
Cisco SAFE, no3BonsioLLen opraHM3auUmnsaMm CBOEBPEMEHHO MAEHTUPULMPOBATL M 3hPEKTNBHO NpefoTBpaLlaTh CeTeBbIE
yrpo3bl 6e30nacHOCTY, a TakXXe afanTnpoBaTbCsa K HUM. MapuwpyTun3aTopbl Cisco cepun 2900 No3BONAKT peann3oBaThb
3awmueHHoe busHec-e3anmogencTene n obecnevymsatoT 6e3onacHyro NaaTopMy A5t COBMECTHOM paboThl.

JInueH3nsa Ha KOMNJIEKT cpeacTB obecnevyeHms nHgpopmaymoHHom 6esonacHocTu Cisco I0S gna mapwpyTumsaTopos Cisco
cepun 2900 No3BoONSIET NCNOJSIb30BATh LWMPOKUIA CNeKTP 6a30BbIX PYHKLMA NHPOPMALIMOHHON 6e30MacHOCT, TakKMUX Kak
pPacCLWMpPEHHbIN KOHTPOJIb 1 yNpaBaeHne paboTon NpuaoXKeHnn, 3alinTa OT Yrpo3 N apXUTEKTYpPbI LWNGpoBaHNSA, KOTOpble
rno3BosisitlOT hopMmpoBaTb MacwTabupyemblie n ynpasnsemole cetn VPN B paMkax 04HOro pelleHns. MapLipyTunsaTopsl
Cisco cepun 2900 nogoep>XnBatoT BCTPOEHHbIE CPeACTBa annapaTHOro YCKOpeHnsa WndpoBaHns, 4To No3BoasSeT
MOBbICMTb MPOMYCKHYO CMOCOBHOCTL IPSec npu 0AHOBPEMEHHOM CHUXXEHUIN 3arpy3Ku npoLeccopa MapLupyTmsaTopa no
CPaBHEHUIO C peLleHNSaMN, UCMOJIb3YIOLWLMMIK TOJIbKO NPOrpaMMHbIe CpeacTBa WwnudpoBaHnsa. MapwpyTmsaTtopsl Cisco
MO3BOJIAOT CO34aTb KOMMEKCHoe 1 rnbkoe peweHne ansa obecneyveHnsa 6e3onacHoOCTM GUANaNoB, BKOYaoLee
cnepywowme QyHKLMUN:

3alMLEeHHbIe KaHalbl CBA3W. 3allMLeHHbIe CpeacTBa COBMECTHOM paboThl ¢ ncnonb3osaHmem GETVPN, DMVPN
mnnn Enhanced Easy VPN.

NHTerpupoBaHHbie cpeacTBa ynpasaeHns yrpo3amum. OTparKeHne KOMMIEeKCHbIX CETEBbIX aTaK 1 yrpo3 npu
rnomMoLLKn MexxceTeBoro 3kpaHa Cisco I0S Firewall, 3o0HMpoBaHHOro mexxceteBoro s3kpaHa Cisco I0S Zone-Based
Firewall, 10S IPS, cpencts unbTpaumm cogepxmmoro I0S Content Filtering n cpencts rubkoro aHaan3a nakeTos
(FPM).

YnpaBneHne npgeHtudunkaumnen. IHTennekTyaabHble MeXaHN3Mbl 3aLLUTbl OKOHeYHOro obopynoBaHus
MCMNOJIb30BaHMEM TEXHOJIOT A ayTeHTUdrKaumm, asTopmsauum n y4eta (AAA), a Takxke MHPOPaCTPYKTYpPbl
WMpPoBaHMA C OTKPbITbIM KtoYoMm (PKI).

Bonee noapobHas nHpopmaumnsa o hyHKUMAX 6€30NacHOCTUN 1 peLleHnsx, NogaepXMBaeMbix MapLlupyTmusaTtopamu Cisco
ISR cepuun 2900, npenctaBiieHa Ha web-cTpaHuue//www.cisco.com/go/routersecurity.

CepBUCbI OpraHusauumn 6ecnpoBOoHON CETU U CEPBUCHI MOOUIBHOCTHU
OpraHusauusa 6ecnpoBoaHON ceTu

Mopoaep>XnBasi apxmTekTypy YHUdbULmMpoBaHHom 6ecnposoaHon ceTu Cisco, MapwpyTusaTtopsl Cisco ISR obecnevynsatoT
BO3MOXXHOCTb pa3BepTbiBaHMSA 3alnLLeHHbIX yrpasasemMmbix WLAN, onTUMU3NPOBAHHBLIX A0S YAaJIeHHbIX MJoWanoK n
dunnranos n nogaep>XnBakoLMX cpeacTtea Ansa obecrneveHus 6bicTpon 6e3onacHoOn MOBUABLHOCTU, MEXaAHW3MbI
OTKa30yCTONYNBON ayTeHTUUKaLnmn 1 ynpoLleHHble cpencTea ynpasseHus. Moaysib KoHTposisiepa WLAN B cocTase
MapupyTusaTopa Cisco cepun 2900 No3BosISeT MasibiM U CPefHUM NPEeAnpUATUAM 1 dunanam Koprnopauunm
OCYLLEeCTBUTb 3KOHOMNYECKWN 3(hppeKTUBHOE pa3BepTbiBaHME N yrnpasseHne 3awmieHHbiMn WLAN. KoHTposnnepsl WLAN
Cisco paboTaloT COBMECTHO C yrnpasiseMbiMu TodkamMu goctyna Cisco u ¢ cuctemon ynpasneHus Cisco Wireless Control
System (WCS) ona Toro, 4To6bl 06ecneunTb dyHKLum WLAN no Bcen cucteme n ynpasnsaTb 6, 12 nam 25 Toykamum
nocTtyna.

EeCI'IpOBOD,HbIe rnobasnbHble ceTn

Pa3spaboTaHHblie Cisco moaynu nopknatoydeHus k 6ecnposogHeim WAN (WWAN) TpeTbero nokonernus (3G) obbegnHaioT
PYHKLUMN TPaANLIMOHHBIX KOPNOPaTUBHBLIX MapLUPpyTU3aToOPOB (yAasleHHoe yrnpasJiieHne, paclupeHHble |IP-cepBuchl,
HanpuMmep, VoIP n cpencTBa obecnevyeHunsi 6e30MacHOCTN) C BO3MOXKHOCTAMM MOOUIBHOrO AocTyna kK ceTam 3G WAN.
Mcnonb3y$s BbICOKOCKOPOCTHbIE 6ecnpoBoHble ceTu 3G, MapLUPyTU3aTopbl MOryT 3aMEHUTb UV LOMOSHUTb
CYLLECTBYIOLLYIO MHMPACTPYKTYPY NOAKIIOYEHU, HanpuMep, TenedoHHble nnHUK, Frame Relay n ISDN. PeweHus Cisco B
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obnactn 3G nopaepxunBatoT cTaHZapTbl 3G HSPA n EVDO, TeM cambiM, obecrneyrBas pe3epBnpoBaHie NOAKIIOYEHMNS
WAN ¢ ncnonb3oBaHMEM AeNCTBUTENbHO Pa3INYHbIX KaHaJI0B Y BO3MOXKHOCTb BbICTPOro pa3BepTbiBaHNS OCHOBHOIO
nogkntoveHns k WAN. Insa noayvyeHnsa SonoaHuTensHom nHpopmaumm o pewerHmax 3G gnsa Cisco ISR nocetute web-
canT www.cisco.com/go/3g.

MHTerpnpoBaHHble cpencTBa KoMMyTaumm LAN

MapwpyTunsaTtopsbl Cisco cepmmn 2900 (Mmogenm c Cisco 2911 no Cisco 2951) nognep>XnBatoT HOBbIE CEPBUCHbIE MOAY N
EtherSwitch®, KoTopble CyLLeCTBEHHO PaCLLUNPSAIOT BO3MOXKHOCTU NHTErpaLmm NyyLlen B 0Tpacan KOMMyTaumm BTOPOro
M TPeTbero ypoBHen ¢ HabopoM hyHKUNIA, MOEHTUYHbIX TEM, YTO NpPeAcTaBsieHbl B KOMMyTaTopax cepui Cisco Catalyst
2960 n Catalyst 3650-E, 1 BO3MOXHOCTbIO OCYLLECTBAATL KOMMYTaLNIO U MapLUIPYTU3aLNIO CO CKOPOCTbIO JIOKasIbHOM
ceTw.

HoBble cepBucHblie moaynm Cisco Enhanced EtherSwitch ncnonb3yoT npenmMyLecTBa paclMpPeHHbIX BO3MOXKHOCTEN
nuTaHmna MmapwpyTumnsatopoB Cisco cepum 2900. Kpome Toro, moaynm Cisco Enhanced EtherSwitch nognepxxnsatoT
HoBenwmne nHmymaTuebl Cisco B o6nacTtun aHeprocbepexxeHus: Cisco EnergyWise, Cisco Enhanced Power over Ethernet
(ePoE), MOHUTOPUHI NuTaHna POE Ha ypoBHe nmopTa 1 ycuneHne nutanmsa PoE ¢ nomowubto RPS. [laHHble TeXHON0rnm
MO3BOJIAT YA0BAETBOPUTbL BO3pocLUne TpeboBaHNA K aHeprocHab>xeHno okoHeyHoro ob6opynoBaHUs, He NoBbiwas obuiee
3HepronoTpebneHne chunnana.

CepBUChI NPUIOXKEHNI

1o Mepe TOro, Kak opraHusaunmy NPoaoJIKAT LEeHTPan3oBaTb N KOHCONMAMPoBaTb NT-MHMPaCcTPyKTYypy CBOUX
dnnmanos AN CHMXKEHUA CTOMMOCTU U CJIOXKHOCTU COAep)XaHUsA (PUInNanoB, OHN HAYMHAKOT CTasIKMBaTbCA CO
CNoXXHoCTsAMK obecneyeHns afekBaTHOro ka4yecTBsa 06CnyxmBaHMA Nosib3oBaTeNeN, NOLAEPKAHNA MOCTOSHHON
OOCTYMHOCTW MPUIOXKEHNI 1 NPeaoCTaBAeHNs OCTyNa K UCMOob3yeMbIM B paboTe KOMAaHUN MPUN0XKEHUSAM U3 TON
TOYKUN MUpa 1 B TO BpeMS, OTKya U Korga 31o Heobxoaumo. [nsa peweHns aTux npobnem mapupyTtusatopsl Cisco cepun
2900 nogooep>xmBatoT BO3SMOXXHOCTb 3arycka Ha MoJIHOCTbIO MHTErpmMpyeMom B MapLupyTusaTop moayne Cisco Services
Ready Engine (SRE) npuknagHoro MO Cisco n CTOPOHHMX NPON3BOAUTENEN, @ TaKXXe NOJIb30BaTEIbCKUX MPUIOXKEHUNN.
[aHHbIN MOay b UMeeT COOCTBEHHbIN MPOLLECCOP, CETEBON MHTEPdENC 1 onepaTUBHYO NaMsATb, PYHKLNOHUPYOLWME
HEe3aBMCKMO OT pecypCcoB MapLupyTM3aTopa, 4TO No3BojaseT obecneynTb MaKCUMasbHYO NMPOU3BOANTENbHOCTb
MapLUpyTu3aunum 1 NpUIOXKEHU NP OL4HOBPEMEHHOM CHVDKEHUN TPeBOoBaHNM K 3aHMMaeMbIM MAOLWAASAM, CHUXKEHUN
SHepronoTpebneHns N KOHCONNAALNN yripaBIeHUS.

YckopeHune paboTbl MPUIOXKeHNN

MapuwpyTunsaTtopbl Cisco cepun 2900 opraHMYHO COYETAIOT NyyLllMe B OTPAC/IN CpeacTBa MHGOPMaLLMIOHHOWN
6e30MacHOCTK, yrpaBAeHUs 1 KOHTPONS Tpaduka Ha ocHoBe |0S ¢ peweHusMm Cisco no yckopeHuto paboThl
npunoxxeHun. Takme dyHkumm MO Cisco 10S, kak NBAR, IP SLA n Netflow obecne4ynBatoT KOHTPOJIb U MOHUTOPUHI
rnoBTOpSALWMXCA WabnoHOB TpadurKa, a Tak>Ke NPONU3BOAUTENLHOCTY NPUI0XKeHUA. O4HOBPEMEHHO C 3TUM yHKUMK 10S
QoS, ACLs n PfR nHTennekTyasnbHO ynpaBasioT TParKOM C Liesibio ONTUMMU3aumn KavyecTBa 06CyXnBaHms
rnoJib3oBaTenern 1 noBbilleHns 3PHEeKTUBHOCTN PaboTbl COTPYAHNKOB. B fanbHenwem Kka4ecTBo 06CyXBaHUA
rnosib3oBaTeniern MoXXeT ObiTb YJy4LLIEeHO NOCPenCTBOM pa3BepThiBaHUA ceTeBoro moayns Cisco WAAS, KOTOpbIN MOXeET
6bITb MCNONb30BaH Ana 6e3onacHoM peanvsaunm 6osee NnepefoBbIX METOAUK ONTUMM3aALMN PaboThl MPUIOXKEHWUI B
rnobanbHOM ceTu, Takux Kak ontTummusaumsa TCP-Tpadurka, KILWMPOBaHMe, CKaTue 1 ycKopeHune paboTbl NpuioXxxeHun. B
co4veTaHum ¢ ceTteBbiMu Moaynamu Cisco WAAS mapipyTusaTtopsl Cisco ¢ MHTerpaumen cepsnucos obecnevmsatoT
ONTUMasIbHYIO NPON3BOANTESNIbHOCTb MPUJIOXKEHUN, KOTOPbLIMY MOJIb30BaTeNN hurana nosib3yTcs A5 [OCTyMna K
nHpopMauumm n3 yeHTpanbHoro LIOM. PewieHne no3sonseT 06beAnHNTbL AOPOroCTOSALLYI0 MHPPACTPYKTYPy CEPBEPOB,
CUCTEM XPaHEeHUS OaHHbIX U CUCTEMbI Pe3epBHOro KonvpoBaHusa B LIOM, ofIHOBPEMEHHO NOALEPKMBAS Ka4eCTBO
06cny>XMBaHNA yaaneHHbIX NoSb30BaTeIe Ha YPOBHE JIOKaJIbHbIX CETEN.

Cisco Services Ready Engine

PeweHwue Cisco Services Ready Engine 0ocTynHo B (hopM-(hakTope BHYTPEHHero cepsmncHoro moayns (ISM) n cepsucHoro
mMoayna (SM). AnnapaTHoe obecneyeHne BHyTPEHHEro CEPBUCHOr0 MOAY 15 MO3BoseT 06ecneynTb CEMUKPATHbIN POCT
NPOV3BOANTENLHOCTM MO CPaBHEHMIO C Moaynamu AlM npeablayLLero noKoJeHus; NoMMMo 3Toro, MoayJsib o6opynosaH
npoLieccopom x86-64. Takxxe moaynm SRE noaaepxmnBatoT CUCTEMY XPaHEHNSA OaHHbIX eMKOCTbio A0 1 T6anT,
KoHurypaumm RAID, annapaTHble CpeAcTBa NOAAEPXKKN BUPTyanM3aLum 1 pasnyHble BapnaHTbl KpUNTorpahunyeckomn
3awmTbl. Mogynb Cisco SRE obecneumBaeT Ha nnaTdopmax Cisco cepum 2900 npefocTaBsieHe AOCTYyNa K MPUI0OXKEHNSM
Ansa unvanos no 3anpocy, YTO NO3BOJISET pa3BepPThbiBaTb HEOOXOAMMbIE MPUSIOXKEHNSA B HYXXHOE BPEMS N B HY>KHOM
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Touke ceTu. PazgeneHune obopynoBaHus 1 NporpaMmMHoro obecnevyeHuns, peajn3oBaHHOEe B paMKax Moaesnun
pasBepTbiBaHMNA "Nog KAY", NO3BONSET BbIAENATL Ppecypchbl 418 PYHKLNOHMPOBAHNSA MPUIOXKEHUIA Ha MOy e KaK
HenocpenCcTBEHHO B MOMEHT ero yCTaHOBKMN, TaK N BMOCAEACTBUN — yaaneHHo u B ntoboe Bpems. NMogaep)xmpaembie
pelwwenuns skatovatoT Cisco Wide Area Application Services (WAAS), Cisco Application Extension Platform (AXP),
koHTposnep WLAN Cisco (WLC) cuctemy BngeoHabnogeHnsa Cisco n gpyrme npuaoXeHus, Haxoasawmecs Ha CTagum
paspaboTkn. Moaynb Service Ready Engine no3BosiseT opraHmM3aumnsaM passinyHbix pa3Mepos obecnevynTb rOTOBHOCTb
CBOUX CeTen K 3aBTpaLLUHEMY AHI0, N03B0SS BbICTPO pa3BepThiBaTb HOBbIE NPUAOKEHUA ANa hunmnanos 6e3
Heob6Xxo0AMMOCTN YCTaHOBKM HOBOro 060pyA0OBaHMS, YTO CHMXXAeT CTOMMOCTb pacnpoCTpaHEHNA CEPBMUCOB A5 huananos.

YnpaBsieHne MapLIpyTU3aTopaMm C MHTerpaLumen cepsrcos

MpunoxxeHna oNs CeTEBOro yrnpaBaeHUs SBAAIOTCA UHCTPYMEHTapPUEM CHMXKEHUS onepaunoHHbIX nsgep>xek (OPEX),
OAHOBPEMEHHO MOBbILLAKOLLNM JOCTYMHOCTb CETW MPU MOMOLLM YNPOLLEHNS N aBTOMaTU3aLUNN MHOXKECTBa eXeHEeBHbIX
3a4a4, CBA3aHHbIX C YNpaBJIEHNEM KOMMJIEKCHbIMY ceTaMU. MNoaaep>xKa C MOMeHTa BBOJAa YCTPOMNCTBa B 3KCMNJlyaTaunio
obecneynBaeT HEMeOJIEHHYIO MOMOLLb B aAiMUHUCTPUPOBAHUM MapLUpyTU3aTopa C MHTErpaLumnen CepBrcoB, a Takxe
6bICTPOE 1 NPOCTOE pa3BepTbiBaHNE, MOHUTOPUHI N YCTPaHEHWe HenosafoK npuno>keHnin Cisco n CTOPOHHMUX
npovsBoanTenen.

[na noCcTuXKeHns LeneBbiX nokKasaTesnen Npou3BoOAUTENbHOCTI M ONepaLnoHHbIX N34ep>XKeK OpraHM3aLnmn nojaratTcs
Ha NPUJIOXKEHNA CeTEeBOro ynpasseHus, paspaboTaHHblie Cisco, CTOPOHHMMU NOCTaBLUMKAMM U CAaMOCTOATENbHO.
Mopaep>xKa TakUX MPUIOXKEHUN ABNAETCS BCTPOEHHOW (hYHKLMEN ynpaB/eHns, OCTYNHON Ha KaxaoMm ISR. Hosble ISR
MPoAoJIKAKT TPAAULMIO MHTErpauum LWNPOKOro 1 BCECTOPOHHero Habopa yHKLUNM agMUHUCTPUPOBaHUSA
HenocpenCcTBEHHO B YCTPONCTBO. Takme pyHKLMK, Kak IPSLA, EEM n Netflow, no3BonstoT KOHTposiMpoBaTb paboTy
cucTembl B Ntoboe Bpems. [laHHble YHKLMN COBMECTHO ¢ nogaep>xkon SNMP n SYSLOG obecneymBatoT pelleHme 3agay
AaAMNHUCTPUPOBAHNSA B OpraHmn3aunu.

Bonee nogpobHasa nHhpopmaumsa o6 onepaumoHHom cucteme Cisco I0S, cpeacTBax CeTEBOro yrpaBiaeHUs N NOAAEP)KKE
ynpaBaseMocTu B MapwpyTtusaTtopax Cisco ISR cepumn 2900 npuBeneHa B Tabnuvuyax 4 n 5.

Ta6bnuua 4. PyHkuumu u npotokonsi MO Cisco 10S, nogpep>xuBaembie mapwipyTusaTtopamu Cisco ISR G2 cepum
2900

[MpoToKobI IPv4, IPv6, cTaTnyeckasa mapwpyTtmsauns, OSPF, EIGRP, BGP, BGP Router Reflector, IS-IS, IGMPv3, PIM
SM, PIM SSM, DVMRP, IPSec, GRE, BVD, MexaHu3Mbl rpynrnoBon agpecaunn IPv4-IPv6, MPLS, L2TPv3,
802.1ag, 802.3ah, L2 n L3 VPN

MHkancynaumn | Ethernet, 802.1q VLAN, coeauHeHune "To4ka-to4ka" (PPP), MLPPP, Frame Relay, MLFR (FR.15 n FR.16),
HDLC, nocnepoBaTenbHble MHTepdencsl (RS-232, RS-449, X.21, V.35, n EIA-530), PPPoE n ATM

YnpaBneHue QoS, CBWFQ, WRED, cpenctBa nepapxmnyeckoro obecnedyeHuns kavyectsa obcnyxmpaHus, PBR, PR n
TpahKoMm NBAR

Tabnuua 5. BcTtpoeHHble (hyHKL UM CeTeBOro ynpassieHus, aocTtynHblie B MO Cisco 10S.
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DyHKUUA

WSMA

EEM

IPSLA

SNMP,
RMON,
Syslog,
NetFlow,
TR-069

OnwncaHne

Web Services Management Agent (WSMA) onpegenseT MexaHusm, npm noMoLLN KOTOPOro
OCYyLLEeCTB/ISETCH yrnpaB/ieHe ceTeBblM YCTPONCTBOM, U3BJIEKAOTCA AaHHbIe 0 ero KoHpUrypaumm, a
TaK>Xe 3arpy>KaloTcs 1 ynpasBasioTCa HOBble AaHHble 0 KOHpUrypauum. Ana nepefayun gaHHbIX O
KOHUrypaumm n coobLieHnin NnpoTokoaa ncnosb3lyoTcs XML-gaHHble, nepefaBaemMble Mo NPOTOKOY
SOAP.

Cisco I0S Embedded Event Manager (EEM) — pacnpeneneHHasa n afganTuBHas cucteMa obHapy>XeHuns
cobbITnin n 06paboTkn cboeB, hyHKLMOHMPYOLWAa HeENOCPeACTBEHHO Ha YCTPONCTBE MoJ ynpaBJsieHNeM
Cisco I0S. laHHoe MO npefocTaBfseT BO3MOXHOCTb OTCAEXNBaTb COObITUS 1 NpeanpuHMMaTh
MH(OPMaLNOHHbIE, KOppeKTupyoLwmne nav nobbsle apyrve EEM-nencTBma npy HacTynJaeHnn
OTCNEXNBAEMbIX COOBITUIA UM [OCTUXKEHUN MOPOrOBbIX 3HAYEHWIA.

Cornawenus Cisco 10S 06 ypoBHe obcnyxmnsaHuma (SLA) ons npotokona IP No3BoNsAOT rapaHTUpOBaTb
paboTy HOBLIX Ba)KHbIX Ana 6usHeca IP-npnno)keHuin, a Takxe IP-cepBncoB, NCNOJIb3YIOLWNX OAHHbIE,
roJ10COBYIO CBA3b U BUAeO B IP-ceTn.

B pononHeHue K ynoMsAHYTbIM Bbllle PyHKLUMAM ynpaBieHna mappyTusaTtopbl Cisco ISR cepum 2900
Takxxe nogaep>xxusatoT SNMP, RMON, syslog, NetFlow n TR-069.

MepeyncneHHble B Tabanue 6 NpuioXXeHnsa ABASIOTCA aBTOHOMHbLIMY MPOAYKTaMU, KOTOPbIe Bbl MOXKeTe npuobpecTtn nam
3arpysuTb 4Ns ynpaBaeHus ceteBbiMn ycTpocTBamu Cisco. MpunoXkeHns npeaHasHavyeHbl 415 pa3/inyHbIX 3Tarnos
3KCMJlyaTauum, Tak YTO MOXKHO BbibpaTb 04HO U3 HUX, Hanbosiee COOTBETCTBYOLLEE BALLMM MOTPEOHOCTAM.

Tabnuua 6. PelneHus oA ceTeBoro ynpasJsieHUs

STan MpunoxeHune OnuncaHune

3KCnyaTauum

YcTaHoBKa 1 Cisco Configuration Professional Cisco Configuration

HacTpounKa Professional - cuctema ynpasneHus c

yCTpoOncTBa rpachnyeckmMm rnosib30BaTebCKUM
nHTepgencom (GUI) gna
MapLupyTM3aTopoB AoCTyna,
paboTatowmnx noa ynpasneHuem MO
Cisco 10S. [aHHbIN NHCTPYMEHT
yrpoLlaeT HaCTPOMKY MapLipyTu3saunm,
Me)XCeTeBOro skpaHa, IPS, VPN,
CpencTB CUCTEMbl YHUPULMPOBAHHbIX
KOMMYHWUKaLMA, @ TakXXe HaCTPONKY
WAN n LAN rnpu noMoLLn NpoCTbIX B
MCMNOJIb30BaHNN MacTepoB.

Pa3sepTbiBaHne | CiscoWorks LMS Cuctema ynpasseHusa LAN CiscoWorks

ceTu, (LMS) npencTaBnseT cobon Habop

HacTpolika, VHTErpupoBaHHbIX MPUJIOXKEHUN,

MOHUTOPUHI 1 rnpefHa3sHayeHHbIX 415 yNpoLeHns

VCTDaHeHune e)XXeNHEeBHbIX MPoUenvo vVinaBJ/ieHUs


http://www.cisco.com/en/US/docs/ios/netmgmt/configuration/guide/nm_cfg_wsma_ps6441_TSD_Products_Configuration_Guide_Chapter.html
http://www.cisco.com/go/eem
http://www.cisco.com/go/ipsla
http://www.cisco.com/en/US/tech/tk648/tk362/tk560/tsd_technology_support_sub-protocol_home.html
http://www.cisco.com/go/ciscocp/
http://www.cisco.com/go/lms/
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KOoMMaeKcHom ceTbio Cisco, CHUXXeHNS
onepaunoHHbIX pacxonos (OpEX) n
MOBbILIEHUS OOCTYMHOCTU CETU.
CiscoWorks LMS npennaraeT ceTeBbiM
aOMUHMCTpaTOpaM MpocTon B
MCnonb30oBaHUM web-nHTepdenc,
npenHa3HayYeHHbIN N8 HAaCTPOMKWY,
AaOMUHUCTPUPOBAHUSA U YCTPaHEHMNS
Henosnlafok MapwpyTusaTopos Cisco
ISR C ncrnonb3oBaHUEM TaKunX
MHCTPYMeHTOB, Kak Cisco 10S EEM.

Kpome Toro, Ans nogaepXKn OCHOBHbIX
CepBuCOoB r1aTopMsbl
MapLupyTmn3aTopa C UHTerpaumen
cepsucos CiscoWorks Takxe
obecrneynBaeT AOMOJHUTENBHYIO
nopnepxky Cisco Service Ready
Engine, No3B0/1a9 agMUHUCTPUPOBATL "
pacnpenenaTb NporpaMmmMHble obpasbl
Ha SRE, cokpawas
MPOLOJIKUTENBHOCTb U CJIOXKHOCTb
ynpasneHus obpasamu.

CpenctBo CiscoWorks Network
Compliance Manager (NCM)
OTC/IeXXMBAET U peryampyeT nsMeHeHus
KoHurypauum n MO BO BCeln ceTeBomn
MHGPACTPYKTYpe, COCTOosALLEN N3
YCTPOWCTB PasInYHbIX
npounssoanTenen. OHo obecrneymBaeT
MPeBOCXOAHbI KOHTPOJIb U3MEHEHUN B
CeTn N MOXKET OTCJIEXMBaTb
COOTBETCTBME HOPMATUBHbLIM, UT- 1
KOPMOpaTMBHbLIM MpaBuiaM, a Takxe
TexXHOJIorn4yecknm TpeboBaHmsaM.

Cisco Security Manager sBnseTtcs
JIy4LWMM B OTpacav NpuoxeHnem ans
yrnpaBieHus cuctemamm obecneyeHums
6e3onacHocTn. OHO NMo3BONSET
yrnpaBisTb CEPBUCAMU MEXCETEBOIO
3KpaHa, VPN n cuctemsl
npenoTBpaLleHnsa BTop)xeHun (IPS) Ha
MapupyTunsaTopax Cisco, ycTponcTeax
6e30MacHOCTN 1 CePBUCHbBIX MOAY X
KOMMYTaTOpOB. B cocTaB makeTa Takxe
BXOAUT CUCTEMA MOHUTOPUHTa,
aHanun3a n pearmnposaHusa Cisco
Security MARS, npegHa3HavyeHHas gns
MOHUTOPUHIa U OTPa>KeHUs yrpos.

Cpepcteo Cisco Unified Provisioning
Manager npencTtasaseT cobown
HajexxHoe n MmacwTabupyemoe web-


http://www.cisco.com/go/cwncm/
http://www.cisco.com/en/US/products/ps6498/index.html
http://www.cisco.com/go/cupm/
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pa3BepTbiBaHUe
7
Moaunpunkaumsa
KOHMUrypaumm
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peLleHne no yrnpassieHNno KPUTNYECKN
Ba>XHbIMU KOMMYHWUKaLWOHHbLIMU
pecypcamMu caenytoLero nokosieHuns.
OHoO yrnpaBiseT cepBMcaMu CUCTEMbI
YHUMDULMPOBAHHBIX KOMMYHUKaLNN B
obnactu IP-tenedoHnK, ronocoBom
rnoyThl 1 cpen obMeHa coobLeHns MU,

3awnLLeHHoe KJIneHT-cepBepHoe
npunoxeHune Cisco License Manager
obecneymBaeT NpocToe ynpasfieHne
akTueauuen n nuueHsmamm MO Cisco
I0OS ong wupokoro cnekTpa naatgopm
Cisco, paboTatowmx non ynpassieHnem
MO Cisco I0S, a TakXxe apyrux
onepaumnmoHHbIX CUCTEM.

Cisco Configuration Engine ssnsetcs
3allMLLEHHbIM peLleHneM A8 CEeTEBOro
ynpaBieHus, koTopoe obecne4ynsaeT
aBTOMaTU4yeckoe pacrnpocTpaHeHue
KOH(UIypaumnin 1 nporpaMMHbIX
obpa3oB nocpeacTBOM
LLleHTpasIM30BaHHOr0 yrnpaBJsieHNs Ha
ocHoBe Lab/I0HOB.

MocKoNbKY KOMNaHUN CTPEMATCHA CHMXATb COBOKYMHYK CTOMMOCTb BrageHus (TCO) cBOMMK CeTAMU 1 NOBbILLAaTh 06LLYyt0
MPON3BOANTENILHOCTb PaboThbl COTPYAHUKOB NMPY NOMOLLN BCe Bosiee LeHTPaIM30BaHHbIX N OPUEHTUPOBAHHbIX Ha
COBMECTHYI0 paboTy Mpuno>xeHuin, BO3HNKaeT NOTPeBHOCTb B MHTENIEKTYasIbHbIX PeLleHnAX AN QUananos.
MapuwpyTunsaTtopsl Cisco ISR cepun 2900 No3BoNAIOT CO3A4aBaTh Takue pelleHuns, obecrneyrBas BO3POCLLYIO
MPON3BOANTENILHOCTb U MOAYJIbHOCTb U, TakuM 06pa3om, noaaep XKy MHOXeCTBa cepBuncoB. MapwpyTusaTtopsl Cisco
cepumn 2900 pa3paboTaHbl Ang obbeanHeHna PyHKLMA OTAENbHbBIX YCTPOUCTB B paMKaX e4UHON KOMMAaKTHOW CUCTEMBI.

Ta6bnuua 7. TexHU4YeCcKMe XxapakTepucTuku MmapwpytusatopoB Cisco ISR cepuu 2900

Cisco 2901
CepBuUChbl 1 CNOThI
BcTpoeHHble cpencTsa Oa
annapaTHOro yCKOpeHus
wungposaHua (IPSec +
SSL)
Yucno ceaHcos Cisco 35
Unified SRST
Yucno ceaHcos Cisco 35
Unified CCME
Bcero BCTpOEHHbIX 2
noptos WAN

Cisco 2911

Ha

50

50

Cisco 2921 Cisco 2951
La Oa
100 250
100 150
3
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10/100/1000

[MopTbl RJ-45

MopTbl SFP (npwn
1NCrnosib30BaHMe nopTa
SFP 6ypeT oTkAtO4eH
COOTBETCTBYIOLLNA MOPT
RJ-45)

CnoTbl AN CEPBUCHbIX
monaynen

COBOEHHbIe CNOoThl A
CepBUCHbIX MOAOYeN
(NMpw ncnonb3oBaHMn
COABOEHHOro cnoTa byayT
3aHsATbl BCE 0AVHapHbIE
CNOTbl OJ151 CEPBUCHbIX
MoAyfien Ha nnaTgopme
2900)

Cnotbl gna EHWIC

COBOEHHbIE CO0ThI A4
EHWIC (npwu
MNCMOJIb30BaHUN
CABOEHHOro C/ioTa An4a
EHWIC 6ynyT 3aHAThI
nBa cnota ans EHWIC)

CnoTbl gnga ISM

CnoTbl gns BCTPOEHHOI O
DSP (PVDM)

Mamats DDR2 ECC
DRAM — no ymos4aHuto

MamaTte (DDR2 ECC
DRAM) —mMaKCcuMMalbHO

Compact Flash (BHeLwwH.)
— MO0 yMOJ14aHWuIo

Compact Flash (BHeLH.)
— MaKCUMaJibHO

BHelwlHne cnoThbl ans

Flash-namsaTn USB 2.0
(Tiam AN

512 Mb6anT

2 banTt

cnot 0: 256 MbanT

cnot 1: H/A

cnot 0: 4 TbanT

cnot 1: 4 TéanT

512 M6anT

2 [6anTt

cnot 0: 256 MbanT

cnot 1: H/A

cnot 0: 4 IbanT

cnot 1: 4 IbanT

TOO «NAG KAZAKHSTAN>»
+7 (727) 344-344-4
sales@nag.kz

512 M6ant

2 banTt

cnot 0: 256 MbanT

cnot 1: H/A

cnot 0: 4 T'banT

cnot 1: 4 I'banT

512 M6anT

2 [banT

cnot 0: 256 Mban-

cnot 1: H/4

cnot 0: 4 TbanT

cnot 1: 4 IéanT
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\Nivinn oMy

KoHconbHbI nopT USB 1 1 1 1
(Tun B) (mo 115,2 k6buT/c)

MocnepoBaTesibHbIN 1 1 1 1
KOHCOJIbHbI NMOPT

BHeLwwHun 1 1 1 1
rnocnenoBaTeslbHbIA MOPT

BapuaHThbl CeTb NepeMeHHOro CeTb NnepemMeHHOro CeTb NepeMeHHOro CeTb NepemMeHHoOr:
3/IeKTPOMNMUTaHUA ToKa n PoE TOKa, PoE, ceTb ToKa, PoE, ceTb TOoKa, PoE, ceTb

MOCTOAHHOIO TOKa* MOCTOAHHOIrO TOKa* MOCTOAHHOIO TOKE
Monnep>xxka RPS HeTt Cisco RPS 2300 Cisco RPS 2300 Cisco RPS 2300
(BHeLwWHen)

TexHun4eckune XapaKTePUCTUKN CUCTEMbI MNTaHNA

BxogHoe Hanps»xeHune o1 100 no 240 B ~ oT 100 no 240 B ~ oT 100 no 240 B ~ oT 100 no 240 B ~
rnepeMeHHoOro Toka (aBTOHacCTpoMkKa) (aBTOHacTpomka) (aBTOHacCTpoMKa) (aBTOHacCTpoMkKa)
YacToTa BXOOHOro oT 47 po 63Ty oT 47 po 63y oT 47 po 63T oT 47 po 63Ty

nepemMeHHOro Toka

Onana3oH paboymnx oT15000,6A oT2,2001,0A or3,4p01,4A or3,4p001,4A
TOKOB Ans bl
rnepeMeHHoro Toka
(makc.)

BxonHow nepemMeHHsbIn 50 A 50 A 50 A 50 A
TOK neperpy3ku

HoMunHanbHas 40 50 60 70
rnotpebnsiemas
MOLLHOCTL (be3
mogynen) (BT)

lMpepnenbHaa MOLWHOCTb 150 210 320 340
BN nepemeHHoOro Toka

(BT)

lMpepesnbHass MOWHOCTb 175 250 370 405

nuTaHma Yepes PoE
(Tonbko nNnaTgopma)
(BT)

MpepenbHaa MOLWHOCTb 130 200 280 370
PoE, nepenaBaemas Ha
OKOHEeYHble YCTPONCTBaA
(BT)
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MpepenbHaa MOWHOCTb
PoE, nepepnaBaemas Ha
OKOHEeYHble YCTPONCTBa
npw NCNosb30BaHNN
ycuneHunsa PoE (BT)

o

H/L

dusunyeckne XapakKTepucTukun

Fabaputbl, B x LWL x T

BbicOoTa CTONKMN

Macca c bl
rnepeMeHHoro Toka (6e3
Mogynen)

Macca ¢ nuTaHuem oT
POE (6e3 monyne)

HoMuHanbHaa macca B
MOJIHOM KOHUrypauum

[MoToK BO3ayxa

OOonoNHUTENbHbIN
KOMMJIEKT BEHTUAALNN

44,5 x 438,2 x 439,4
MM

1RU

6,1 kr

6,5 Kr

7,3 Kr

OT nepepgHen naHenn

K 6OKOBbIM

H/O

XapaKTepunCTUKIN OKPY>KatoLLEN cpebl

Paboune ycnosus

TemnepaTypa — Ha
BbicOTax Ao 1800 m

TemnepaTypa — Ha
BblcOTax Ao 3000 m

TemnepaTypa — Ha
BblicOTax 4o 4000 m

TemnepaTypa — Ha
BbicOTax 4o 1800 m,
KpaTKOBPEMEHHO (Mo
NEBS)

BbicoTa

oT 0 go 40 °C

ot 0 go 25 °C

H/L

H/O

3000 M

750

44,5 x 438,2 x 304,9
MM

2RU

8,2 Kr

8,6 KI

9,5 Kr

OT onHon 6okoBown

naHenu K gpyrom

OT nepenHen naHenn
K 3agHen

ot 0 oo 40 °C

oT 0 go 40 °C

ot 0 oo 30 °C

oT -5 po +50 °C

4000 ™M

TOO «NAG KAZAKHSTAN>»
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750

88,9 x 438,2 x 469,9
MM

2RU

13,2 kr

13,6 kr

15,5 kr

OT nepegHen naHenn

K 3agHen

H/O

oT 0 go 40 °C

o1 0 go 40 °C

oT 0 go 30 °C

H/O

3 000 ™

750

88,9 x 438,2 x 46¢
MM

2RU

13,2 kr

13,6 kr

15,5 kr

OT nepegHen NaH

K 3agHen

H/L

o1t 0 go 40 °C

oT 0 go 40 °C

ot 0 go 30 °C

oT -5 go +50 °C

4 000 m
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OTHOCUTEnNbHas
BJIA>KHOCTb

Bna>kHoCTb,
KpaTKOBpPEeMEHHO (no
NEBS)

AKYyCTWKa: 3ByKOBOE
nasneHune (HoMm./Makc.)

AKyCTWKa: 3ByKoBas
MOLLHOCTb (HOM./MaKc.)

yCﬂOBMﬂXpaHeHMﬂ

TeMmnepaTypHbI
AnanasoH

OTHOCUTEeNbHas
BJIAXKHOCTb

BbicoTa

o

oT 10% po 85%

H/L

41/53 pBA

49/61 nBA

oT -40 po +70 ¢C

oT 5% 0o 95%

4570 m

CooTBeTCTBUE HOpMaTMBHHNITp66OBaHMﬂM

be3onacHocTb

SNeKTpoMarHnTHas
COBMeCTUMOCTb

UL 60950-1

CAN/CSA C22.2 No.
60950-1

EN 60950-1
AS/NZS 60950-1
IEC 60950-1

47 CFR, vacTtb 15
ICES-003 Knacc A
EN55022 Knacc A
CISPR22 Knacc A
AS/NZS 3548 Knacc A
VCCI V-3

CNS 13438

EN 300-386

EN 61000
(HeBOCMPUNMYMBOCTD)

EN 55024, CISPR 24
EN50082-1

oT 5% [o 85%

oT 5% no 90%, HO He
6onee 0,024 kr
BOAbI/KI CyX0ro
BO34yXa

51,8/62,9 nBA

58,5/70,3 nbA

oT -40 pno +80 °C

oT 5% 0o 95%

4570 ™M

UL 60950-1

CAN/CSA C22.2 No.
60950-1

EN 60950-1
AS/NZS 60950-1
IEC 60950-1

47 CFR, vacTb 15
ICES-003 Knacc A
EN55022 Knacc A
CISPR22 Knacc A
AS/NZS 3548 Knacc A
VCCI V-3

CNS 13438

EN 300-386

EN 61000
(HEeBOCMPUMMYMBOCTD)

EN 55024, CISPR 24
EN50082-1

TOO «NAG KAZAKHSTAN>»
+7 (727) 344-344-4
sales@nag.kz

oT 10% no 85%

H/L

54,4/67,4 nBbA

62,6/74,5 nbA

oT -40 po +70 °C

oT 5% 0o 95%

4570 ™m

UL 60950-1

CAN/CSA C22.2 No.
60950-1

EN 60950-1
AS/NZS 60950-1
IEC 60950-1

47 CFR, vacTtb 15
ICES-003 Knacc A
EN55022 Knacc A
CISPR22 Knacc A
AS/NZS 3548 Knacc A
VCCI V-3

CNS 13438

EN 300-386

EN 61000
(HeBOCMPUNMYNBOCTD)

EN 55024, CISPR 24
EN50082-1

oT 5% po 85%

H/L

54,4/67,4 pBA

62,6/74,5 nbA

oT -40 po +70 ¢C

oT 5% 0o 95%

4570 m

UL 60950-1

CAN/CSA C22.2 Nc
60950-1

EN 60950-1
AS/NZS 60950-1
IEC 60950-1

47 CFR, vyacTtb 15

ICES-003 Knacc A
EN55022 Knacc A
CISPR22 Knacc A

AS/NZS 3548 Knac
VCCI V-3

CNS 13438

EN 300-386

EN 61000
(HeBOCMPUUMYNBO

EN 55024, CISPR 2
EN50082-1
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TeneKOMMYHUKALMNOHHbIE
XapaKTepuctTukun

TIA/EIA/IS-968
CS-03

ANSI T1.101

ITU-T G.823, G.824
IEEE 802.3

OvpektuBa RTTE

TIA/EIA/IS-968
Cs-03

ANSIT1.101

ITU-T G.823, G.824
IEEE 802.3

Oupektua RTTE
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TIA/EIA/IS-968
CS-03

ANSIT1.101

ITU-T G.823, G.824
IEEE 802.3

OvpekTtusa RTTE

TIA/EIA/IS-968
CS-03

ANSI T1.101

ITU-T G.823, G.82¢
IEEE 802.3

OvpektuBa RTTE

Cnuncok nogaep xmBaembix MapLipyTmusaTopamm Cisco cepum 2900 monynen

MpounssoanTtens: Cisco

Obwune

MoaysibHble 6J10KM MUTaHWUS MapLllpyTu3aTopa

Tun ycTponcTea

MoLOep>XMBaeMblil TUM MHTEePKENCOB MapLlpyTM3aTopa

NunHenka Cisco

La

MapLwpyTunsartop

NHTepdeincsl 10/100/1000Base-T

ISR 1900, 2900, 3900


http://www.cisco.com/en/US/products/ps10537/products_relevant_interfaces_and_modules.html
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