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MapwpyTtusatop Cisco 3945
CISC0O3945/K9

OnucaHune

B cTaHpapTHYI0O KoMnseKTauuio BxoauTt: 1Gb Dram namaTtm n 256Mb Compact Flash, 1 6510k nutanmna AC

Cisco® ISR 3900 — cepus MapLlpyTM3aTOPOB C MHTErpaunen cepencos, paspaboTaHHas Ha OCHOBaHUK 25-1eTHero
onbiTa Cisco B 06/1aCTV MHHOBALMIA 1 CO34aHNA NepenoBbiX PeLeHnn. ApXUTEKTYpa HOBbIX NiaTdopM obecnevynBaeT
noafep KKy crnefyoLero 3Tana pa3sutus uananos opraHn3aunin, NepeHocs MyabTUMeAniiHblie CpeaCcTBa COBMECTHON
paboThbl 1 cpeacTBa BUpPTYyanmM3aLnm Ha ypoBeHb uanana 1 no3Bonsas CyLeCTBEHHO COKPaTUTb OnepaLoHHbIe
n3gep>xxku. Mnatgopmbl Ha 6a3ze MmappyTnsaTopos Cisco ISR BTOPOro nokoseHnsi MO3BOASAIOT pellaTb HE TOIbKO
CerofHsWHMe 3a[a4u, HO 1 Te 3aJayu, KOTOpble BO3HUKHYT B ByAyLieM, NOCKOJIbKY B HUX UCMOJIb3YOTCA MHOrosiAepHble
rnpoueccopbl, MOAAEP>KXUBAIOTCA BbICOKOMPON3BOANTESbHbIE CUIHabHbIE NMpoueccopbl (DSP) ana pacwmnpeHuns
MepCrneKTUBHbIX BO3MOXXHOCTEN nepefayun BMAEO, NCMOJIb3YTCA MOLHbIE CEPBUCHbBIE MOAYJIN C MOBbLILLEHHON
OOCTYMHOCTbIO, cpeacTBa komMmyTauum Gigabit Ethernet ¢ nonaep>xkon pacwimpeHHon cneundgurkaumnm POE, a Takxe
HOBbl€ BO3MO>XHOCTI YMNpPaB/EHNA U MOHUTOPUHra noTpebneHns sHeprun. Kpome Toro, HOBbIN YHMBEpPCasbHbIN 06pas3
onepaumoHHom cnctemsbl Cisco IOS® n moaynb Services Ready Engine no3BonaioT pa3fennTb pa3BepTbiBaHMe
obopynoBaHMS N NporpaMmMHoro obecnevyeHus, TeM caMmbiM 0becneynBas Ha4eXXHY0 TEXHOJIOFMYECKY0 OCHOBY,
CNocobHyto H6bICTPO aAanNTUPOBATLCA K MOCTOAHHO U3MeHALWMMCS TpeboBaHMAM K ceTu. B uenom MmapLupyTumsaTopsl
Cisco cepun 3900 obecneymBatoT becrnpeueeHTHOE CHMXXEHNE COBOKYMHOM CTOMMOCTU BnageHus (TCO) v BbiCOYaMLLINA
ypPOBEHb rMBKOCTU CEeTU, KOTOPbIE MOAAEPKMNBATCA UHTEJNIEKTYasIbHbIMY CPeACTBaMU UHTErpaumm Ny4wnx B 0Tpacauv
cpenctB obecnevyeHns 6e30MacHOCTU, CUCTEMbI YHUPULMPOBAHHBIX KOMMYHUKALUA, TEXHOJIOMUIA CO3AaHNA
6ecnpoBOAHbLIX CETEN U NPUKNaAHbIX CEPBUCOB.

0O630p NpoaykTa

Cepus Cisco® 3900 sBnseTcs pa3BMTMEM Jlydlleln B CBOEM KJlacCe cepum MapLlipyTusaTopoB Cisco ¢ MHTerpauumen
cepBucoB 3800 1 cocToUT U3 ABYyX naatdopm (cM. puc. 1): mapwpyTmnsaTopos Cisco ISR 3925 un Cisco 3945. Oba
MapupyTusaTopa Cisco ISR cepun 3900 nogaepxmBatoT BCTPOEHHbIE CPeACTBa anmnapaTHOro yCKOPeHUs WndpoBaHus,
CNOThl LMPOBLIX CUrHaNbHbBIX NpoueccopoB (DSP) ans obpaboTku ronoca n BUAEO, LOMOSHUTENbHbIN MeXCeTEeBOM
3KpaH, CucTeMy NpefoTBpaLleHns BTOPXKeHU, cnctemy o6paboTkum BbI30OBOB, CPeACTBa FOJI0OCOBOW MOYThl U CEPBUCHI
npunoXxeHnn. Kpome Toro, niatgopmbl NOAAEPXKMUBAIOT LMPOYANLLNIA CMEKTP NPOBOAHbLIX 1 6eCcnpoBOAHbIX
MHTepdencos, Takmux Kak T1/EL, T3/E3, xDSL, MefiHbI 1 ONTOBOJIOKOHHbIN GE.

MapwpyTusaTtopsl Cisco ISR cepumn 3900 obecrneymBatloT BbICOYaANLLYIO MPOU3BOANTENBHOCTb U FTMOKOCTbL pa3BepThiBaHUSA
ceTel B ohucax Kak MasblX, Tak U KPYMHbIX MPeanpuaTui, Npy 3TOM 3TU MapLUPYTU3aTOPbl XapaKTEPU3YITCA JTyHLIUMN
B OTPacC/v NoKasaTensaMy oOKynaemMmoCcT UHBECTULMIA.

OcHOBHble BU3Hec-npeuMyLLEecTBa

MapLupyTun3aTopbl C MHTErpaLumnen cepencos BToporo nokosieHns (ISR G2) obecne4ynBaloT BbICOYANLLYIO CTEMNEHb
VHTEerpauum n HaCTpPomkn cepemncos. PazpaboTaHHas ¢ y4eToM TpeboBaHMn K MacluTabupyemMocTn, MOAY IbHas
apxXUTeKTypa 3TUX naaTgopM No3BoseT HapalwmBaTb U afanTupoBaTb UX BO3MOXXHOCTU B COOTBETCTBUU C PasBUTNEM
Ballen opraHusauunn. busHec-npenmylectsa MapwpyTtunsatopos Cisco ISR cepun 3900 nepeyncneHsl B Tabnavue 1.
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Ta6bnuua 1. BusHec-npeumMyLlecTBa MapwpyTtusaTopoB Cisco ISR cepuu 3900

MpenmyLecTso Onucanne

WNHTerpauns MapwpyTunsaTtopsbl Cisco ISR cepum 3900 obecrneymBatoT NOBLILLEHHYO MHTErpaLunto

CcepBuUCOB CepBNCOB Mepefaym roaoca, BMaeo, AaHHbIX, obecrneveHnsa 6e3onacHOCTU n
MOBUABHOCTW.

MapwpyTunsaTtopsbl Cisco ISR cepum 3900 oTaAnYaoTCa OT SPYrMUX MapLUpyTU3aToOpoB
cemencTBa Cisco ISR G2 BbicoYanLen Npon3BOANTENBHOCTbLIO U MJIOTHOCTbLIO CIOTOB, YTO
obecne4ynBaeT KOMMaHMAM MaKCUMasbHYO MHTErpaunto CeEpBNUCOB U COKpalleHne
obuiero obbemMa KanuTasbHbIX U 3KCMJTyaTalMOHHbIX PAaCX0L4OB.

CepBuchbl No 3anpocy B kaxgoM ISR G2 ncnonb3yeTcs eAnHbIA yHMBEpPCabHbI 06pa3 onepaunoHHON CUCTEMBI
Cisco IOS®. EguHbI nporpaMMHbIZ 06pa3 coaep>XuT Bce Habopbl dyHkuui Cisco 10S,
KOTOpble aKTUBMPYIOTCA NPV NOMOLLW MPOrpPaMMHON INLLEH3MN. DTO NO3BONAET BaLLen
opraHu3aunm 6bICTPO pa3BepThiBaTb paclUMPeHHble YHKLWK, He 3arpy>kas HoBbI obpas
10S. Ona noafep>XKu HOBbIX (hYHKLIMOHaIbHBIX BO3MOXHOCTEN yBeIn4eH 06bem namaTtun
B KOH(MIypaLum rno yMmonyaHuio.
Moaynb Cisco Services Ready Engine (SRE) peann3syeT HOBYIO 3KCMlyaTaLMOHHYIO
Mofesib, MO3BOJIAOLLYI0 CHU3UTb KanuTabHble pacxofbl (CapEX) v BbIMOJHUTL
pa3BepTbiBaHME BCeX HEOOXOANMbIX CEPBUCOB MPUJIOXKEHUI Ha OAHOM MHTErpUPOBaHHOM
BbIYNCIUTENBHOM MOAYE.

Bbicokas MapwpyTunsaTopsl Cisco ISR cepum 3900 MOryT pa3BepTbiBaTbCS B BbICOKOCKOPOCTHbIX
MPON3BOAUTEJIBHOCTb cpenax WAN 1 obecneymBatloT BbICOKYI COBOKYMHYHO MPOMYCKHYK COCOBHOCTb

WHTEr pupoBaHHbIX ogHoBpeMeHHo paboTatowmx cepencos (150 Mbut/c gna mapwpyTumsatopa Cisco 3945 un
CcepBuncoB 100 M6uT/c onsa mapwpyTtusaTtopa Cisco 3925).

MynbTurnrabutHas KOMMyTaLMoOHHaa CTPYKTypa (MGF) obecneyrBaeT BbICOKYIO
MPOMNYCKHYI CNOCOBHOCTb MEXMOAYJIbHbLIX KaHanoB 6e3 yuiepba ons
NMPON3BOANTENBHOCTU CUCTEMbI MapLLUPYyTU3aLUN.

ALanTuUBHOCTb CeTun PaspaboTaHHasa ona ynosneTBopeHns 6usHec-noTpebHoCTEN 3aKa34ymMKoB, MOAYJibHas
apxutekTypa MmapwwpyTusatopos Cisco ISR cepun 3900 nogaep>KMBaeT LWNPOKUIA CAEKTP
NPOVN3BOANTENIBHOCTU MOAYJIbHbIX MHTEP(ENCOB N CEPBNCOB, KOTOPbIE MOTYT
yCTaHaB/IMBaTbLCS MO Mepe N3MEeHEeHMNs NoTpebHoCTel Balle ceTu.

MoaynbHas MmaTepuHckas nnaTta moaynsa SPE (Services Performance Engine)
obecneymBaeT BO3MOXKHOCTb MOBbILLEHNS BbIYUCNTEIbHON MOLLHOCTU CUCTEMbI B
bynyuiem.

[Ba BCTpoeHHbIX 6/10Ka NUTaHns obecrneymBaloT pes3epBMpoBaHMEe CUCTEMbI MUTaHUS,
TaK>Xe UX MOXXHO HaCcTpPOUTb Ana obecnevyeHns OOMOJSIHUTEIbHOrO NMUTaHNS OKOHEYHbIX
YCTPOMCTB Mo TexHonorum ePOE.

MoaynbHble nHTepdencel obnagatoT NOBbLILLEHHON NPOMNYCKHOW CMOCOBHOCTLIO,
noaaep>XnBatT pa3/indyHble BapmaHTbl NOAKAOYEHNS 1 obecnevynBaoT
O0TKa30yCTOMYNBOCTb CETU.

JHepreTunyeckas

3P PeKTUBHOCTb .
b B apxutekTypy MapwpyTusatopos Cisco ISR cepumn 3900 3an0XeHbl cneyoLimne

(hyHKLMN 3HEeprocbepexeHns:
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MapuwpyTunsaTtopsbl Cisco ISR cepum 3900 obecneymBaloT MHTENNIEKTYyaIbHOE yrnpaBaeHune
3/1IeKTPONUTAHMEM 1 NO3BONSAET 3aKa34ynKy perynmpoBaTb sHeprornoTpebneHne moaynemn
B 3aBUCMMOCTW OT BPeMEeHM CyTOK. B fanbHenweM rniaHnpyeTcs peanansoBaTb
nonnepxky TexHonoruu Cisco EnergyWise.

MoAyNbHOCTb U MHTErpaumns CepB1UCOB B paMKax eauHON naaTgopMbl, BbINOJIHAOLLAA
MHO>XeCTBO (PYHKLNIW, ONTUMU3MPYET pacxo MaTepuasoB Npu U3roTOBAEHUN U
notpebsieHne sHeprum B npouecce skcnayaTaymu.

TMBKOCTb MNaTGOPMbI U HEMPEPbLIBHOE Pa3BUTUE KaK MPOrpPaMMHbIX, Tak M annapaTHbIX
BO3MOX>XHOCTEW, MPOANeBaeT XU3HEHHbIN LK NPOAYKTOB 1 COKpaLlaeT BCE acneKTbl
COBOKYMHOW CTOMMOCTW BrageHus (TCO), BkaoYasa UCMoJib30BaHUE MaTEPUAsIOB U
3HepronoTpebneHue.

Kaxkpgas nnatopMa cHabXeHa UCTOYHMKaMU MUTaHna C BbiCOKMM KT/,

3almTa UHBECTUL NI MapwpyTunsaTtopsbl Cisco ISR cepum 3900 obecneymBaoT MakKCMMabHYO 3aLlNTY
WHBECTULMIA, NOALEPKNBAS:

BO3MO>XHOCTb MOBTOPHOIO MCMOJ/Ib30BaHNSA 0BLLIMPHOro CNeKTpa CyLeCTBYIOLWMX
MoAynen, nogaepXnBaembix MapwpyTmsatopamm Cisco ISR npeabiayLiero nokoaeHus,
obecne4ymnBaeT cHMxKeHue TCO.

LLnpoknin Habop nporpammHbix dyHKuMi Cisco 10S, nepeHeceHHbIX ¢ naaTdopmbl Cisco
ISR Npenblaywero noKoJeHNs N BHEAPEHHbIX B €4UNHbIA MPOorpamMMHbI obpas.

MapwpyTunsaTtopsbl Cisco cepun 3900 xapakTepusyTcs TMOKMMN BO3MOXXHOCTAMMN
HapallMBaHNA NPOU3BOAUTESIBHOCTM N0 Mepe paclUNpPeHns CeTu:

MoaynbHas MmaTepuHckas nnata SPE obecneymBaeT rmbkocTb MogepHU3aLMNM B
bynyuiem.

Bblcovanwve nokasaTesnn MNIOTHOCTU Moaysien obecrnevymBatoT Heobxoanmyto rmbKoCcTb
nns nobaBneHMsa CepBMCcOB NO Mepe yBennyeHus notpebHocTen busHeca.

MpuHATBIA NO yMoN4aHUto 06beM namaTu, paBHbln 1 [6anT, obecneymBaeT 4OCTAaTOUYHbIN
3anac ona cBeAeHus yCUann no mogepHmn3aumm o6opyaoBaHNs Ha MeCcTe 3KCryaTauum
K MUHUMYMY.

ApXUTEKTypa U MOAYJIbHOCTb CTPYKTYpa naaThopMmsl

MapuwpyTunsaTtopsbl Cisco ISR cepum 3900 CKOHCTPYMPOBaHbI ANA yO0BIeTBOpeHns TpeboBaHNN COBPEMEHHbIX
NMPUIOXKEHWI 19 PUInanos, a r’MBKOCTb NX apXUTEKTYPbl MO3BOJISET 06ecneynTb NOAAEPXKKY MPUJSIOXKEHUN, KOTOPbIE
rnosasATcsA B byayuieM. MooynbHaa apxuTekTypa co3faHa A1 NOALEPXKKM pacTyLmux TpeboBaHW K MPOnyCKHOM
cnocobHocTn, TDM-coeanHEHN 1 MOJTHOCTbIO MHTErPUPOBAHHOIO pacnpeesieHns CUCTEM NMUTaHUA MOAYJIEN,
rnoafep>X1BatwLmX 3/eKTPonMTaHne BHELHNX YCTPONCTB rno ctaHpapTam 802.3af Power over Ethernet (PoE) n Cisco
Enhanced PoE (ePoE). B Tabnuue 2 nepeyunciieHbl NpenMyLLLeCTBa N BO3IMOXHOCTU apXUTEKTYypbl MapLpyTusaTopos Cisco
ISR cepuun 3900.

Tabnuua 2. PyHKLUOHAJIbHbIE BO3MOXXHOCTU U NPEUMYyLL,eCTBa apXUTEKTYpbl

DYyHKUMOHaIbHbIE MpenmywecTsa
BO3MOXXHOCTU apXUTEKTYPbI

MogynbHas nnaTgopma MapuwpyTmnsaTopsbl Cisco ISR cepnm 3900 sBAAOTCSA NAATHOPMON C BbICOKOM
CTeneHbio MOLYJIbHOCTU, B KOTOPO NpeflyCMOTPEHO MHOXXECTBO CJIOTOB AN
CTaHOBKU UHTEP(ENCHbIX MOAYen N CPeACTBa pa3BepTbiBaHUS CEPBIUCOB,
YyLOBNETBOPSAOLMNE Pa3/NYHLIM TPeboBaHUAM K ceTSAM (hUINAN0B.
MNMpuMeHeHe Taknx MapLLIPyTU3aTOPOB NMO3BOJISIET BOCMOJIb30BaTbCSA
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BcTpoeHHble cpencTBa
annapaTHOro yCKOpeHus
wundgposaHmna gna IPSec/SSL
VPN

MynbTururabuTHas
KOMMYTaLMOHHasa CTPyKTypa
(MGF)

CTpykTypa KoMmyTauum TDM-
KaHanos

BcTpoeHHble nopThl Gigabit
Ethernet

NHHOBaLUMOHHbIE CpenCcTBa
KOHCOJNIbHOro gocTtyna no USB
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LIMpOYalLLMM CNEKTPOM CeTeBbIX MoAy e, obecrneynBatoLLmX BO3MOXKHOCTb
BblIbOpa MHOXXeCTBa BapMaHTOB nogktoveHus kK cetn LAN n WAN. Kpome Toro,
3TV MOAYN NOALEPKMBAKT BO3MOXHOCTb 3aMeHbl Ha MecTe 3KCnyaTaummn
obopynoBaHUA 1 MNO3BONSIOT BbIMOJHUTL MOLAEPHMU3ALMIO MapLLpyTu3aTopa 6e3
3aMeHbl NaaTgopmbl.

Mogynb SPE Cisco B MmapwpyTusatopax Cisco ISR cepun 3900 obecne4ynsaeTt
BO3MO>XHOCTb MOBbILLEHNSA NMPON3BOANTENBHOCTU MapLUpyTM3aTopa C MOMOLLbIO
MOLEPHU3NPYEMON Ha MeCTe 3KCMnyaTaunm MaTEPUHCKON naaTel (Mo mepe
pa3BUTUSA CETU OpraHmn3aLunm).

MapuwpyTusaTtopsbl Cisco ISR cepnm 3900 ocHaLLeHbl
BbICOKOMPOU3BOAUTESIbHBIMU MHOIMOALAEPHBLIMY NPOLLeccopamm, No3BoNAIOLLNMMN
BbIMOJIHTb pacTyLime TpeboBaHNS K ceTAM (UIMasioB, BKJIOYasA BbICOKYIO
MPOMYCKHY0 CnocobHOCTb noakstoyeHns K WAN 1 BO3MOXHOCTb
O0ZlHOBPEMEHHOW paboTbl MHOXECTBa CEPBUCOB.

BcTpoeHHble cpeacTBa annapaTHOro YCKOpeHns WwingpoBaHnsa 6biam
YCOBEPLLUEHCTBOBaHbI AJ19 NMOBbILLEHNSA MacwTabmupyemocTu. B coveTaHum ¢
pononHuTenbHom nnueHsnen Cisco I0OS Security oHn no3sonsaoT obecneynTb
6e30MacHOCTb NOAKOYEHNSA K rNobanbHOM CeTn 1 pa3BepHYTb cepBuckl VPN
(yckopeHune wngpoBaHna peannsoBaHo Kak ons IPSec, Tak n SSL).
BcTpoeHHoe obopynoBaHme WNpoBaHNS 3aMeEHSET U MPEBOCXOAMT NO
npon3BoANTENIbHOCTM Moaynn AIM npedbioyLero NoKOJeHns.

B mapwpyTtmnsaTtopax Cisco ISR cepum 3900 BnepBble peann3oBaHa
WHHOBALMOHHasA MybTUrMrabuTtHas KoMMyTaunoHHas cTpykTypa (MGF),
obecneyunBatoLLLas 3 HEKTUBHbBIA OOMEH AaHHbIMU MeX Ay MOAYAAMUN U
HernocpeacTBEHHOE B3aMMOLENCTBME CEPBMCOB MEXAY MOLYISMU NpU
OZlHOBPEMEHHOM CHVXXEHUW Harpys3kKy Ha NpoLeccop MapLupyTusaTopa.

CepBUCbI CUCTEMbBI YHUDULNPOBAHHbLIX KOMMYHUKaUWIA B punnane MmoryT 6biTb
CYLLECTBEHHO pacLUMpPeHbl MPU UCMOJIb30BAHNN B apXUTEKTYPE CUCTEMbI
CTPYKTYpPbl KOMMYyTauun TDM-KaHasoB, YTO NMO3BONAET YBEINYUTb EMKOCTb
KaHanos DS-0.

MapwpyTmnsaTtopsbl Cisco ISR cepum 3900 obopynosaHbl Tpems WAN-nopTamm
10/100/1000 Ethernet.

OBa n3 Tpex WAN-nopTtos 10/100/1000 Ethernet mapwpyTunsaTtopos Cisco ISR
cepuun 3900 nooaepxmMBatoT NCMONb30BaHME NOAKIOYaeMbIX MOAYEeN C MasibiM
dopMm-tpakTopom (SFP — Small Form-Factor Pluggable) (BmecTo nopTtos RJ-45),
obecneynBas BO3MOXXHOCTb MOAKJIIOHYEHUSA K BOTOKOHHO-OMTUYECKOWN JINHUN
CBSA3W.

NHHOBaLMOHHBI KOHCONIbHBIN USB-rnopT obecne4ynBaeT BO3MOXXHOCTb
MOAKJ/IOYEHNA AN YNPaB/eHNsA C YCTPOUCTB, B KOHCTPYKLUN KOTOPbLIX HET
rnocsiefoBaTesIbHbIX MOPTOB.

Tak>Xe [O0CTYMHbI 0ObIYHbBIA KOHCOJIbHbINA MOpT 1 nopT AUX.
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LonoNHUTENbHbIN BO3MO>XXHOCTb MOAEPHM3aLNM BHYTPEHHEr0 NCTOYHUKA MUTaHUSA n
WHTErpmpoBaHHbIA NCTOYHUK obecrneyeHnsa NUTaHNA LOMNOJHUTENbHbLIX BCTPOEHHbLIX MOAy el KoMMyTauum (B
MATaHNA 3NeKTPONUTaHUS No COOTBETCTBUM CO co cTaHaapToM 802.3af POE n ctaHAapTHbIMUK

cTaHgapTy PoE, a Takxe cneyndumkaunaMmm BHyTpeHHero nutanmsa Cisco).

YHUBEpCabHbIA 6/10K NUTaHMA B nepcnekTuee gnsa mapwpytumsatopos Cisco 3925 1 3945 6yayT BbiNycKaTbCs
NOCTOAHHOIO TOKa OOMOSIHUTE IbHbIE B10KM NMUTaHUA MOCTOAHHOIO TOKa. 3TO pacWupuT

BO3MOXXHOCTU pa3BepTbiBaHUS 060pyA0BaHMA 00 YPOBHS LLeHTPasbHOro oduca
1 cpeabl MPOMbILLIEHHOrO NPeAnpPUATUS.

[OoMoSIHNTESIbHbIN BHELUHWI MaplpyTusatopsl Cisco 3925 1 3945 nopnnepxmBaloT pesepBupoBaHme

pe3epBHbI 6J10K MMTaHWA CUCTEMbI MUTAHNSA C MOMOLLbIO AOMOJIHUTENIBHOM0 BCTPOEHHOI0 Pe3epPBHOro

(RPS) 6710ka NUTaHUA, 4TO NO3BONISET CHU3NTb BPEMSA MPOCTOA CETU U 3aLMTUTL CETb
oT cboes.

Ecnu mapwpyTtumsaTopsl Cisco 3925 1 3945 obopynoBaHbl ABYMSA BCTPOEHHbLIMU
6710KaMKn NMTaHWS, OHXM MOryT paboTaTb HE B peXxrMe pe3epBMpPOBaHNA
nATaHUA, a B HacTpanmeaemoM pexume ycuneHuns PoE, B pesynbTaTe Yero
MOLLHOCTb cucTeMbl POE nnaTdopmbl yBennyneaeTcsa Noy4Tn BABOE MO
CpaBHEHNIO C HOPMaJlbHOW MOLLHOCTbIO 1 NM03BONSET obecnevynTb NOAAEPKKY
[OMONHUTEesIbHbIX NOpTOB POE.

MbKoCTb pa3BepTbiBaHUSA MapuwpyTunsaTtopsbl Cisco 3925 n 3945 npefHa3Ha4vYeHbl 419 UCNOJIb30BaHNA B
cpenax NEBS.

BO3MOXHOCTH U npevMmyuiectTsa MOAYJIbHOCTHU

MoaynbHas apxmuTekTypa MapwpyTmsaTopoB Cisco cepum 3900 (cM. Tabnuuy 3) obecneymBaeT HaQeXXHYIO 3aLNUTY
VHBECTULNIN 3aKa34MKOB. BOJIbLUIMHCTBO MOAYel, CoO34aHHbIX A8 MapLlpyTu3aTopoB Cisco npenbliayLmx NOKONEHUN,
Takux Kak cepusa 3800, nogaep>xmBatoTcs MapwipyTusatopamm Cisco cepum 3900. Kpome Toro, aTm Mmogyam mMoryTt
MCMOoJIb30BaThbCA B APYrux MaplpyTusatopax Cisco, 4To obecrneymBaeT MakCUMasbHYO 3alWNUTYy MHBeCTULUNNA. K
rnpenmMyLecTBaM TUMNOBbIX MHTEPMENCHBLIX KapT MO BCEM CETU OTHOCATCS 3HAUYNTENIbHOE CHUXKEHNE CJIOXKHOCTHU
yrpaBieHns pecypcamu, yrpoLleHne 3anycka KpynHbIX CeTel U YHUpUKaUUmM KOHpUrypaunin uananos pasHbix
pa3Mepos.

[MoNHbIN CNUCOK MOAyen, NoaaepxmnBaemMbix MapLipyTusaTopamm Cisco cepum 3900, Bkatodas moaynm SFP, npuseneH
Ha web-cTpaHuue //www.cisco.com/go/3900

Ta6nuua 3. MoaybHOCTb — (PYHKLMOHAJNIbHbIE BO3MOXXHOCTU U NPeuMyLL,EecTBa

Moaynu ISR MpenmywecTsa
Mogynb Cisco Services B mapwpyTtmnsaTtopax Cisco 3925 u Cisco 3945 ncnonb3lyeTtcs moaynb Services
Performance Engine (SPE) Performance Engine (SPE) ¢ BO3MOXXHOCTbIO 3aMeHbl Ha MecTe

3KCnayaTaumm —oCobeHHOCTb, XapaKTepHas TO/bKO A8 MapLUpyTLU3aToOpOB
Cisco ISR cepuun 3900. Moaynb SPE — MoaysbHaa MaTepuHCKas naaTa,
KoTOopas B nepcnekTmse bynet MoaepHn3MpoBaTbcs A0 6osiee BbICOKOro
YPOBHS MPON3BOANTENILHOCTN.

MpuMmeHeHne naHHOro Mmoayna obecnevymBaeT 3aLLUTY NepBOHaYasbHbIX
mHeecTnuni B nnatdopmy Cisco 3900 B TeyeHme 6onee NpoaoIKUTENBHOIO
rnepuoaa 1 BO3MOXHOCTb U3MEHEHUS NPOM3BOAMNTEIbHOCTU MapLupyTM3aTopa
B 3aBUCMMOCTW OT pacTyLimx notpebHocTen puanana.
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CnoT CepBUCHOrO MOAYA UCMOb3YeTCA BMECTO CJIoTa CEeTEBOro MOAYNSA U
CcNoTa MOAYNSA paclUMpeHns OJi1s FOJI0COBOM U haKCMMUIbHOM CcBA3M (EVM).
[aHHbIA cnoT nogaepxusaetcs B MapwpyTuatopax Cisco ISR 3925 n 3945.
Kaxxkablll CNoT AN CEPBUCHbLIX MoAyiein o61afaeT BbICOKOWM MPOMYCKHOMN
CNOCOBHOCTBIO Mepenayn faHHbIX

CyMmMapHo fo 4 FénT/c B HanpaB/iieHnn npoueccopa MapLupyTmsaTopa
CyMMapHO [0 2 FéuT/c B HanpaBneHun apyrux moaynen B pamkax MGF

CnoTbl CepBUCHbIX Mofynen (SM) BecbMa afanTUBHbI U NOALEPXKNBAIOT
cABOEeHHble Moaynn (SM-D), KoTopble ABASIOTCA CEPBUCHLIMU MOAYNSMU,
paccynmTaHHbIMKU Ha ABa cnoTa. Moaynm SM-D obecnevmBatoT mogensm Cisco
3925 1 3945 rubkocTb B NCMOJib30BaHUN MoayJiel bosbliei
MPOn3BOANTENBHOCTMU.

CnoTbl CEPBUCHBIX MOAYNEN MOALEPKUBAIOT BABOE 60JbLUYIO MOLLHOCTb
MATaHUA B CPaBHEHUN CO CJI0TaMU CeTeBbIX MOAYJ1el, No3BoAsASA
yCTaHaBMBaTb 60Jsiee coBpeMeHHble MOAY NN C BoJiee BbICOKON
MPOn3BOANTENIBHOCTbLIO.

ApjanTep AN ycTaHOBKM MoAaynen obecneynsaeT obpaTHYO COBMECTUMOCTb C
CYLLECTBYIOLMMN CETEBBIMA MOLYAMM, PACLUMPEHHBIMU CETEBLIMMN
moaynamm (NME) n EVM.

MuTaHnem C/I0TOB CEPBUCHbBIX MOAYJIE MOXXHO YNpPaBAsATb NpU MOMOLLM
pacwmpeHnn, cxogHelx ¢ Cisco EnergyWise, 4To no3BosiseT opraHm3aumsam
COKPaTUTb U3AEPXKKUN Ha 31eKTpornoTpebieHne ceTeBon NHDPACTPYKTYPHI.
MonHoueHHasa noaaep>xka EnergyWise 6yneT goctynHa B 6yayLumx
06HOBNEHNAX NPOrpaMMHOro obecrnevyeHms.

Cnot gna EHWIC ncnonb3yeTcs BMECTO CJ10Ta BbICOKOCKOPOCTHOM
nHTepgencHom kapTbl HWIC n MoXXeT nogaep>XK1uBaTb UCXOAHbIA PEXUM
HWIC, nnutepderncHbie kapTbl WAN (WIC), nHTepdencHble KapThbl A4
nepegayu ronoca (VIC) n kombruHupoBaHHble nHTepdencHole kapTbl (VWIC).
YeTblpe nHTerprupoBaHHbIX cnota EHWIC B MmapwpyTmsaTtopax Cisco 3925 u
3945 npegHa3HayeHbl Ana 6osee rmbkmux KoHGUrypaumnn.

Kaxkabin cnot gnsa HWIC obnanaeTt BbICOKOW NPOMYCKHOM CNOCOBHOCTbIO
rnepenayn OaHHbIX:

CyMMapHO Ao 1,6 N6uT/c B HanpaBsieHMN NpoLeccopa MapLlipyTM3aTopa
CyMMapHoO fo 2 énT/c B HanpaBaeHUn Apyrux Mmoaynen B pamkax MGF

Mpu NCNosib30BaHUN CABOEHHbIX MOAYyJier 3aHMMalTCs ABa C/oTa And
EHWIC. JonyckaeTcs 0O4HOBpPEMEHHOE UCMOJIb30BaHMe 00 ABYX CABOEHHbIX
monynen HWIC (HWIC-D).

OaunH cnot gnsa ISM obecnevynBaeT BO3MOXXHOCTb YCTaHOBKM
VHTEenNeKTyasbHbIX MOAYJ/1IEN BO BHYTPEHHUIN C/IOT LWACCH.

Kaxkabin cnoT ISM obnapaeT BbICOKOM MPOMYCKHOM CNOCOBHOCTLIO Nepenayn
OaHHbIX:

CyMMapHO o 4 Féut/c B HanpaBaeHUM NpoLeccopa MapLipyTusaTopa
CvMMapHO a0 2 Féut/c B HanpaBaeHUn ApPYrux moavien B pamkax MGF
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ISM 3ameHsieT cnoT AlIM, cyuwecTByowme moaynu AIM cnotom ISM He
noanep>XnBarmTcs.

MuTaHne Ha cnoTax ISM ynpaBnseTcsa pacwmpeHnaMmm, cxogHbiMmn ¢ Cisco
EnergyWise, 4To No3Bo/iSeT OpraHM3aumsaMm COKpaTUTb U3LEPXKKU Ha
snekTponoTpebneHne ceTeBon MHPPACTPYKTYpbl. NMoaHOLEHHaa nogaep>xKa
EnergyWise byneTt noctynHa B 6yaywmx obHoOBAEHUAX NpOrpaMMHOro

obecrneveHus.
CnoTbl Ana moaynsa ungposoro CnoTbl onsa mopynen PVDM3 noppepxxusatoT moaynm PVDM3, obecneymBas
curHanbHoro npoueccopa (DSP) MOBbILEHHYIO NMJIOTHOCTb MNepefayn ayguo- u sugeotpaduka.
Cisco pn1s 06paboTKM ronocoBbIX Kaxkgbin cnot ans PVDM3 coefiHEH C CUCTEMHOW apXUTEKTYpon 2-
NMakeToB BbICOKOW MJIOTHOCTU rmrabuTHbIM COeAMHEHNEM, peasin30BaHHbIM B paMkax MGF.
(PVDM3) Ha MaTepuHCKOM naaTe 3awmTa nHBecTnun B Mmoayam PVDM2 ocyLliecTBAAETCS NPy MOMOLLN

ajanTepa A/ yCTaHOBKW MoAyen.

MuTaHne Ha cnoTtax ana PVDM ynpaBnaeTcs pacluMpeHmnsamm, CXOAHbIMA C
Cisco EnergyWise, 4TO NO3BOJISET OpPraHn3aumnaM COKpPaTUTb N3LEPXKKN Ha
anekTponoTpebneHve ceTeBo NHPaACTPYKTYpbI. [TosHOLLEHHasa noaaep kKa
EnergyWise 6yneTt noctynHa B OyayLimx o6HOBAEHUAX NPOrpaMMHOro
obecneyeHus.

Cnotbl Compact Flash B KOHCTPYKLMN MapLpyTM3aTOPOB C MHTerpaumnen cepsmcos Cisco cepumn
3900 npenycMoTpeHbl ABa BHelWwHMX cnoTa Compact Flash. Kaxxgbin cnot
rnoaaep>X1MBaeT BbICOKOCKOPOCTHbIE HOCUTEN eMKOCTbIo A0 4 [6anT.

MopTel USB 2.0 Mopoep>XnBaeTcs ABa BbICOKOCKOPOCTHbIX nopTa USB 2.0. MopTel USB
obecrneynBaloT BOSMOXHOCTb UCMOJIb30BaHNSA albTEPHATUBHbLIX TOKEHOB
6e30nmacHOCTM 1 YCTPONCTB XPaHEHUS OaHHbIX.

MporpamMmHoe ob6ecneueHue Cisco 10S

NHHOBaLMOHHbIE BO3MOXHOCTN MapLUPYyTN3aTOPOB C MHTerpaumen cepsncos Cisco cepnm 3900 oCHOBaHbI Ha Jy4LUeln B
oTpacan cneumanmsnpoBaHHon onepaunoHHon cucteme Cisco 10S. Pa3paboTaHHble 415 LUMPOKOrO pa3BepTbiBaHUA B
CaMbIX OTBETCTBEHHbIX CErMeHTaX KOpnopaTUBHbIX CeTeln, ceTen obLero nosib30BaHNS N CETEN 0NepaTopoB CBA3M,
MapuwpyTunsaTopsbl ISR G2 paboTatT nog ynpasneHuem MO Cisco |0S Bepcuin 15M n 15T. B HacTosLLee BpeMa JOCTyMNHa
Bepcusa 15.0(1)M, obecneymsatoLLlas NOAAEPXKKY LLUMPOKOrO cneKkTpa TexHonorun Cisco, B TOM 4YUCAE HOBbIX (PYHKLNIA 1
CBOWNCTB, MOSBMBLUMXCA B Bepcuax 12.4 n 12.4T. NoasueLunecs B sepcum 15.0(1)M nHHOBaLUM OXBaTbIBAlOT MHOXXECTBO
TexHosiornyeckmx obnacrenm Taknx, Kak nHhopMaLmnoHHaa 6e3onacHOCTb, rosiocoBas CBA3b, obecrnevyeHne BbICOKOWN
[OCTynHoCcTwn, IP- MmaplwpyTmnsaumnsa, rpynnosas agpecauns, obecnevyeHne Kavectsa obcnyxmaHusa (QoS), MobunbHoOCTb
IP-agpecos, nogaep>xka TexHonornm MPLS, VPN 1 BCTpOeHHble cpeAcTBa ynpasseHuns. Bepcusa 15.0(1)M y»xe gocTynHa
onsa mapwpyTtusaTtopos Cisco ISR Bepcum 3900, 3Ta Bepcus byaeT nogaepXmnBaTbCcs U B fasbHenweM. bonee nogpobHyto
MHgopMaumio o Bepcum 15(0)1M cM. Ha web-cTpaHuue://www.cisco.com/go/ios

JinueHsupoBaHue n komnoHoska MO Cisco 10S

EounHbIn nporpamMmMHbi o6pas Cisco |I0S cogepxuT Bce yHKuUmn 10S, peann3oBaHHble Ha AaHHbIX NaaTdopmax. Ons
paclimpeHuns pyHKLMOHaIbHOCTM MapLUpyTu3aTopa AOCTaTOYHO aKTUBMPOBaTb NMPOrpaMMHYL0 JINLEH3WIO A1
yHuBepcasnbHoro obpasa. B npeabiayLieM NoKoJSIEHNUN MapLIPYTM3aTOPOB AOCTYyrMa U3MeHeHne Habopa yHKL NI
TpeboBaso 3arpy3ku HOBOro NporpaMMHoro obpasa. TeXHOOrn4ecke KOMMOHOBKU U (PYHKLIMOHAIbHbLIE JINLLEH3MN,
noaaep>XXnBaemMble MHPACTPYKTYPOR NNLLEH3NPOBAHUSA UCMOJSIb30BaHUSA NporpamMmmHoro obecnevyeHus Cisco, ynpoilatoT
nocTtaBky MO 1 CHUXKaT onepaLyoHHbIe pacxoibl Ha pa3BepTbiBaHNE HOBbIX (DYHKLINIA.
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Ons mapwpyTtusaTtopos Cisco ISR cepum 3900 0OCTYyMNHbI YeTbipe OCHOBHbIE TEXHOJIOTMYecKme nuueHsun. MNMpouenypa
aKTUBaLMN NPOrpaMMHbIX nuueHsum Cisco onncaHa Ha web-cTpaHuue //www.cisco.com/go/sa. K ynoMsiHyTbIM Bbllle
YyeTblpeM NIMLEH3UAM OTHOCATCS:

IP Base (6a30Bble MexaHN3Mbl PYHKLMOHUPOBaHNSA IP-ceTW): AaHHbIN TEXHOIOrMYECKUIN MakKeT yCTaHaBMBAETCA Mo
YMOJTHaHUIO.

Data (nepenaya naHHbIX)

Unified Communications (cuctema yHUpuULUMpoBaHHbIX KOMMYHUKaLLNNA)

CpencTBa obecnedveHns nHpopmaLmoHHon 6e3onacHocTu (SEC) nnn cpencrtea obecnevyeHns NHHOPMaLIMOHHON
6e3onacHocTy 6e3 WwindpoBaHNsa NnepefaBaeMbiXx AaHHbIX (SEC-NPE)

Ona nonyyeHnsa 4ONOSHUTENbHOW NN NoAPOo6HON NHGOPMaLIUKM O NnLeH3npoBaHum n komnnekTaumm MO Cisco 10S pnsa
MapLpyTusaTopos Cisco ISR cepuun 3900 noceTuTe web-canT //www.cisco.com/go/3900

OCHOBHble cepBUchbl ana cunuanos

MapLpyTunsaTtopsl Cisco ISR ABnAAOTCA NyyLLIMMK B OTPaCcaN MapLupyTusaTopamu, obecneymsatomumm becnpeLiefeHTHbIN
YPOBEHb MHTEerpaLun cepsncos. PaspaboTaHHble 4S5 yAOBAETBOPeHUs NoTpebHocTen huananos, AaHHbIE NAaTHOPMbI
NMO3BONSAOT CO34aTb MOJIHOLLEHHOE peLleHne, NoAAepKMBatOLLee CEPBUCHI FOIOCOBOW CBA3W, Nepenayn BUAEO,
6e30MacHOCTN, MOBMILHOCTN 1N CEPBUCOB NPUIOXKEHNA. OpraHn3aLnum MoryT pa3BepHYTb OJHO YCTPOWCTBO 4SS pelleHuns
BCEX KOMMYHUKALMOHHbIX 3aZla4 U COKOHOMUTb Kak Ha KanuTalslbHbIX, TaK 1 Ha OnepaLnoHHbIX pacxoaax.

Cepnucu CUCTEeMbI yHHq)VILI,IIIpOBaHHI:IX KOMMyHMKaLI,VIIﬁ, COBMECTHOM pa6on.| W LWJ1I03a roJIOCOBOM CBA3M

MapwpyTursaTopbl C uHTerpaumein cepsmucos Cisco cepum 3900 npencTaBnstoT cobol OCHOBY AJ151 CO3AaHNS CUCTEMbI
COBMeCTHOM paboTkl B MasioM 1N cpefHeM unmane, BbIMOSHSAS POJib KPUTUYECKM Ba)KHOMO KOMMOHEHTA apXUTEeKTYypbl
Cisco ons nepenayn BUaeo (MennaceTb) U KOPNOpaTUBHON CUCTEMbI YHUDULIMPOBAHHBIX KOMMYHUKaUWiA. BCTpoeHHble
CepBUCbl Nepefayn rojsioca n LWNPOKNIM CNekTp nHTepdencos TenedoHmnn MmappyTtmnsatopos Cisco ISR cepun 3900
obecrneymBaloT MaKCMMallbHY0 FT'MOKOCTb NMpY pa3BepThbiBaHUM B pacnpeneneHHbix cpefax. PyHKLUMOHNPOBaHME CUCTEMBI
YHUMULMPOBAHHBIX KOMMYHMKaLUI obecrneynBaeTcs 3a cHeT NOALEPXKKN MHADPACTPYKTYpbl 06paboTkn MynbTuMenmna n
CpencTB CUrHaNM3aLMK, BKJOYAOLWMX MHOXXECTBO NMPOTOKOJIOB, CPeACTBa nepefayn MynbTuMenmna, CpeacTsa 3almThl
CUrHann3aumm 1 nepefaBaeMbiX AaHHbIX, CPeACTBa TPAHCKOAMPOBaHUS, KOH(epeHL-CBA3M 1 obecneyeHns KavyecTBa
obcnyxmnBaHusa (QoS). Kpome Toro, mapwpyTtusatopbl CisCco ¢ MHTerpaunen cepBncoB NoALAEPKMBAKT MHOXKECTBO
MHTepdEeNnCcoB LLJ030B FOJIOCOBOM CBSA3M, @ Tak>XXe LUMPOKUIA CNEKTP MPOTOKOJIOB CUMHaIM3aLumnum 1 GU3nNYecknx ceTeBbIxX
MHTepdencoB. YcoBeplleHCcTBoOBaHMS MapwpyTusaTopos Cisco ISR cepun 3900 B 061acTy NponM3BOANTENIbHOCTH
NMO3BOJISIOT COTPYAHMKaM ranana Ucrosib3oBaTh TE XKe CEPBUCHI U MPUNOXKEHNUS, KOTOPLIMU MOJIb3YIOTCA COTPYAHUKN
LLeHTpasibHOro oguca.

MapupyTusaTopsl Cisco cepumn 3900 nognep>xmMBatoT NPakTUYECKU BCE CYLLLECTBYIOLLME N pa3BMUBalOLLMECS CEPBUCHI
nepefayn BULEO, a TakXXe CpefcTBa MaclTabnpoBaHus onsa noanepxkmn coellanunii Cisco TelePresence®, obecneyeHus
MHopMaumoHHOM 6e3onacHOCTK 1 ynpaBieHusa ceaHcamu. PeweHune Cisco Unified Border Element pacwumpsieT
BO3MOXXHOCTW CBA3WN TelePresence nns NnpoBefieHNs COBELLAHWIA C y4aCcTUEM COTPYAHUKOB Pa3/IMyHbIX OpraHn3aLnii.

B mapwpyTmsaTtopax Cisco cepum 3900 peannsoBaHa Nogaep>Xka HOBOro MoAy s LUGPOBOro CMrHasbHOro npoLeccopa
(DSP) Cisco pna 06paboTKm rosocoBbIX MaKeTOB BbICOKOW MAOTHOCTU (PVDM3), KoTopbln 6bia cneumnanbHo co3fad ons
NnoALEP>KKW FOJI0COBOM U BUAE0CBA3N. HoBble moaynm PVDM3 nopaepxusatoT BCce hYHKLMN LLKO3a FOJI0OCOBON CBA3M,
npucyTcTeoBaswme B PVDM npefblaywmx nokoneHuin, n obnagatoT noBbILUEHHOW MIOTHOCTbLIO U BbIYUCNTENBHON
MOLLHOCTbIO 419 YAOBAETBOPEHMSA TpeboBaHW NOABAAOLWMXCA MyAbTUMEANNHBLIX NpuaoXeHuin. MapwpyTumsaTtopsl Cisco
ISR cepumn 3900 noppep>xmeatoT 00 4 BCTPOEHHbIX c1oToB PVDM3 1 No3BONAKOT opraHn3oBaTh 40 768 KaHanoB
cTaHpgapTa G.729a.

Mpuno>xeHue Cisco Unified Communications Manager Express u cpepcrBa obecneyeHmsa oTKasoyCTOM4YUBOCTHU
Cisco SRST

MapuwpyTunsaTopbl ¢ nHTerpauymen cepsmcos Cisco NpefocTaBNAOT AOMNOJIHUTEbHbIE CEPBUCHI CUCTEMBI
YHUPDULNPOBAHHbLIX KOMMYHUKaLWUIA, peann3oBaHHble B onepaumoHHon cncteme Cisco I0S, 4To No3BoAsAET YMEHbLNTb
KonnyecTo NT-060pynoBaHNS U CHU3NTbL COBOKYMHYIO CTOMMOCTbL BlageHus punnanom (TCO). MpunoxxeHune Cisco
Unified Communications Manager Express (CME) npegoctaBnaseT wupokun Habop dyHKumn odmucHonm IP-ATC,
VHTErpmpoBaHHbIX B MapLUpyTMU3aTop A5 MasblX U cpeaHnx dpunvanos. Cpeactsa obecneyeHnss 0TKa30yCTOMYMBOCTH
Cisco Survivable Remote Site Telephony (SRST) Takxxe BcTpoeHbl B 10 Cisco I0S 1 ABna0TCA AOMNOAHUTENbHbIM
KOMMOHEHTOM A515 MapLipyTusaTtopos Cisco cepum 3900, KoTophkih no3sonseT obecnedynTb BecnpepbiBHOE
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rnpepocTaBsieHNne COTPyAHMKaM huanana cepBncoB 1 PyHKLUI TenedoHUN fgaxke B Tex CJly4asx, Koraa cBa3b C
ueHTpanbHon ATC Cisco Unified Communications Manager HapyLwweHa. HTerpnpoBaHHOe peLleHne ans peanmsaumm
CUCTEMbl F0JIOCOBOW MOYThI, PYHKLINIA aBTOMaTUYECKOro cekpeTapsa U CUCTEMbl MHTEPaKTMBHOMO MOJIOCOBOr0 MEHIO Ha
6a3e Cisco Unity® Express B paMkax MappyTumnsatopo Cisco cepum 3900 no3BosseT NpefoCcTaBUTb NOJIHbLIA CAEKTP
CepBNCOB CUCTEMbI YHUDULMPOBAHHBLIX KOMMYHUKaLMA B paMKax punavana, o4HOBPEMEHHO MOAAEPKNBas NyYLUYIO B
oTpacaum cuctemy 6e30nacHOCTM B paMKax eanHON naaTdopmbl.

CepBuchl npuno>xeHun VoiceXML

Tak>xe mapwpyTusatopsl Cisco cepun 3900 nognepxmeatoT cepBuckl Ha 6ase VoiceXML. VoiceXML sBnseTcs S93bIkoM
pa3MeTKN C OTKPbITbIM CTaHAAPTOM, UCMOJIb3YIOLWNMCS A5 CO34aHMsa web-6pay3epoB € ro/10COBbIM yrpaB/ieHNEM U
npunoxxeHunn IVR. Tak e, kak HTML no3sonseT nosay4yaTb AaHHble ¢ noMoLbio MK, Tak n VoiceXML no3sonseT nosyyaTb
OaHHbIe MPY MOMOLLM FOJI0COBOM0 ynpaBaeHnsa nnm ToHaabHoro Habopa (DTMF). MapwpyTtusaTtopsbl Cisco cepum 3900
noaaep>XueatT 60/bLIOE YACI0 OA4HOBPEMEHHO paboTatoLWmx CEPBUCOB LLUJIO3a FOJI0COBOM CBA3U, COBMELLEHHbIX C
cepsucamm VoiceXML: 6onee 300 ceaHcoB Ha Cisco 3945.

PeweHue Cisco Unified Border Element

Mopaep>xmBaemble MapLlipyTusaTopamm Cisco cepum 3900 Bo3MoxxHOCTU peweHus Cisco Unified Border Element
HanpasJ/ieHbl Ha yo0BAeTBOPeHMe hopMupyoLwmMxca TpeboBaHUM K y31y NOAKIIIOYEHMS KOPNOPATUBHOM CETU K CeTU
onepaTopa CBSA3W NpPU pa3BepTbiBAHUN CEPBUCOB YHUMDULMPOBAHHbLIX KOMMYHUKaUUi B hunmnanax. Pewenne Cisco Unified
Border Element npepoctaBnseT NHTENNEKTYaslbHble (OYHKLMN NOrPaHNYHOr0 3/IEMEHTA, TakMe Kak (hnusnyeckmne n
NIornyeckme pasrpaHnynTesbHbIe TOYKM U BbIXOAbl, YNIPaBaeHNe CUrHaansaumnen n nepefaBaeMbiMn AaHHbIMU, @ TakxXe
cpencTBa obecneyeHus 6esonacHoCcTM 1 ynpasaeHus. MapwpyTtusaTtopsbl Cisco cepun 3900 nognep>xuBatoT BoBoe
6onbllee KONMYEeCTBO CEAHCOB, YHEM MO MoAaepXnBaTb MapLupyTmnsaTopsl Cisco cepum 3800.

UHTerpupoBaHHan 3aluUTa CEeTU NPU nepepaye AaHHbIX, BUOeo0, rosoca u obecneyeHum MO6MILHOCTHU

Cpenctsa 6e3omacHOCTM HeobXxoanMbl 4N 3alNTbl MHTENNEKTYaslbHOM COBCTBEHHOCTM KOMMNaHuUM 1 obecneyeHuns
HenpepbIBHOCTU BusHeca. OHM Tak)Xe NO3BOJIAIOT pacmMpnTb paboyee NPOCTPAHCTBO KOMMaHUN N BKJIOYNTL B paboyuni
rnpouecc Tex COTPYAHUKOB, KOTOPbIM TpebyeTcsi [OCTYMN K KOPNopaTUBHbLIM pecypcaM B Jitoboe BpeMs 1 13 nobon ToUKK
Mupa. MaplpyTusaTopsl ¢ uHTerpaumnen cepsmncos Cisco cepum 3900 hyHKLMOHUPYIOT B COOTBETCTBUMN C KOHLIeNUnen
camo3awmuatowenca cetu Cisco SAFE, no3sonsiowen opraHn3aumnsam CBOEBPEMEHHO NAEHTUDUNLMNPOBATb U 3PHEKTUBHO
npenoTBpallaTb ceTeBble yrpo3bl 6€30MacHOCTY, a TakXXe afanTUpoBaTbCs K HUM. MapuwpyTursaTopsbl Cisco cepun 3900
MO3BOJISIIOT peasin30BaTh 3almieHHoe brsHec-B3ammonencTemne n obecrneymsatoT 6e3onacHyto naatdopmy ANs
COBMeCTHOM paboThl.

JInueH3nsa Ha KOMMJIEKT cpeacTB obecrnevyeHns nHgpopmaymoHHom 6esonacHocTu Cisco I0S gnsa mapwpyTumsaTtopoB Cisco
cepumn 3900 No3BONAET UCMOb30BATh LUMPOKNUIA CNEKTP 6a30BbiX QYHKLUNNA NMHPOPMALIMOHHON 6e30MacHOCTH, TaknX Kak
pacCLUMPEHHbIN KOHTPOJIb U yrpaBieHne paboTom Mpuao>KeHnin, 3allnTa OT Yyrpo3 U apXUTEKTYpbl WNGPOBaHUSA, KOTOpbIe
rMo3BOJIAOT (hOPMMPOBaATb MaclwTabupyemblie u yrnpasnsemble ceTn VPN B paMKax 0QHOro pelueHus. MapLpyTunsatopsbl
Cisco cepun 3900 nogaep>XnBatoT BCTPOEHHbIE CPeACTBa annapaTHOro YCKOpeHnsa WndpoBaHns, 4To No3BoNseT
MOBbICMTb MPOMYCKHYO CMOCOBHOCTL IPSec npu 0AHOBPEMEHHOM CHUXXEHUIN 3arpy3Kuy npoLeccopa MapLupyTmsaTopa no
CPaBHEHUIO C PEeLLUEHNSAMN, NUCMOJIb3YIOLLMMIY TOJIbKO NPOrpaMMHbIe CpeAcTBa WwWugpoBaHusa. MapwpyTusaTtopsl Cisco ISR
MO3BOJISIOT CO34aTb KOMMEKCHOe 1 rnbkoe pelleHne ansa obecrneyeHnsa 6e3onacHOCTU UINANOB, BKOYaoLee
cnepyrowme PyHKUNK:

3alMLLeHHbIe KaHabl CBA3M. 3allyLLEeHHbIe CpefCcTBa COBMECTHOM paboTkl ¢ ncnonb3oBaHvem GETVPN, DMVPN
nnn Enhanced Easy VPN.

NHTerpnpoBaHHble cpefcTBa yrnpasaeHns yrpo3amn. OTpa)KeHne KOMMIeKCHbIX CETEBbIX aTaK U yrpo3 rnpu
rnomoLLn MexxceTeBoro 3kpaHa Cisco I0S Firewall, 30HMpoBaHHOro mexxcetesoro 3kpaHa Cisco 10S Zone-Based
Firewall, 10S IPS, cpencts punbTpaumm conepxumoro 10S Content Filtering n cpencTs rubkoro aHannsa NnakeTos
(FPM).

YnpaBneHve ngeHtudurkaumnen. UHTennekTyalbHble MEXaHU3MbI 3aLLNTbl OKOHEYHOro ob6opyAoBaHMS C
MCMNOJIb30BaHMEM TEXHOJIOM NN ayTeHTUdMKaumm, asTopmsaunm n y4eta (AAA), a TakKe NMHMOPaCTPYKTYpPbl

LN POBaHUSA C OTKPbITbIM Kto4oM (PKI).

Bonee noapobHas nHpopmaumnsa o hyHKUMAX 6€30MacHOCTU 1 peLleHunsx, NoAOePKMBaeMbIX MapLlipyTusaTopamu Cisco
ISR cepuun 3900, npencrasneHa Ha web-cTpaHuue//www.cisco.com/go/routersecurity.

CepBuchbl opraHnsaumm 6ecnpoBoAHON CETU U CEPBUCHI MOBUTbHOCTY
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OpraHusauusa 6ecnpoBoaHON ceTu

Mooaep>xnBasi apxmTekTypy YHUdbULmMpoBaHHon 6ecnposoaHon ceTu Cisco, MapwpyTusaTopsl Cisco ISR obecnevynsatoT
BO3MOXXHOCTb pa3BepTbiBaHMSA 3alnLLEeHHbIX yrpasasemMblx WLAN, onTUMU3NPOBaAHHbLIX A0S YAaJleHHbIX MJoWanoK n
drnnanos 1 NnoagaepxMBaKLLMX CpeacTBa ANsa obecrneyeHmns 6eicTport 6e3o0nacHoO MOBUABHOCTU, MEXaHU3MbI
OTKa30yCTONYNBON ayTeHTUMUKaLnmM 1 ynpoLieHHble cpencTea ynpasseHus. Moaynib KoHTposiniepa WLAN B cocTase
MapupyTusaTopa Cisco cepun 3900 No3BosISIET MasibiM U CPefHUM NPEeAnpUATUAM 1 dunanam Kopnopauunm
OCYLLEeCTBUTb 3KOHOMNYECKWN 3(PPeKTMBHOE pa3BepTbiBaHWE N yrnpasseHne 3awmieHHbiMn WLAN. KoHTposnnepbl WLAN
Cisco paboTaloT COBMECTHO C yrnpasiseMbiMu Todkamu goctyna Cisco u ¢ cuctemon ynpasneHus Cisco Wireless Control
System (WCS) ona Toro, 4To6bl o6ecneunTb dyHKLum WLAN no Bcen cucteme n ynpasnsaTb 6, 12 nnam 25 Toykamun
noctyna. Byayyn KOMNOHEHTaMN apXUTEKTYpbl YHUGUUnpoBaHHon becnposoaHon ceTu Cisco (CUWA), KOHTposiepsbl
6ecnpoBonHon cetn Cisco obecneymBaloT CeTEBbIM agMUHUCTPaTOpPaM PyHKLNN BU3yaan3aumnm, a Takxe 3hheKTUBHOIro
1 HafdexHoro ynpasneHus cetamu WLAN n cepBrucammn mobunbHocTH BusHec-knacca. K HUM OTHOCATCS pacClUMpEHHble
cepBunCbl 6€30MacHOCTU, FOIOCOBOW CBSA3W, FOCTEBOr0 AOCTYNa 1 onpefesieHNs MeCTOMOoJIOKEHUS.

Becnpononuble rno6asnbHbie ceTu

Pa3spaboTaHHblie Cisco moaynn nopknatoydeHus Kk 6ecnposogHeim WAN (WWAN) TpeTbero nokosernus (3G) obbeanHaoT
PYHKLUMN TPaANLIMOHHbBIX KOPMOPAaTUBHBLIX MapLUPpyTU3aToOPOB (yAasleHHoe yrnpasiieHne, paclumpeHHble |P-cepBuchl,
HanpuMmep, VoIP n cpepcTBa obecneyeHunsi 6€30MacHOCTN) C BO3MOXKHOCTAMM MOOUABHOrO focTyna kK ceTsm 3G WAN.
Mcnonb3y$s BbICOKOCKOPOCTHbIEe 6ecnpoBoHble ceTu 3G, MapLUPyTMU3aToOpbl MOrYT 3aMEHUTb U LOMONHUTb
CYLLEeCTBYIOLLYIO MHMPACTPYKTYPY NOAKIIOHYEHU, HanpuMep, TenedoHHble nnHUK, Frame Relay n ISDN. PeweHus Cisco B
obnactn 3G nopgaepxxuBatoT cTaHAapTbl 3G HSPA n EVDO, Tem cambiM, obecrneynBas pe3epBupoBaHne NoaKJYeHns
WAN C ncnonb3oBaHueM OeNCTBUTENbHO Pa3IMYHbIX KaHal0B M BO3MOXHOCTb BbICTPOro pa3sBepTbiBaHNS OCHOBHOIO
noaknoydeHna kK WAN. [ns nonydeHus [oNoaHUTENbHON nHpopMaumm o pewweHnax 3G ans Cisco ISR noceTtute web-
CaT www.cisco.com/go/3g.

WHTerpupoBaHHble cpeacTBa KoMmMmyTauuu LAN

MapwpyTunsaTtopsbl Cisco ISR cepumn 3900 (Mogenn Cisco 3925 n Cisco 3945) nopoaep>XxmBatoT HOBble CEPBUCHbIE MOAY N
EtherSwitch®, koTopble CyLecTBEHHO pacLLUMPSAOT BO3IMOXHOCTW MHTErpaLmmn ny4Llen B oTpacan KOMMyTaL M BTOPOro
M TPEeTbero ypoBHeN ¢ HABOPOM hyHKLMIA, NOEHTUYHbLIX TEM, YTO NMpeAcTaBsieHbl B KOMMyTaTopax cepuii Cisco Catalyst
2960 n Catalyst 3750-E, 1 BO3MOXHOCTbIO OCYLLECTBAATE KOMMYTALNIO U MapLLUPYTU3aLNIO CO CKOPOCTbIO JIOKasIbHON
ceTu.

HoBble cepBucHblie moaynu Cisco Enhanced EtherSwitch ncnonb3syoT npenMywecTBa paclMpeHHbIX BO3MOXKHOCTEN
nuTaHmna MmapwpyTumsatopos Cisco cepum 3900. Kpome Toro, moaynm Cisco Enhanced EtherSwitch nognepxxunsatoT
HoBenwmne nHnunaTmesl Cisco B obnactu sHeprocbepexxerus: Cisco EnergyWise, Cisco Enhanced Power over Ethernet
(ePoE), MOHUTOPUHI NuTaHna POE Ha ypoBHe nmopTa 1 ycuneHne nutaHmsa PoE ¢ nomowbto RPS. [laHHble TeXHON0rnm
NMo3BONISIT YAOBJETBOPUTL BO3pocLUne TpeboBaHMS K SHeprocHabxeHno OKoHeYHoro obopyioBaHmMs, He noBbilwas obLiee
sHepronoTpebneHve punnana.

CepBUCHI NPUJIOKEHUH

Mo Mepe Toro, Kak opraHusauuy NPoLOJKAIT LLeHTPaan3oBaTh U KOHCONNAMPOoBaTb UT-MHMPaCcTPyKTypy CBOUX
GrAnanoB ANa CHUXKEHUS CTOUMOCTU U CJIOXKHOCTU coiep XaHns nananos, OHN HAaYUHAKOT CTaJIKMBaTbCA CO
C/IOXKHOCTAMU obecnevyeHns afekBaTHOro kayecTBa 0b6CyXKnBaHMS Nosib3oBaTeNeln, NoALEP KaHWNSA MOCTOSAHHOWN
[OCTYMHOCTY NPUNOXKEHNI N NPefoCTaB/eHNS LOCTyMNa K MCNOJib3yeMbiM B paboTe KOMNaHUM NMpuIoXKeHUsaM U3 TON
TOYKM MUPa U B TO BPeMS, OTKyAa 1 Korga 31o Heobxoaumo. ns peweHuns aTux npobnem mappyTumsaTopsl Cisco cepum
3900 nopLep>XMBatoT BO3MOXKHOCTb 3arycka Ha NMoJsIHOCTbIO MHTErpnpyeMoM B MapLupyTusaTop monyne Cisco Services
Ready Engine (SRE) npuknagHoro MO Cisco n CTOPOHHUX NPOM3BOAUTENEN, @ TaKXKe N0JIb30BaTENIbCKUX MPUI0XKEHWUIA.
[aHHbIN MOAYySIb UMeeT COBCTBEHHLIN MPOLLEeCCop, CETEBON MHTePdENC 1 onepaTUBHYO NaMsATb, PYHKLNOHUPYIOLWME
HEe3aBUCMMO OT PecypCcoB MapLupyTM3aTopa, 4To No3BonseT obecnevynTb MakCUMasibHY0 NMPON3BOANTENBLHOCTb
MapLIPYyTU3aLLUN N NPUIOXKEHNIA NPU OLHOBPEMEHHOM CHUXXEHUN TPeBOBAHUN K 3aHMMaeMbIM MJIOLWAAAM, CHUXXEHWN
SHepronoTpebneHns 1 KOHCONMAALNN YNpaBeHNS.

YckopeHue paboTbl NPUIOIKEHUNR

MapwpyTunsaTtopsbl Cisco cepun 3900 opraHMYHO COYETalOT NyydLlMe B OTPacC/n CpeacTBa MHGOOPMaLLMOHHOWN
6e30MacHOCTK, yNpaBAeHUs N KOHTPONS Tpaduka Ha ocHoBe |0S ¢ peweHnsamm Cisco no yckopeHuto paboThl
npunoxxeHunn. Takmne dyHkumm MO Cisco 10S, kak NBAR, IP SLA n Netflow obecne4ynBatoT KOHTPOJIb U MOHUTOPUHI
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noBTOPSAOLLMXCA Wab/ioHOB TpadrKa, a TakKXe NPon3BOANTENbHOCTN NPUSIoOXKeHU. OLHOBPEMEHHO C 3TUM yHKuMn 10S
QoS, ACLs n PfR nHTennekTyanbHO ynpaBaatoT TpadmuKoM C Lefbio oNnTuMmnsaumm kavyectsa obcnyxmsaHums
rnoJib3oBaTenern 1 noBbileHNs 3PPeKTUBHOCTN PaboTbl COTPYAHUKOB. B AanbHenwem ka4ecTBo 06CayXBaHUA
rnoJsib3oBaTener MoXeT OblTb yy4LLUeHO NOCPeACTBOM pa3BepThiBaHUA ceTeBoro moaynsa Cisco WAAS, KOTopbIn MOXeT
6bITb Mcnonb3oBaH Ana 6esonacHon peanmsaumm 6osee NnepenoBbiX METOAUK ONTUMM3ALMN PaboThl NPUIOXKEHUI B
rnobanbHOM ceTu, TakMx Kak ontTummsaums TCP-Tpadurka, KalWnpoBaHue, cKaTue n yckopeHume paboTbl NpuaoxxeHun. B
coveTaHum ¢ ceteBbiMn Moaynamu Cisco WAAS maplupyTusaTtopsl Cisco ¢ MHTerpaumen cepsncos obecrnevymsatoT
ONTMMaJIbHYIO NPON3BOANTEIbHOCTb MPUSIOXKEHNIN, KOTOPbLIMY MOJIb30BaTeNn huirana nosb3yTcs 4158 [OCTyna K
MHgopMaunm n3 ueHTpanbHoro LLO. PeweHne no3sonseT o6begnHNTL 4OPOroCTOALLYO MHPACTPYKTYPY CEPBEPOB,
CUCTEM XPaHEeHUS AaHHbIX N CUCTEMbI pe3epBHOro KonvposaHua B LIOMl, 0AHOBPEMEHHO NoALEPKMBAs Ka4eCcTBO
obcnyxmBaHMa yaaneHHbIX NoJib30BaTesIeN Ha YPOBHE JIOKaslbHbIX CETEN.

Cisco Services Ready Engine

PeweHue Cisco Services Ready Engine gocTynHo B hopM-hakTope BHYTPEHHero cepsmncHoro moayns (ISM) n cepsmcHoro
Moaynsa (SM). AnnapaTtHoe obecneyeHne BHYTPEHHENO CEPBUCHOrO MoAy s no3BosisieT obecneynTb CEMUKPATHbLIN poCT
MPOn3BOANTENIBHOCTIN MO CPpaBHeHUIO ¢ MoaynamMu AlM npegblayLlero noKoJIEHUS; MOMUMO 3TOro, Moaysib 06opyaoBaH
npoueccopom x86. Takxe moayanm SRE nogaep>XmMBatoT CUCTEMY XPAaHEHUS OaHHbIX eMKOCTbto o 1 TbanT,
KoHurypaumm RAID, annapaTHble CpeacTBa MOAAEPXKKM BUPTYaIN3aLMN N PassINYHbie BapUaHTbl KpUNTorpadunyeckom
3awmTbl. Mogynb Cisco SRE obecne4ymBaeT Ha nnaTdopmax Cisco ISR cepun 3900 npenocTaBsieHme goctyna K
MPUN0XKEHNAM ANa huananos No 3anpocy, 4TO NO3BOJISAET pa3BepThbiBaTb HEOOXOANMbIE MPUNOXKEHNSA B HY>KHOE BPEMS 1
B HY>KHOW To4Ke ceTu. PasgeneHne obopynoBaHus n nporpaMMHoro obecneyeHuns, peajin3oBaHHOE B paMKax Mogesnun
pasBepTbiBaHMA "Nopg KA4Y", No3BONSET BbIAENATL PECYPChl 418 PYHKLNOHMPOBAHNSA MPUIIOXKEHUIA Ha MOOY e KaK
HenocpeaCcTBEHHO B MOMEHT ero yCTaHOBKU, Tak 1 BNOCAeACTBUN — yAalleHHo u B ntoboe Bpems. MNogaepxunsaemble
pelweHuns skatoYvatoT Cisco Wide Area Application Services (WAAS), Cisco Application Extension Platform (AXP),
koHTposinep WLAN Cisco (WLC) cuctemy BngeoHabnogeHnsa Cisco n gpyrme npuioXeHus, Haxoasawmecs Ha CTagum
pa3paboTkn. Moaynb Service Ready Engine no3BossieT opraHmM3aumnsaM passinyHbix pa3MepoB 06ecnevynTb roOTOBHOCTb
CBOMX CeTel K 3aBTPaLUHEMY OHIO, MO3B0JSAS ObICTPO pa3BepTbiBaTb HOBbIE MPUIOXKEHNSA AN punananos 6e3
HeobxoAMMOCTN YCTaHOBKMN HOBOro 060pyaoBaHWS, YTO CHVXKAET CTOMMOCTb pPacrnpoCTpaHEeHUs CepBUCOB AN (PUINASIOB.

YnpasseHue MapLipyTu3aTopaMm C UHTErpaunmen CepBmcoB

Mprnno>xeHns AN CeTeBOro yrnpasBieHns SBASITCA NUHCTPYMEHTAaPUEM CHXKEHUSA OnepaunoHHbIX nsgepxek (OPEX),
OOHOBPEMEHHO MOBbILWALWMM AOCTYMNHOCTb CETU MPU NMOMOLLN YIMPOLLEHUSA N aBTOMATU3aLNM MHOXKECTBa eXeHEeBHbIX
3a4a4, CBA3aHHbIX C YNpPaBJIEHWEM KOMIMJIEKCHbIMY ceTAMU. MNoaaep>xkKa C MOMeHTa BBOJa YCTPOMNCTBA B 3KCMJlyaTaLuio
obecneynBaeT HEMEOJIEHHYIO MOMOLLb B afAMUHUCTPUPOBAHUM MapLUpyTU3aTopa C UHTEerpaLmnen CEpBUCOB, @ TakxXe
6bICTPOE 1 MPOCTOE pa3BepTbiBaHME, MOHUTOPUHI U YCTPaHEHNE HeNosIafoK NMpuno>keHnn Cisco n CTOPOHHMUX
npounssoauTenen. Ona [OCTMIKEHUSA LieNIeBbIX MOKa3aTesiell MPON3BOAUTENBHOCTU 1 ONEPALMOHHbIX N34epXKek
OopraHu3auunm noJslaratoTCsa Ha NPUJIOXKEHUA CETEBOro ynpassieHns, pasdpaboTaHHblie CisCo, CTOPOHHUMM MOCTaBLLNKaMU
WM CaMoCTOoATeNbHO. MNoaaepxkKa TakmMx NPUSIOXKEHUI SBNISETCS BCTPOEHHON (DYHKLUMEN yrpaBiieHns, [OCTYMHOM Ha
kaxaoM ISR. HoBble ISR nponosmKatoT TpaauLMIo MHTErpaLnm LUMPOKOro U BCECTOPOHHEro Habopa dyHKLmMiA
AAMNHUCTPUPOBAHNSA HEMOCPEACTBEHHO B YCTPOMCTBO. Takmne pyHKUMM, Kak IPSLA, EEM n Netflow, no3sonsioT
KOHTposIMpoBaTb paboTy cnctemsl B itoboe Bpems. [aHHble PYyHKLNM COBMECTHO C nogaep>xkot SNMP n SYSLOG
obecneyunBaloT pelleHne 3ajaqy agMUHUCTPUPOBaHUA B opraHm3aunun. bonee nogpobHas nHpopmaumsa ob onepayioHHON
cucteme Cisco I0S, cpencTtBax CeTeBOro yrnpasJjieHus N nognepxke ynpasnaseMocTu B mapupyTtusatopax Cisco ISR
cepuun 3900 npuBeneHa B Tabnnuax 4, 5 u 6.

Tabnuua 4. dyHkuum u npotokonsl MO Cisco 10S, noapep>xmBaembie MapLupyTusatopamu Cisco ISR G2 cepum
3900
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[MpoToKObI IPv4, IPv6, cTaTnyeckasa mapwpyTtmsauuns, OSPF, EIGRP, BGP, BGP Router Reflector, IS-IS, IGMPv3, PIM
SM, SSM, DVMRP, mexaHu13Mbl rpynnoBon agpecaunm IPv4-IPv6 Multicast, MPLS, VPN ypoBHSA 2 1 3,
IPsec, L2TPv3, ISIS, BFD, IEEE802.1ah, IEEE802.3ag

NHkancynsaumn  GRE, Ethernet, 802.1q VLAN, coegnHeHune "To4yka-Tto4ka" (PPP), MLPPP, Frame Relay, MLFR (FR.15 1
FR.16), HDLC, nocnegoBaTenbHble nHTepgencol (RS-232, RS-449, X.21, V.35 n EIA-530), PPPoE n ATM

YnpasneHue QoS, CBWFQ, WRED, cpencTtBa nepapxmyeckoro obecneyeHns kavyectsa obcnyxmsanHus, PBR, PfR n
Tpadunkom NBAR

Ta6nuua 5. BctpoeHHble hyHKLLMM ceTeBOro ynpasJsieHus, poctynHble B MO Cisco 10S.

OyHKUMSA OnncaHue

WSMA Web Services Management Agent (WSMA) onpefensieT MEXaHWU3M, NPU MOMOLLN KOTOPOro OCYyLLEeCTBAAETCA
yrnpaBJ/ieHne CeTeBbIM YCTPONCTBOM, N3BIEKAIOTCA AaHHbIE O €ro KOHUrypaumm, a TakxKe 3arpy>KatoTcsa 1
yMNpaBAAOTCA HOBblE AaHHbIe 0 KOHUrypauun. na nepefayn gaHHbIX O KOHUrypaumm n coobLieHuni
npoToKosa ncnonb3lytTca XML-gaHHble, NnepefaBaeMblie No npoTokoay SOAP.

EEM Cisco I0S Embedded Event Manager (EEM) — pacnpeneneHHas n afganTuBHas cucTeMa obHapy>XeHus
cobbITUn N 06paboTkun cboes, PyHKLNOHMUPYOLLAs HEMOCPEACTBEHHO Ha YCTPONCTBE MOJ yNpaBieHnem
Cisco I0S. JlaHHoe MO npenocTaBfseT BO3MOXHOCTb OTCNEXNBaTb COObITUS 1 NpeanpuHMMaTh
MH(OPMaLMOHHbIE, KOppeKTupyoLmne nau nobsle apyrve EEM-nencTBma npyu HacTynJaeHnn
OTCNEXNBAEMbIX COOLITUA UM AOCTUXKEHUN MOPOTrOBbIX 3HAYEHWIA.

IPSLA CornaweHus Cisco 10S 06 ypoBHe ob6cnyxunBaHusa (SLA) ona npotokona IP no3BonaioT rapaHTUpoBaTb
paboTy HOBLIX Ba)KHbIX Ana 6usHeca IP-npnno)xeHuin, a Takxe IP-cepBncoB, NCNOJSb3YIOLWNX OAHHbIE,
roJ10COBYIO CBA3b U BUAEO B IP-ceTn.

SNMP, B pononHeHme K ynoMsaHyTbIM BbllLe yHKLUMAM ynpasaeHna mapwpyTusatopsl Cisco ISR cepun 3900
RMON, Takxe Takxe nogaep>xxmsatoT SNMP, RMON, syslog, NetFlow n TR-069.

Syslog,

NetFlow,

TR-069

[Mepe4vuncneHHble B Tabnvue 6 ApUNoXXeHna ABNAKTCA aBTOHOMHbBIMU MPOAYKTaMWU, KOTOPbIE Bbl MOXeTe I'IpVI06p6CTVI nnn
3arpy3nTb AN8 ynpaB/ieHnsa ceTeBbiMu ycTponcTBaMu Cisco. MpunoXKeHns npegHasHadeHbl 418 pasinyHbiX 3Tanos
3KCnayaTaumnm, Tak 4TO MOXXHO BblIbpaTb 04HO M3 HUX, Hanbonee COOTBETCTBYOLLLEE BalLMM NOTPebHOCTAM.

Tabnuua 6. PeLueHus pns ceTeBoro yrnpaBJjieHus

oTan MpunoxeHune OnucaHne

aKcnayaTaumm

YcTaHoBKa u Cisco Configuration Professional Cisco Configuration

HacTporka Professional - cnctema ynpasnieHuns ¢
yCTPOWCTBa rpacnyecknm rnosib30BaTeIbCKNM

nHTepgencom (GUI) ona
MapLlpyTM3aTopoB AOCTYynNa,


http://www.cisco.com/en/US/docs/ios/netmgmt/configuration/guide/nm_cfg_wsma_ps6441_TSD_Products_Configuration_Guide_Chapter.html
http://www.cisco.com/go/eem
http://www.cisco.com/go/ipsla
http://www.cisco.com/en/US/tech/tk648/tk362/tk560/tsd_technology_support_sub-protocol_home.html
http://www.cisco.com/go/ciscocp/
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paboTatowmx non yrnpassieHuem MO
Cisco 10S. daHHbIA NHCTPYMEHT
yrnpoLwaeT HaCTPOMKY MapLupyTu3aLuuu,
Me)KceTeBoro skpaHa, IPS, VPN, cpencts
CUCTEMbl YHUMDULIMPOBAHHbIX
KOMMYHWKaLNN, a TakK)Ke HaCTPOonKy
WAN v LAN npu nomMoLLu NpoCTbIX B
NCMOJIb30BaHNN MacTepOoB.

Cuctema ynpasneHus LAN CiscoWorks
(LMS) npepctasnsaeTt cobonn Habop
WHTErpmpoBaHHbIX MPUSIOXKEHUN,
rnpegHa3sHayYeHHbIX /15 YMNPOLEeHUs
e)XXeJHeBHbIX npoueanyp ynpasiaeHus
KoMnekcHon ceTbio Cisco, CHMXXeHUs
onepaumoHHbIX pacxonos (OpEx) n
MOBbILEHNS JOCTYMHOCTU CETU.
CiscoWorks LMS npegnaraeT ceTeBbiM
aOMUHNUCTPATOPaM NPOCTON B
1CrMonb30BaHUM web-nHTepdenc,
npeaHa3sHavYeHHbIN ONS HAaCTPOMKM,
AOMUHUCTPUPOBAHNSA N YCTPaHEHUA
Henonagok MapwpyTumsatopos Cisco ISR
C UCMO/Ib30BaHNEM TaKnX
MHCTPYMeHTOB, Kak Cisco 10S EEM.

KpOMe TOro, gnsa nognep>XkKm oCHOBHbIX
CepBUCOB MIaTHOPMbl MapLUpyTU3aTopa
c nHterpaumen cepsumcos CiscoWorks
Tak>xe obecneynBaeT JAOMOJIHNTEJIbHYIO
nopnepxxky Cisco Service Ready Engine,
no3BoJiAA aoMUHNCTPUPOBATL U
pacnpenensTb NporpamMmmHble obpa3sbl
Ha SRE, cokpalwas npofo/IKUTesIbHOCTb
N CNIOXKHOCTb ynpaBsieHus obpasamu.

Cpenctso CiscoWorks Network
Compliance Manager (NCM)
OTC/IeXXMBAET U perynmpyeT nusmMmeHeHus
KoHurypaumm n MO BO BCen ceTeBoMn
MH(PaCTPYKType, COCTOALLEN U3
YCTPOWMCTB pa3/INYHbIX
npoussoauTenein. OHo obecne4ynBaeT
MPeBOCXO0AHbI KOHTPOJIb U3MEHEHNI B
CeTu N MOXXEeT OTC/IeXXMBaTb
COOTBETCTBME HOPMATUBHbLIM, UT- 1
KOpropaTMBHbLIM MpaBuiaM, a TakxXe
TexHosnorn4yeckmum TpeboBaHnaM.

Cisco Security Manager asnseTtcs
JNIYHLMM B OTPAC/v NPUIoXKeHeM ans
yrnpaB/iieHns cucteMamm obecneyeHns
6e3onacHocTn. OHO No3BonseT
ynpaBfATb CEPBUCAMU MEXCETEBOI0
3KkpaHa, VPN n cuctemsl
noenoTBDalleHnsa BToo)KeHun (IPS) Ha


http://www.cisco.com/go/lms/
http://www.cisco.com/go/cwncm/
http://www.cisco.com/en/US/products/ps6498/index.html
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HacTponka un
pacnpegneneHue
pecypcos

YcTaHOBKa,
pa3BepTbiBaHNE
N U3MeHeHune
NINLEH3UN

Beona B
3KCrJlyaTaumio,
pa3BepTbiBaHuE
n

Moaundunkauma
KoH(Urypauum
M MPOrpaMMHbIX
obpa3soB

Pe3iome

Cisco Unified Provisioning Manager

Cisco License Manager
(http://www.cisco.com/web/go/clm/index.html)

Cisco Configuration Engine

TOO «NAG KAZAKHSTAN>»
+7 (727) 344-344-4
sales@nag.kz

MapLupyTusaTopax Cisco, ycTponcTBax
6€30MacHOCTM 1 CEPBUCHBIX MOAYAX
KOMMYTaTOpOB. B cocTaB nakeTa Takxe
BXOAUT CUCTEMA MOHUTOPWHIra, aHaan3a
n pearuposaHusa Cisco Security MARS,
npefHa3Ha4yeHHasa 419 MOHUTOPUHIa 1
OTpa)KeHus yrpos.

Cpegnctso Cisco Unified Provisioning
Manager npeactasnseT cobon
HagexHoe n macwTabupyemoe web-
peLueHune No yrnpasJIEHNIO KPUTUHECKN
Ba>XHbIMN KOMMYHUKaLMOHHbLIMU
pecypcamu cliefytoLLero NoKoeHns.
OHO ynpaB/isieT cepBMCaMn CUCTEMbI
YHUPULMPOBAHHBIX KOMMYHUKaLWA B
obnactn IP-TtenedoHnKn, rosI0CcoBOM
rMoYThl N cpel obMeHa coobLeHnsaMu.

3alnLEeHHoe KMeHT-CepBepHoe
npunoxeHue Cisco License Manager
obecneymnBaeT NpocToe yrnpaBneHve
akTusaumen n nuuensnamm MO Cisco
I0S onsa WNpoKoro cnekTpa naaTgopm
Cisco, paboTatooLwmx nNog ynpasaeHnem
MO Cisco 10S, a TakXxe apyrux
ornepaLnoHHbIX CUCTEM.

Cisco Configuration Engine asnsaetcs
3anleHHbIM pelleHneM onga cetTeBoro
ynpaBJieHns, KoTopoe obecrnevynsaeTt
aBTOMaTUYECKOE pacrnpocTpaHeHne
KOHUrypaumnm n nporpamMmMHbIx
obpa3oB NocpencTBoM
LeHTpaan30BaHHOI O yrnpaBaeHNAa Ha
ocHoBe LWabnoHoB.

MOoCKONBbKY KOMMNAaHUN CTPEMATCH CHMXaTb COBOKYMHYK CTOMMOCTb BrageHus (TCO) cBOMMU CeTAMU 1 NOBbILLATh 06LLYt0
MPON3BOANTENLHOCTb PAaboThbl COTPYAHUKOB NMPY NMOMOLLN BCe Bosiee LeHTPaIM30BaHHbIX N OPUEHTUPOBAHHbIX Ha
COBMECTHYI0 paboTy Mpuno>xeHuin, BO3HNKaeT NOTPeObHOCTb B UHTENIEKTYasIbHbIX PEeLleHNAX AN QUananos.
MapuwpyTusaTtopsl Cisco ISR cepun 3900 no3BoNAIOT CO3[4aBaTh Takue pelleHuns, obecrneyrBas BO3POCLLYIO
MPON3BOANTENILHOCTb U MOAYJIBHOCTb U, TaKMM 06pa3om, noanep XKy MHOXeCTBa cepBuncoB. MaplipyTtusaTtopsl Cisco
cepumn 3900 pa3paboTaHbl Ang obbeanHeHna PyHKLMA OTAENbHbBIX YCTPOUCTB B paMKaX e 4MHON KOMMaKTHOW CUCTEMBI.

Tabnuua 7. TexHU4eckue xapakTepucTuku MmapuwpyrtusatopoB Cisco ISR cepuun 3900

Cisco 3925
BcTpoeHHble cpeacTBa annapaTHOro YCKOpPeHus Oa
wungpoBaHms (IPSec + SSL)
Yucno ceaHcos Cisco Unified SRST 730

Cisco 3945

Na

1200


http://www.cisco.com/go/cupm/
http://www.cisco.com/en/US/products/sw/netmgtsw/ps4617/index.html
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Yucno ceaHcos Cisco Unified CCME

Bcero BcTpoeHHbIx nopTtos WAN LAN 10/100/1000 (3
nopTta)

MopTbl RJ-45

MopTbl SFP (6nokunpyeT nopT RJ-45- 2 n3 3-x nopToB)

CnoTbl AN CEPBUCHbLIX Moay el

CABOEHHbIe C/I0Thl ANs CEPBUCHbIX Mo,u,yne|7|

Cnotbl gns EHWIC

CnBoeHHble cnioThl ans EHWIC

CnoTtbl gnsa ISM

«[opavasa» 3ameHa (OIR)

CnoTbl ana BctpoeHHoro DSP (PVDM)

Mamate DDR2 ECC DRAM — no yMos4aHuto

MamaTte (DDR2 ECC DRAM) —MaKCcUMaJibHO

Compact Flash (BHeLWH.) — N0 yMon4aHuio

Compact Flash (BHeLWH.) —MaKCMMaibHO

BHewHue cnoTbl gnsa Flash-namaTtn USB 2.0 (Tun A)

KoHconbHbIn nopT USB (Tun B) (mo 115,2 k6uT/c)

MocnepoBaTeNbHbIN KOHCONbHbLIN NOPT

BHelwwHW nocnenoBaTesibHbIN NOPT

BapuaHTbl 3/1eKTponuTaHus

PeBepBHbIVI NCTOYHUK NMNTaHNA

TOO «NAG KAZAKHSTAN»

+7 (727) 344-344-4

sales@nag.kz

250

CepBUCHbIEe MOOY N

1 réanTt

2 M6anTt

cnoTt 0: 256 M6anT

cnoT 1: oTcyTCTBYET

cnot 0: 4 T'éanT

cnot 1: 4 I'éanT

CeTb NepeMeHHOro Toka u
POE, ceTb MOCTOSAAHHOr 0 TOKa*

CeTb NepeMeHHOro Toka u1
PoE, ceTb MOCTOSIHHOr 0 TOKa*

350

CepBUCHbIE MOAY N

1 réanTt

2 M6anTt

cnoT 0: 256 MbanT

cnoT 1: oTcyTCTBYET

cnot 0: 4 I'banT

cnot 1: 4 I'éanT

CeTb NepeMeHHOro Toka, PoE,
CeTb NOCTOAHHOIoO ToKa*

CeTb NepeMeHHOro Toka 1
PoE, ceTb MoCTOSSHHOro ToKa*



nag

Cnenyw 30 9KCNepTomM

TexHn4yeckme xapakTepucTuKmM CUCTeMbl MUTaAHUA

BxonHoe Hanps>XeHune rnepemMeHHOro Toka

YacToTa BXOOHOIro nepeMeHHOro Toka

Ounana3oH paboynx TokoB ansa bl nepemMeHHOro Toka
(makc.)

BXO4HOM MepeMeHHbIN TOK Neperpyskun

HomunHanbHaa noTpebnsemasn MolwHOCTL (6e3
monynen) (BT)

MpenenbHasa MowHOCTbL BIMT nepemeHHoro Toka (BT)

MpenenbHaa MOWHOCTb NUTaHUA Yepe3 POE (Tonbko
nnatdopma) (BT)

MpepenbHas MowHoOCTbL POE, nepenaBaemas Ha
OKOHeYHble ycTponcTaa (BT)

MpepenbHas mowHoCTb POE, nepenaBaemas Ha
OKOHEeYHble YCTPONCTBa Npu NCMNOJIb30BaHNN
ycuneHuns PoE (BT)

dur3nveckre xapakTePUCTUKMN

Fabaputbl, B x W x T

BbicoTa cTONKM

MOHTa) B CTONKY

MOHTa> Ha CTeHe

Macca c bl nepemeHHoro Toka (6e3 moaynen)

Macca ¢ nutaHnem oT POE (6e3 monynen)

HoMMHanbHaa Macca B NOJIHOM KOH(UIypaLum

[ToTok BO3Oyxa

oT 100 no 240 B ~
(aBTOHacCTpoMKa)

oT 47 no 63Ty

or7,1003,0A

<50 A

100

420

420

520

1040

Cisco 3925

133,35 x 438,15 x 476,25 Mm

3RU

19" EIA/23"

HeT

17,7 kr

18,1 kr

27,2 Kr

OT nepefHen naHenn K

3aaHen

OT 3afHen naHenn K
nepegHen (c 610kom
BeHTUnsaTopos NEBS)

TOO «NAG KAZAKHSTAN>»
+7 (727) 344-344-4
sales@nag.kz

oT 100 mo 240 B ~
(aBTOHacTpoMKa)

oT 47 po 63T

ot 7,1 003,0A

<50 A

105

540

540

520

1040

Cisco 3945

133,35 x 438,15 x 476,25 Mm

3RU

19" EIA/23"

HeT

17,7 kr

18,1 kr

27,2 Kr

OT nepegHen naHenn K

3aaHen

OT 3afHen naHenn K
nepenHemn (c 6710KOM
BeHTUNATOpoB NEBS)
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MoaaepKka BO3AYLIHOro uabTPa(aonoaHUTESbHO)

XapaKTepucTrKIM oKpy>KatoLLel cpebl

YcnoBusa akcnayaTauum

TemnepaTypa — Ha BblicoTax A0 1800 m

TemnepaTypa — Ha BbicoTax go 3000 m

TemnepaTypa — Ha BbicoTax A0 4000 m

TemnepaTypa — Ha BbicoTax 0 1800 M,
KpaTkoBpeMeHHO (no NEBS)

BbicoTa

OTHOCUTEsNIbHas BJIaXXKHOCTb

BnaxHocTb, kKpaTkoBpeMeHHo (no NEBS)

AKYCTUMKa: 3ByKOBOE AaBJieHne (HOM./MakKc.)

AKYCTUKa: 3ByKOBasi MOLLHOCTb (HOM./MaKc.)

YcnoBua xpaHeHus

TemnepaTypHbI AVanasoH

OTHOCUTENbHasA BIa>XHOCTb

BbicoTa

CooTBeTCTBME HOPMATUBHbLIM TpeboBaHNAM

be3sonacHocTb

3J'IeKTpOMaFH NTHaa COBMeCTUMOCTb

ONa

o1 0 go 40 °C

oT 0 go 40 °C

o1 0 go 30 °C

oT -5 po +50 °C

4 000 ™M

oT 5% 0o 85%

oT 5% A0 90%, He bonee
0,024 kr BOAbI/KI CyX0ro
BO34yxa

57,6/77,6

67,8 - 84,7

oT -40 po +70 °C

oT 5% [0 95%

4570 ™m

UL 60950-1

CAN/CSA C22.2 No. 60950-1
EN 60950-1

AS/NZS 60950-1

IEC 60950-1

47 CFR, yacTb 15
ICES-003 Knacc A
EN55022 Knacc A

ONa

o1 0 go 40 °C

oT 0 go 40 °C

o1 0 o 30 °C

oT -5 po +50 °C

4000 ™m

oT 5% no 85%

oT 5% 10 90%, He 6onee
0,024 kr BoAbI/KI CyX0oro
BO34yXa

57,6/77,6

67,8 - 84,7

oT -40 po +70 °C

oT 5% 0o 95%

4570 ™m

UL 60950-1

CAN/CSA C22.2 No. 60950-1
EN 60950-1

AS/NZS 60950-1

IEC 60950-1

47 CFR, yacTb 15
ICES-003 Knacc A
EN55022 Knacc A
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TeNleKOMMYHUKALNOHHbIE XapaKTepUCTUKN

**MacwTtabupyeTca 40 LOKYMEHTUPOBAHHOIO KOMMYECTBa Noaaep>XMBaemMbix TenedoHoB B NoBTopHoM cbopke 15.0.1.

Mopnep>xmBaemblie MOAYN

MapwpyTusaTtopsbl Cisco ISR cepun 3900 noaaep>XMBAOT LWMPOKUA aCCOPTUMEHT MoAay e, PYHKLNOHAIbHOCTb KOTOPbIX

TOO «NAG KAZAKHSTAN>»
+7 (727) 344-344-4
sales@nag.kz

CISPR22 Knacc A
AS/NZS 3548 Knacc A
VCCI V-3

CNS 13438

EN 300-386

EN 61000
(HeBOCMPUNMHNBOCTD)

EN 55024, CISPR 24
EN50082-1

TIA/EIA/IS-968
CS-03

ANS| T1.101

ITU-T G.823, G.824
IEEE 802.3
OunpektmBa RTTE

CISPR22 Knacc A
AS/NZS 3548 Knacc A
VCCI V-3

CNS 13438

EN 300-386

EN 61000
(HeBOCNPUNMHNBOCTD)

EN 55024, CISPR 24
EN50082-1

TIA/EIA/IS-968
CS-03

ANSI T1.101

ITU-T G.823, G.824
IEEE 802.3
Ounpektnea RTTE

OXBaTbIBA€T BECb CMEKTP BEAYLLUUX B OTPAC/N CEPBUCOB, OPUEHTUPOBAHHbLIX Ha NoTpebHoCcTn hunmnana. Cnncok
noafep>XXuBaemMbix MapLupyTusaTopamu Cisco cepum 3900 Mmoaynen pa3MeLleH Ha ceaytoLllen web-

cTpaHuue://www.cisco.com/en/US/products/.

MpownssoaunTens: Cisco

Obuwme

MoZaynbHble 6J10KM MMTaHUs MapLlpyTr3aTopa

Twn ycTponcTea

MoLAep>KMBaeMblil TUM MHTePhENCcoB MapLlpyTu3aTopa

NunHenka Cisco

Na

MapLwpyTunsaTtop

NHTepdeickl 10/100/1000Base-T

ISR 1900, 2900, 3900


http://www.cisco.com/en/US/products/
http://cisco.com/
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