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KommyTaTop D-Link DES-1210-
28/ME/B2A

DES-1210-28/ME/B2A

OnucaHune

KommyTaTop DES-1210-28/ME Metro Ethernet ocHalueH
24 noptamm 10/100Base-TX, 2 nopTtamu SFP u 2 nopTamu
OBOMHOro HasHa4veHus (dual personality)
10/100/1000Base-T unwn SFP. MNMpenHa3sHa4YeHHbIN 015
pa3BepTbiBaHUA ceTen Metro Ethernet, naHHbIN
KOMMYTaTOp BbIMNOJIHEH B HAaAEXXHOM Kopryce 1
noadep>XuBaeT WNPOKUIA Habop yHKUNA. 24 nopTa
10/100M6uT/C OCHaLLEeHbl BCTPOEHHOW 3aLLMTON OT
rnepeHanps>xeHnsa 6 kB, Takum obpa3om, yCTPONCTBO
3alUNLLLEHO OT BOCMJIAaMEHEHMWS NPU Hapy>KHOM
MOBPEXAEHUN 31eKTPOoNpoBoAKM. KOMMyTaTOp OCHaLLEeH
4 nopTtamu SFP, 4TO NpepocTaBnseT BO3MOXKHOCTb
CO3[aHNsA TOMOJIOrNN «ABOMNHOMO KOJIbL@», @ TakXe
LUINPOKUI P BO3MOXXHOCTEN A8 MOCTPOEHNSA CeTeln
FTTx.

MHoroagpecHas paccbiika

DES-1210-28/ME npenocTaBnseT BO3MOXXHOCTb paboTbl ¢ IPTV-cepBrucaMu, Nosb3yOWNUMNCS PaCcTyLLUM CNPOCOM Ha
pbiHKe, 6narogaps nogaep>xke Takmx pyHkuUnm kak IGMP Snooping, Limited IP Multicast (OrpaHunyeHne MHoroanpecHom
paccbinku no IP-agpecam), ISM VLAN n MLD Snooping. ®yHkums Limited IP Multicast mo3BonsieT ykasaTb npogunuv
MHOr0afpeCHOWN PacCbIsIKN U CBA3aTb UX C MOPTOM UM AUarna3oHOM MOPTOB AJ1A TOro, 4Tobbl paspeLwlnTb NN OTKJIOHNTb
3anpockl Ha NOAKJI0YeHMe, OTrpasBaseMble MnoJsib3oBaTenamMn. icnonb3osaHne Npoduaa 3Ha4YnTeIbHO ynpoLlaeT
ynpaBsJieHne B Cjlyyae, ecsiv Nosib30BaTeslb MeHseT nakeT ycayr. MNpun ncnonb3osaHum pyHkuum ISM VLAN (IGMP
Snooping Multicast VLAN) MHoroazpecHbl Tpauk € Lesiblo 3PheKTUBHONO pacxofoBaHMs Noa0Chkl MPOnyCcKaHUA
rnepepaetcs B otaenbHOM VLAN. ®yHKumna MLD Snooping yny4dwaeT 3(pheKTUBHOCTb MHOroagpecHOM pacChlsIKU 1
Mo3BOJISIET COKPaTUTb pacxoAbl Npu rnepexope K IPv6.

Bbicokasn NnPOU3BOAUTEJIbHOCTb U OTKaBOyCTOIﬁ‘IHBOCTb

KommyTaTop DES-1210-28/ME nogaep>XMBaeT WNPOKKiA Habop dyHKLNI, obecnevmBatoimnx becnepebonHyto paboTy 1
yrnpouarwmx ynpasieHue. cnonb3osaHue npotokosos 802.1D STP, 802.1w RSTP n 802.1s MSTP nckno4aet netnm u
no3BosisieT 6bICTPO OpPraHN30BaTb Pe3epPBHbIN MapLUPyT Nepefayn AaHHbIX B CJly4ae obpbiBa OCHOBHOIO COeANHEHNS.
KoMMyTaTopbl Takxe nogaepXUBaT arpermpoBaHme KaHasioB Ha ocHoBe cTaHgapToB 802.3ad (LACP), 4yTo no3sonseT
06BbeaVHATL B FPynrbl HECKOIbKO MOPTOB, YBEANYMBAA NPy 3TOM MOJIOCY MPOMNYyCKaHWS 1 NOBbILWAsA 0TKa30yCTONYMBOCTb
coeVIHEHUI Mex Ay ceTeBbiMU ycTponcTtBamu. DES-1210-28/ME Takxxe nogaepxunsaeT QoS (Quality of Service). MakeTbl
MO>XHO KJlaccudurumpoBaTb Ha OCHOBE COAEPKXUMOr0 U pacrnpenensaTb B odepean. MexaHnsm npvopmuTesaunm noMmoraeT
AnddepeHumnpoBaTbh Tpadurk Ha ocHoBe TpeboBaHUI K Ka4yeCcTBY 06CyXnBaHMA.
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Be3onacHoOCTb

DES-1210-28/ME nooaep>xmBatoT Takxxe yHKUMK, obecneymBatowme besonacHoe ynpasseHne ycTPoncTsom. SSH n SSL
wndpytoT HTTP n Telnet coeanHeHne, Taknm ob6pa3om, faHHbIe He MOTryT OblTb CKOMMPOMETUPOBaHbI B MOMEHT
nepenayun. ®yHkuma IP-MAC-Port Binding obecne4ynBaeT npusaAsky IP-agpeca n MAC-agpeca nosib3oBaTens K
ornpeesieHHOMY HOMepa NnopTa Ha KOMMyTaTope, 3anpeLias TeEM caMblM MOJIb30BaTESII0 CAMOCTOATENIbHO MEHATH
ceTeBble HaCTPOMKW. [laHHasa MYHKLMA MOMoraeT npoeangepamM npefoTepaliaTe ataku Man-in-the-middle n ARP
Spoofing. BcTpoeHHasa yHkumsa D-Link Safeguard Engine obecnednBaeT nageHTugmnKaumio 1 NpUOPUTU3ALLILIO NaKeTOB,
npefHa3Ha4yeHHbIX Aa8 06paboTKM HenocpeACTBEHHO MPOLLECCOPOM KOMMYTaTopa, C Lesbio NpefoTBpaLleHns
3J/IOHAMEpPEHHbIX aTak N HeNTpaan3auum BO3AENCTBUA NapasnTHoro Tpaduka Ha CPU kommyTaTopa. PyHkumsa DHCP
Server Screening 6/10kupyeT nosBieHne B CeT HeaBTopmn3oBaHHbIX DHCP-cepBepoB.

AyTeHTudukaumsn

DES-1210-28/ME nopaep>xusaeT ayTeHTUdMKauuio 802.1x Ha 0CHOBe NopTa/XocTa, a Takxe ayTeHTudukaunio RADIUS,
TACACS+, Local. ABMUHNCTPATOPbLI TakXXe MOryT NMOMecTUTb HEaBTOPU30BaHHbIX Nosb3oBaTesien B Guest VLAN n
Ha3Ha4YNTb UM OrpaHUYeHHble NpaBa focTyna.

YnpasneHue

KoMMyTaTop nogaepxmnBaeT passindHble QYyHKLUUN yNpaBieHNa U CTaHAapTbl. HACTPONKM MOFYT BbINOJIHATBHCA Yepes3
Telnet, SNMP n HTTP. Opy>XecTBeHHbI Nonb3oBaTento Web-nHtepdernc obecneynsaeT NnpocToTy ynpasneHus. NMpoTokon
LLDP (Link Layer Discovery Protocol) no3sonseT ceTeBoMy 060pyA0BaHMIO ONOBELLaTh JIOKaJIbHYO CETb O CBOEM
CYLLEeCTBOBaHUWN N XapaKTEPUCTUKAX, TakuM 06pa3om, B COOTBETCTBUUN C pe3y/ibTaTOM NMOMNCKa MOXKHO JIEFrKO NMPUMEHUTb
HaCTPOMKUN K 0BHapYy>XEHHbIM YCTPOMCTBAM U NONYy4YUTb rpaduryeckoe nobparkeHne Tononorun. NMommmo 3Toro,
KOMMYyTaTOp NMoaaep>XnuBaeT PYHKLNIO OMarHOCTUKK Kabens aAns NpoBepKM COCTOAHUSA CETEBbIX Kabeneln 1 BbiBNEeHUS
MPUYNHbI HapyLeHns paboTocnocobHocTw.

XapaKTepuCcTUKM:

AnnapaTHas Bepcus
B2

UnTepdenc

Pa3smep

LnpuHa ona ycTaHoBKK B 19” CTaHOAPTHYIO CTONKY,
BbicOoTa 1U

UnTepdenc

24 nopta 10/100BASE-TX
2 nopta 100/1000 SFP
2 kombo-ropTa 10/100/1000Base-T/SFP

KOHCOMbHbIA NOPT
RJ-45
NMpousBoAUTENBHOCTb

KoMMyTaumnoHHasa maTpuua: 12,8 rémt/c

CKOpOCTb NepeHanpassieHns 64-6anTHbIX NakeToBs: 9,5
Mpps

Pazmep Tabnumubl MAC-agpecos: 8K

SDRAM anqa CPU: 128 Mb

Bydep nakeTos: 384 Kb

Flash-namaTte: 16 Mb

Jumbo-tppenm: 2048 6anT

MporpaMmMHoe obecneyeHue
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DYHKLUUU YPOBHA 2

Tabnunua MAC-agpecos: 8K
YnpaBneHne noToKoMm:
YnpasneHue notokom 802.3x
MpepoTBpalLeHne 6aokmposkn HOL
Pazmep Jumbo-cdpenmos: go 2048 6ant
Spanning Tree:
802.1D STP
802.1w RSTP
802.1s MSTP
dunbTpauma BDPU
Root Restriction
OyHKUnA Loopback Detection
ArpervpoBaHne KaHas0B:
CoBmecTmMoCTb ¢ 802.3ad
Makc. Kosi-Bo rpynn - 8, 8 NOpTOB Ha rpynny
3epkaanpoBaHMe NopToB:
Moppep>xka 1 rpynnbl 3epKasnpoBaHns
Pe)xumbl: One-to-One, Many-to-One, Flow-based (ACL)
MHoroagpecHas paccbisika yYpoOBHA 2
IGMP Snooping:
IGMP v1/v2 Snooping, v3 awareness
Moppep>xka 256 rpynn
IGMP Snooping Fast Leave Ha ocHOBe xocCTa
AyTeHTungpkaymna IGMP
OrpaHuyeHne MHOroaapecHom pacchbisikm no IP-agpecam
MLD Snooping:
MLD v1/v2 Snooping
Monpep>xka 256 rpynn
MLD Snooping Fast Leave Ha ocHOBe xoCTa

VLAN
802.1Q Tagged VLAN

pynnbl VLAN:
Makc. 4K VLAN
VLAN Ha ocHoBe nopTa
GVRP:
Makc. 255 gnHaMmmnyeckmnx

VLAN

VLAN Trunking

ISM VLAN

Double VLAN (Q-in-Q)
Q-in-Q Ha ocHoBe nopTa

KauyecTBo 06cny>xuBaHus (QoS)

YnpasaeHne nosiocon rnponycKkaHus:
Ha ocHoBe nmopTa (Bxogsuiee/ucxopsiiee, € Warom no 64k6umTt/c)
4 o4vepenn Ha nopT
O6paboTka o4yepepen:
Strict Priority
Weighted Round Robin (WRR)
CoS Ha ocHoBe:
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MopTa KOMMyTaTOpa
802.1p
VLAN ID
MAC-agpeca
IP-appeca
DSCP
Twna npoTokona
TCP/UDP-niopTa
Knacca Tpaduka
Mopoaep>xka cnefyowmx 4enCTBUN A8 MOTOKOB:
YcTaHoBKa Teros npuoputeTtos 802.1p
HOobaBneHune Tera TOS/DSCP
YnpasieHue nosiocon nponyckaHmns

Cnucku ynpasneHua poctynom (ACL)

[o 256 npasun goctyna
ACL Ha ocHoBe:
[MopTa KOMMyTaTOpa
MpuoputeTta 802.1p
VLAN ID
MAC-agpeca
Ether Type
IPv4-apnpeca
DSCP
Twna npoTokona
Homepa nopta TCP/UDP
Cofep>X1UMoro nakeTa, onpenesiseMoro nosib3oBaTesnem
CraTtuctuka ACL
dunbTpaumns nHTepgenca CPU

Be3onacHOCTb

SSH v2

SSLv3

Port Security

0o 64 MAC-agpecoB Ha nopT

3almTa OT WMpoKoBeLlaTebHOro/MHOroaapecHoro/ o4HoaApPeCcHOro Wwropma

CermeHTauma Tpauka

IP-MAC-Port Binding (IMPB):
[poBepka naketos ARP
lMpoBepka nakeTos IP
DHCP Snooping

D-Link Safeguard Engine

DHCP Server Screening

dunbTpauma DHCP-kneHToB

MpepnoTepalteHne ARP Spoofing

MpepoTBpaweHne BPDU aTak

MpepoTepaweHne DoS aTak

802.1X:
YnpaBneHne A4OCTYNOM Ha OCHOBE NnopTa
YnpaBneHne O4OCTYNOM Ha OCHOBE XOCTa
Guest VLAN
Local/ RADIUS/

TACACS+ cepsBepbl
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BeneHwue yyeTHbIX 3anucen RADIUS
4 ypoOBHSA Y4ETHOIM 3anuncu nosib3oBaTens

DYHKUMSA AMarHOCTUKN Kabens
802.3ah D-link Unidirectional Link Detection (DULD) 2

YnpasneHue

Web-nHtepdenc
NHTepgenc komaHgHom cTpokn (CLI)
Telnet-cepBep/kKNneHT
TFTP-kNueHT
SNMP v1/v2c/v3
SNMP Traps
CUCTEMHBIN XypHan
RMON v1:

Moppepxka rpynn 1, 2, 3,9
RMON v2:

Moppep>xka rpynnbl

ProbeConfig

LLDP

BootP/DHCP-knneHT
ABTOMaTMYeckas HacTponka DHCP
DHCP Relay

DHCP Relay Option 12

DHCP Relay Option 82
HNob6asneHue Tera PPPoE Circuit-ID
Dual Configurations

SNTP

CPU Monitoring

LLincbpoBaHme naponen

RFC RFC1065, 1066, 1155, 1156, 2578 MIB Structure
RFC 1212 Concise MIB

Definitions

RFC1213 MIB Il
RFC 1215 MIB Traps

Convention

RFC

RFC1493 Bridge MIB

RFC1157, 2571-2576 SNMP MIB

RFC1907 SNMPv2 MIB

RFC1757, 2819 RMON MIB

RFC2021 RMONv2 MIB

RFC1398, 1643, 1650, 2358, 2665 Ether-like MIB

RFC2674 802.1p MIB

RFC 2233, 2863 IF MIB

RFC 2618 RADIUS Authentication Client MIB
RFC2620 RADIUS Accounting Client MIB
RFC 2925 Ping n Traceroute MIB

Private MIB

TOO «NAG KAZAKHSTAN>»
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CraHpapt IETF®

RFC 768 UDP
RFC 791 IP
RFC 792, 2463, 4443

ICMPv4

RFC 793 TCP
RFC 826 ARP
RFC 2474, 3168, 3260

OnpepenexHue nonsa DS B 3aronoeke IPv4 u IPv6

RFC1321, 2284, 2865, 3580, 3748 Extensible Authentication Protocol (EAP)
RFC2571, RFC2572, RFC2573, RFC2574 SNMP

dusnyeckue napamMmeTpbl
NUHpaukaTopbl

Power (Ha yCcTponcTBO)
Link/Activity/Speed

MTBF

424,757 YacoB

YpoBeHb LWHyMa

0 nb

TennosbigeneHume

54,25 BTU/4

BxopHoe Hanps>xeHue

100-240 B nepemeHHoro toka, 50-60 'u, makc. 0,27A
MoTpebnsaemas MOLWLHOCTb

Makc.: 15,9 BaTT
Pexxum oxnpgaHua: 7,1 BatTt

Pa3mMmepbl

440 x 140 x 44 mm

CucteMa BEHTUIALUM

MaccuBHas

3awuTa oT nepeHanps>KeHun

Bce nopTbl Ethernet nogaep>xusatoT ctaHgapT IEC61000-4-5 10 / 700us BCTPOEHHOW 3alUMThl OT NepeHanps»xeHun 6 KB
Pabouyas TeMmnepaTypa

0-40°C

TemnepaTtypa XpaHeHus

-40-70°C

Pabovyan BNa>kHOCTb
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10%~90% RH
EMI

CE Class A
Bbe3onacHocTb

CE LVD, UL/cUL

Tnn kKoMMyTaTopa

Tun KoMMyTaTopa

NHTepgencsl

TN OCHOBHbIX NOPTOB

NHTepdencol 10/100BaseTX

NHTepdencel 10/100/1000BaseT

M3 Hux kombo 10/100/1000BaseT | 1000BaseX SFP
KonnyecTBO OCHOBHbIX MOPTOB

Tun Uplink nopTos

NMnTaHne

Hanps>xeHne nutaHus

JonycTumMoe HanpsXXeHue nNuTaHnsa

L2 pyHKUMOHanN

[MpoTokosibl L2 pe3epBupoBaHus

Obwume

Pa3melleHune

TOO «NAG KAZAKHSTAN>»
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Ynpasnsemsbin L2

FastEthernet R)45
24

2

2

24

GigabitEthernet RJ45

220V AC

100-240V AC

STP; RSTP; MSTP

MOHTVpYyeMble B CTONKY
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